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Abstract - Minimizing downtime and maximizing 
maintenance operations in industrial machinery depend on 
anomaly detection. This study investigates the application of 
machine learning methods to detect anomalies in sensor data 
generated by industrial machinery connected to the Internet 
of Things. Several models were utilized, such as Support Vector 
Machines, Random Forests, Decision Trees, Logistic 
Regression, and Convolutional Neural Networks, to identify 
anomalous patterns that may indicate malfunctions in the 
equipment. This method minimizes the possibility of 
unplanned machine faults and improves operating efficiency 
by enabling proactive maintenance through the use of real-
time sensor data. Increasing the reliability of industrial 
machinery can be accomplished in a scalable and efficient way 
by combining machine learning with Internet of Things data.  
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1.INTRODUCTION 

In modern industrial settings, the seamless operation of 
machinery is paramount to ensuring efficiency, productivity, 
and safety. However, the occurrence of anomalies or 
unexpected faults within industrial machinery can disrupt 
operations, leading to costly downtime, maintenance 
expenses, and potential safety hazards. Exploiting the 
potential of machine learning (ML) algorithms and Internet 
of Things (IoT) technologies for anomaly detection is 
becoming more popular as a means of reducing risks and 
improving the efficiency of industrial machines.  

The emergence of the Internet of Things (IoT) has brought 
about a significant transformation in the industrial sector by 
allowing machines to be equipped with sensors that produce 
copious volumes of real-time data. More opportunities for 
increasing operational efficiency have been created by this 
flood of sensor data, especially in the field of predictive 
maintenance. Conventional maintenance approaches, which 
depend on planned or reactive methods, frequently result in 
unplanned equipment breakdowns or unnecessary 
downtime. Through the utilization of IoT data, enterprises 

may transition to a proactive maintenance paradigm that is 
data-driven, identifying anomalies in machine behavior early 
on to avert breakdowns. The difficulty, though, is in reliably 
identifying trends that point to possible breakdowns by 
processing and analyzing the massive amounts of IoT data. 
Techniques for machine learning have become effective 
tools for managing this complexity. By training models using 
previous sensor data, it is possible to automatically detect 
anomalous patterns, or anomalies, that presage equipment 
problems. This study looks into the use of different machine 
learning algorithms to identify abnormalities in industrial 
machinery, including Support Vector Machines (SVM), 
Random Forests (RF), Logistic Regression (LR), Decision 
Trees (DT), and Convolutional Neural Networks (CNN). By 
lowering the likelihood of unanticipated breakdowns and 
improving predictive maintenance capabilities, these models 
optimize machine reliability while minimizing operating 
expenses. 

2. LITERATURE SURVEY 

2.1 An Overview on Anomaly Detection in 
Industrial Machinery   

Industrial machine anomaly detection, which uses real-time 
sensor data to find unusual patterns that point to possible 
machine problems, has emerged as a crucial component of 
predictive maintenance. Outliers were formerly identified 
using threshold-based techniques, but as machine learning 
and the Internet of Things have advanced quickly, more 
complex algorithms have been devised to improve the 
scalability and accuracy of detection systems.   

Key findings:   

Traditional Methods: Early approaches to anomaly detection 
focused on statistical models, such as Shewhart control 
charts and threshold-based monitoring, to detect deviations 
from predefined norms. These methods, as discussed by 
Montgomery (2007), were widely used for quality control 
but were limited in detecting complex anomalies in 
multidimensional data.   

Machine Learning Integration: The importance of machine 
learning algorithms in anomaly identification has been 
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emphasized by more recent research, such as that of Hodge 
and Austin (2004). By learning patterns from past data, 
supervised learning techniques like Random Forests and 
Support Vector Machines (SVM) can be integrated to 
improve anomaly detection.   

2.2 Machine Learning Techniques in Anomaly 
Detection   

Predictive maintenance has advanced dramatically with the 
use of machine learning techniques in anomaly detection for 
industrial machinery. IoT sensor data may be processed and 
abnormalities can be found with great effectiveness thanks 
to machine learning techniques, which are excellent at 
managing big and complicated datasets.   

Key Findings:    

Supervised Learning Approaches: Supervised learning 
models, such as those explored by Khan and Yairi (2018), 
are widely used for anomaly detection when labeled data is 
available. Models like Decision Trees and Random Forests 
have proven effective in various industrial applications for 
identifying deviations from normal operational behavior.  
Unsupervised and Semi-Supervised Learning: In cases 
where labelled data is scarce, unsupervised methods like 
Isolation Forest and semi-supervised techniques like 
Autoencoders have been extensively researched. Chandola 
et al. (2009) highlighted that these methods are capable of 
detecting anomalies without relying on extensive labeled 
datasets, making them suitable for industrial applications 
where labeled anomaly data is difficult to obtain.   

2.3 Deep Learning in Anomaly Detection 

Deep learning models have emerged as powerful tools for 
anomaly detection in industrial machinery, especially when 
dealing with high-dimensional and time-series data. These 
models can automatically learn complex features from raw 
sensor data, enhancing the detection of subtle anomalies.  

Key Findings:   

Convolutional Neural Networks (CNNs): CNNs have been 
widely used to process sensor data, particularly in 
multidimensional settings. Few studies demonstrated the 
use of CNNs in anomaly detection, showing their ability to 
extract features from sensor data and detect anomalies with 
high precision.  

Recurrent Neural Networks (RNNs): RNNs, particularly Long 
Short-Term Memory (LSTM) networks, have shown success 
in modeling time-series data for anomaly detection.  Hybrid 
Models: Recent advancements have also explored hybrid 
models combining CNNs and LSTMs to capture both spatial 
and temporal patterns in IoT sensor data. These models 
offer a comprehensive approach to anomaly detection by 

addressing the complexities of industrial machinery 
operations.  

3. METHODOLOGY 

The methodology for this project involves the development 
of an anomaly detection system for industrial machinery 
using IoT data and machine learning techniques. The system 
is designed to process real-time sensor data, identify 
abnormal patterns, and provide early warnings to prevent 
machine failures and optimize maintenance schedules. The 
methodology is structured into several key steps: data 
preprocessing, feature extraction, model selection, training, 
evaluation, and deployment.   

3.1 Dataset Collection 

Sensor data from Internet of Things devices that was 
gathered from industrial machinery makes up the dataset 
used for this investigation. Every record has a set of 
characteristics representing various machine measurements 
together with a label designating whether the associated 
data point is abnormal or normal. In order to facilitate model 
training, testing, and validation, the dataset was split into 
three sections: 25,192 instances for training, 11,851 
instances for testing, and a tiny validation set made up of the 
remaining data points. By using this method, we could be 
sure that our models would perform well on untested data.  

3.2 Data Preprocessing 

An essential first step in getting the dataset ready for 
machine learning models is data pre-processing. The 
preprocessing pipeline involved several steps to eliminate 

  Fig 1:Data flow 

diagram 

 

  

  



          International Research Journal of Engineering and Technology (IRJET)      e-ISSN: 2395-0056 

                Volume: 11 Issue: 12 | Dec 2024              www.irjet.net                                                                         p-ISSN: 2395-0072 

  

© 2024, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 722 
 

ambiguity, ensure consistency, and prepare the data for 
analysis. First, nominal values like protocol types and flags 
were converted to numerical values, as machine learning 
models perform better with numerical input. Next, we 
transformed the dataset for both binary and multi-class 
classification tasks. Data was also discretized using a binning 
technique, splitting numerical attributes into discrete bins, 
specifically using 10-bin discretization. 

3.3 Feature Selection 

Feature selection was performed to enhance model 
performance by eliminating redundant or irrelevant 
features. Using a correlation-based feature selection method, 
we selected features that had a high correlation with the 
target class while being uncorrelated with each other. This 
helps reduce the dimensionality of the data and improve the 
performance of the models. We utilized the CFS Subset Eval 
method for feature selection, which identified a set of 
optimal features for the classification task. 

3.4 Classification Process 

We applied five different classification algorithms for 
anomaly detection: Convolutional Neural Network (CNN), 
Support Vector Machine (SVM), Random Forest (RF), 
Decision Tree (DT), and Logistic Regression (LR). The pre-
processed and feature-selected dataset was used to train 
each algorithm, and the results were compared using several 
evaluation criteria.  

1. Logistic Regression (LR): For binary classification 
issues, LR is a popular algorithm. When there is linear 
separability in the data, it works especially well. In this 
study, we applied LR to the dataset to classify normal 
versus anomalous events. Multiple train-test splits 
(80:20, 70:30, and 60:40) were used to evaluate the 
model, and accuracy was observed to be around 98%.  

2. Decision Tree (DT): Decision trees classify data by 
splitting it into smaller subsets based on certain 
conditions, eventually leading to a final decision. We 
trained the DT model on the dataset with different train-
test splits and found that the model achieved high 
accuracy, with results close to 99%.  

3. Random Forest (RF): To increase accuracy and prevent 
overfitting, RF is an ensemble learning technique that 
constructs several decision trees and aggregates their 
predictions. By utilizing an ensemble of decision trees, 
RF showed great potential, with accuracy rates reaching 
nearly 99% for the binary classification task.  

4. Support Vector Machine (SVM): SVM is well-known for 
working well in binary classification applications, 
particularly in cases when the data has a large 
dimensionality. SVM's use of kernel functions allows it 
to perform well even with complex data. In our 

experiments, SVM achieved high accuracy and 
demonstrated its ability to scale efficiently, which is 
crucial for real-time detection scenarios.  

Convolutional Neural Network (CNN): CNNs have 
demonstrated potential in time-series and anomaly 
detection applications, although they are mostly utilized in 
image recognition tasks. For our task, we used a CNN to 
analyze the IoT sensor data, leveraging its deep learning 
capabilities. The CNN model demonstrated competitive 
performance, achieving high accuracy and precision in 
detecting anomalies. 

3.5 Implementation and Deployment 

The implementation of the IoT-based anomaly detection 
system begins by integrating sensors with IoT devices, which 
collect real-time data from industrial machinery. The data is 
ingested using protocols like MQTT or HTTP and transmitted 
to a cloud server or edge computing environment, where it 
undergoes preprocessing (cleaning, normalization, feature 
selection). With the preprocessed data, machine learning 
models like CNN, Random Forest, Decision Tree, and SVM are 
trained. Cross-validation and performance indicators like 
accuracy and precision are used to validate the models. For 
real-time anomaly detection, the trained models are 
deployed to continuously classify incoming data as normal or 
anomalous. Alerts are triggered for detected anomalies, and 
results are visualized on a user-friendly dashboard. The 
system is secured using encryption and role-based access 
control. The deployment involves hosting the models and 
data pipelines on cloud infrastructure like AWS or Azure, 
enabling continuous data flow and real-time predictions. 
Regular model retraining is scheduled to ensure system 
adaptability over time. 

4. SYSTEM ARCHITECTURE 

The architecture of the proposed system integrates multiple 
components to ensure a robust and efficient framework for 
identifying attacks in industrial machinery using IoT sensor 
data. The architecture is designed to collect, preprocess, 
analyze, and classify the data, ensuring high accuracy in 
anomaly detection through the use of machine learning and 
deep learning models. The following describes the system 
architecture in detail:   

4.1 Data Collection  

The IoT sensor layer, which makes up the initial layer of the 
architecture, is where sensors installed in industrial 
machinery gather data continually on a range of operating 
factors, including vibration, pressure, and temperature. 
These Internet of Things (IoT) devices serve as the main data 
collecting source, logging both typical and unusual activity. 
The dataset used for this study, the NSL-KDD IoT Sensor 
Dataset, mimics real-world industrial data. The sensors 
provide a 41-dimensional feature space with data labeled as 
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either normal or attack (anomaly), which is transmitted to 
the next layer for processing.  

4.2 Data Preprocessing and Feature Engineering  

In order to provide precise and organized input to the 
machine learning models, the raw sensor data must be 
cleaned and preprocessed. The key tasks performed at this 
layer include:  

a) Data Cleaning: Missing or erroneous values in the 
dataset are identified and handled. For example, incomplete 
records are either removed or imputed.  

b) Encoding: Symbolic attributes such as protocol types 
and flags are encoded into numerical values so they can be 
used by machine learning models.  

c) Normalization: By guaranteeing that every feature 
falls within a comparable range, feature scaling enhances the 
functionality of models like Support Vector Machines (SVM) 
and Logistic Regression.  

d) Discretization: In this project, unsupervised binning 
techniques, such as 10-bin discretization, were applied to 
convert continuous features into discrete categories. 
Through this procedure, the dataset's complexity is 
decreased, making the machine learning models easier to 
understand.  

Fig 2: Use case Diagram 

4.3 Feature Selection and Dimensionality 
Reduction  

By simplifying the dataset, this procedure enhances the 
machine learning models' readability.Techniques such as 
Lasso regression or Chi-Square tests are used to identify the 
most significant variables. This stage focuses on reducing the 
dataset's dimensionality by selecting the most important 

features for anomaly detection. Feature selection techniques 
like Lasso Regression and Chi-Square tests help in 
identifying the most significant variables. Some of the key 
components in this process include:  

SelectKBest: Using statistical testing, this approach chooses 
the top K features.  

Lasso Regression: Used for automatic feature selection by 
adding regularization to the model.  

This stage results in a smaller feature set that improves the 
interpretability of the machine learning models in addition 
to improving their performance.    

4.4 Machine Learning Model Training 

In this stage, various machine learning models are trained 
using the preprocessed and selected features to identify 
anomalies in the operational data of the machinery. Different 
algorithms are employed to distinguish between normal and 
anomalous states: 

• Support Vector Machine (SVM): A supervised learning 
algorithm utilizing the RBF kernel for anomaly 
detection.  

• Logistic Regression (LR): A linear model commonly used 
for binary classification of sensor data.  

• Decision Tree (DT): A non-parametric algorithm that 
creates a decision tree based on feature splits to classify 
data as normal or anomalous.  

• Random Forest (RF): An ensemble learning method that 
combines multiple decision trees to enhance model 
robustness and accuracy.  

• Convolutional Neural Networks (CNN): A deep learning 
model that captures spatial patterns in IoT sensor data, 
making it effective for detecting anomalies.  

The components involved in training include:  

• Training Set: A subset of the preprocessed data used to 
train the models.  

• Validation Set: Data used for hyperparameter tuning 
and model validation.  

• Test Set: Data used to assess the model's final accuracy 
and generalization capabilities. 

4.5 User Interface  

The User Interface (UI) of the anomaly detection system 
serves as a central hub for monitoring and managing 
industrial machinery operations, with an emphasis on ease 
of use and clarity. Designed to provide real-time insights, the 
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UI displays an intuitive dashboard that consolidates vital 
information, including machine health status, operational 
metrics, and alerts for detected anomalies. The interface 
offers comprehensive visualizations, such as line charts for 
sensor data, bar graphs for anomaly trends, and heat maps 
for equipment performance, allowing users to quickly assess 
both individual machines and overall system health. A 
critical feature of the UI is its alert system, which provides 
real-time notifications through visual and audible cues when 
anomalies are detected, enabling rapid response and 
preventive actions. Users can drill down to specific machine 
data, access historical performance logs, and even customize 
the interface to display preferred metrics or reports. 
Additionally, the UI supports exporting data for further 
analysis, making it an essential tool for maintenance teams, 
analysts, and decision-makers to ensure operational 
efficiency and minimize unplanned downtime. 

5. EXPERIMENT RESULTS 

The NSL-KDD dataset was used to evaluate different 
machine learning models for anomaly detection, and the 
results showed notable performance variations. The models 
with the highest accuracy, Random Forest and Convolutional 
Neural Network (CNN), both attained 98.3%, demonstrating 
their effectiveness in capturing complex, non-linear patterns 
within the sensor data. The Random Forest model's 
ensemble approach reduced overfitting, while the CNN 
excelled in feature extraction. In contrast, the Decision Tree 
model, with an accuracy of  

95.9%, showed effectiveness but was prone to overfitting, 
highlighting the importance of model complexity 
management. Logistic Regression performed reasonably 
with an accuracy of 87.5% but struggled with the dataset's 
non-linear relationships. The Support Vector Machine (SVM) 
model significantly underperformed at 48.59%, indicating 
the challenges of applying linear classifiers to complex data. 
These findings underscore the critical importance of model 
selection and suggest that advanced techniques, such as deep 
learning and ensemble learning, are preferable for effective 
detection of anomalies in industrial applications. 

Fig 4: Confusion Matrix  

The conclusions drawn from this study emphasize the 
critical role of model selection in achieving effective anomaly 
detection in industrial machinery. The Random Forest and 
Convolutional Neural Network (CNN) models exhibit 
exceptional performance, with both models achieving an 
astounding accuracy of 98.3%. This underscores the 
advantages of utilizing sophisticated algorithms that can 
effectively capture intricate, non-linear relationships within 
the data. Even though the Decision Tree model did well as 
well, it is important to balance model complexity and 
interpretability because of its proneness to overfitting. 
Further evidence that complex data structures may be 
beyond the capabilities of classic linear models comes from 
the comparatively lower accuracy of Logistic Regression and 
Support Vector Machine (SVM). Overall, these findings 
suggest that investing in sophisticated algorithms and 
ensemble methods is essential for enhancing the reliability 

Fig 5: Accuracy Graph   
  

  

  

 

6. CONCLUSIONS 

  

The study revealed significant variation in the performance 
of the machine learning models assessed, highlighting the 
significance of carefully choosing an appropriate strategy for 
anomaly detection in industrial machinery. The Random 
Forest and Convolutional Neural Network (CNN) models 
both achieved exceptional accuracy levels of 98.3%, 
showcasing their capability to effectively identify complex, 
non-linear patterns within the NSL-KDD dataset. The 
Random Forest model leveraged its ensemble technique to 
enhance robustness and mitigate overfitting, while the CNN's 
architecture facilitated advanced feature extraction, making 
it well-suited for handling intricate data structures. The 
Decision Tree model demonstrated a strong performance 
with an accuracy of 95.9%, but its tendency to overfit on 
training data highlighted a common challenge in model 
interpretability and generalization. In contrast, Logistic 
Regression achieved an accuracy of 87.5%, revealing its 
limitations in capturing the dataset's non-linear 
relationships. Lastly, the Support Vector Machine (SVM) 
model faced significant challenges, resulting in a low 
accuracy of 48.59%, which illustrates the difficulties of 
applying linear classifiers to complex datasets.
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of anomaly detection systems, paving the way for improved 
predictive maintenance and operational efficiency in 
industrial settings. Future research could build upon these 
insights by exploring hybrid approaches that combine the 
strengths of various models to optimize performance 
further. 

7. FUTURE SCOPE 

 There are numerous forthcoming innovative work potential 
open doors. Further turn of events and enhancement of the 
BiLSTM and GA-KELM models should focus on anticipated 
accuracy and versatility. Incorporation of constant 
information streams and more enhanced components might 
work on model capacities. Beyond air quality prediction, 
applying these models to environment demonstrating or 
ecological effect evaluations might give critical bits of 
knowledge. At long last, making air quality forecast 
advancements, for example, portable applications and online 
stages, more open and usable will assist with tackling 
ecological issues. High level computational techniques and 
their utilization to reduce natural issues and increment 
worldwide personal satisfaction are what's in store. 
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