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Abstract - Due to their shared and open systems and 
limited resource accessibility, mobile (adhoc) networks 
provide a variety of security risks. We appear to be 
studying and analysing several potential attacks on DSR in 
detail as part of our efforts. The safe DSR protocol 
extension that I've proposed comprises modification 
methods aimed at enhancing the protocol's predicted 
performance. The routeing protocols in MANETs find 
pathways according to the number of shortest hops. 
Although there is a chance that the selected path may alter 
depending on factors like consistency, crowding, and 
strong interference, the network is overflowing with 
heavy traffic. Mobility might also be high on these 
haphazardly selected routes. I have presented a routeing 
protocol that selects the paths for the duration of the path 
discovery operation based on the link feature information 
that is taken into account utilising the noise value of the 
received signal. The efficient dynamic source (E-DSR) 
protocol is my suggested approach, and the routeing 
protocol is based on a reactive path discovery mechanism 
linked to the dynamic source routeing protocol. 

The metrics I am utilising to evaluate the performance of 
our suggested routeing result are the end-to-end delay, the 
first packet received, and the routeing throughput. During 
the simulations, it has been observed that selecting high-
quality links based on noise greatly enhances the overall 
performance of the network after being taken into account 
with specific mobility and load networks. After a number 
of routeing methods were examined, their unique 
characteristics were clarified by indicating how they 
impair MANET performance. 

This thesis has the potential to update the unique effects 
of routeing in MANET by utilising DSR, or both proactive 
and reactive routeing techniques. There is simulation in 
EXata Cyber. 

2. In order to eliminate the network overhead associated 
with a common purpose design, this dissertation 
investigates the difficulty of designing in the routeing area 
for WSNs where the path has high throughput for regular 
data transmission and managing performance to the 
occasion node. I compare our design to similar purpose-
based designs and other systems found in the literature. 

. 
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1. INTRODUCTION 

Workstation computers have supplanted desktop 
computers in recent times due to their superior 
performance in terms of accessibility, portability, ability, 
and simplicity of use of hard disc storage capacity. These 
days, tiny computers can be equipped with wireless 
communication adapters, gigabytes of storage, high 
definition colour displays, and point campaigns. The client 
can determine each device's acceptability without 
worrying about limitations due to wired devices, even 
though those little computers can operate through series 
control [1]. The campaign uses simply a wireless physical 
medium and exchanges brief phrases with each new 
member over a wireless (adhoc) network, avoiding the 
need for pre-existing wired infrastructure. That explains 
why ad hoc networks, often known as infrastructure-less 
arrangements, are so well-known. 

 

Figure 1.1 Overview of Mobile Ad-hoc Network [17] 

1.1. Motivation 

Routeing is the primary concern for the trouble-free 
operation of the network in mobile AD-HOC networks. It is 
possible to ensure information integrity, confidentiality, 
and ease of use of network services by providing 
reassurance that routeing issues do occur. Due to 
characteristics such as continuously changing topology, 
open media, decentralised management and monitoring, 
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mutual algorithms, and inadequate defence mechanisms, 
MANET frequently experiences routeing protocol issues. 

The MANET's battlefield against security attacks has 
improved as a result of these aspects. With rising network 
bandwidth, new application protocols, and frequent use of 
traffic-disguising techniques, there is always a need for a 
more dependable traffic classification system. The 
categorisation may be predicated on network design or on 
how well certain routeing protocols perform. 

1.2. Goals and Objectives 

Goals as well as objectives of this proposal effort are short 
as given below - 

 To find right routing path between source to 
destination using efficiency factor 

 To reduce routing time of data transmission in 
DSR routing protocol. 

 To Increase security and network performance of 
data transmission in DSR routing protocol. 

 The study concentrates on analysis of DSR routing 
in MANET and its issues. 

Analyses the result of routing within the light of the 
Network load, throughput and end-to-end delay in 
MANET‘s. study the results of each DSR protocols to 
research that of those two kinds of protocols are more 
vulnerable. 

The main Objective of this effort is to discover paths in 
between a particular source-destination pair that are safe 
as well as secure as much as necessary to well transmit 
data traffic in reasonable congestion and mobility 
situations. So that, propose and implement efficiencies 
based DSR [8] routing protocol i.e. E-DSR Protocol that 
discovers paths with higher stability and security 
throughout the path finding procedure. 

2. LITERAURE REVIEW 

The reason MANETs are so popular is because they are 
scalable, dynamic, and require little infrastructure. The 
significant lack of attacks on MANET networks is the basis 
for their popularity. 

Additionally, wireless links make the MANET far more 
susceptible to attacks, making it simple for an attacker to 
enter the network and obtain access to recent 
communications. In MANET[15], many attack types are 
examined along with the effects they have on the network. 
Attacks that we are aware of include grey hole attacks, in 
which a network attacker operates maliciously for a 
period of time until the packets fall back to their normal 

behaviour. Attackers are also exploiting flooding attacks 
against MANET routeing protocols. They accomplish this 
by either using RREQ or information flooding. In any 
network, the sender wants their data to be sent as quickly 
and safely as possible. Many attackers in the network pose 
as having the highest and shortest available bandwidth for 
transmission, such as in wormhole attacks, and they also 
strategically place themselves within the network in a 
strong position. Attackers require the shortest path 
between the nodes in order to establish a practise of their 
location. 

One of the main issues that are emerging in MANETs is the 
limited battery life. Attackers take advantage of this 
oversight and work to keep the nodes awake until their 
energy runs out and/or until they enter a stable sleep 
state. A number of other MANET attacks, such as the 
modification assault, the jellyfish attack, the misrouting 
attack, and the routeing table overload, are examined and 
revealed. 

3. PROBLEM STATEMENT AND PROPOSED 
SOLUTION 

3.1. Research problem 

Because of the maintenance requirements of big network 
infrastructures, wired networks are limited in how well 
they can operate in real-world scenarios. Despite wireless 
networks' many advantages over wired networks, 
infrastructure maintenance puts limits on them. The 
network infrastructure may fail in any major event, 
including earthquakes, cyclones, floods, and military 
assaults. 

Researchers are working on mobile AD-HOC networks and 
ad hoc networks to get around these limitations. One 
crucial component of a MANET is node mobility . This type 
of network's dynamically changing topologies over time is 
one of its key characteristics. In a MANET, routeing 
guidelines are a relatively challenging challenge. Although 
some MANET routeing protocols have already been tried 
in several emulators, including OMNET and NS3, there are 
still certain limitations. In order to comprehend the 
significance of MANET routeing, I am concentrating 
particularly on MANET routeing protocols in my study. 

3.2. Project Goals 

 It’s very hard to keep suitable routing tables for 
dynamically changing routing protocols. So, in my 
work i have focused especially on-demand 
MANET routing protocols. 

 Find right routing path between source to 
destination using noise factor 

          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 11 Issue: 04 | Apr 2024               www.irjet.net                                                                        p-ISSN: 2395-0072 



  

© 2024, IRJET       |       Impact Factor value: 8.226       |       ISO 9001:2008 Certified Journal       |     Page 360 
 

 Reduce routing time of data transmission in DSR 
routing protocol. 

 Increase network performance of data 
transmission in DSR routing protocol. 

 Increase efficiencies of data transmission in DSR 
routing protocol 

 Study on secure Dynamic source routing protocol 
for MANET environments. 

 Study on the security of DSR-MANET routing 
protocol. 

 Proposed methodology 

In such random selected paths it is possible that Mobility 
may be very high. Therefore, to continue maintaining this 
idea in my mind I include a developed a latest routing 
protocol. In the path discovery procedure It works with the 
sound value information of a link to settle on that whether 
it hold or not hold the current link. The conclusion obtains 
from a choice of simulations represent the importance of 
our future approach. 

4. SIMULATION ENVIRONMENTS RESULTS AND 
ANALYSIS 

4.2.1 Simulation Model 

I operate in mobile networks without infrastructure by 
using the well-known mobility model. In our simulation 
approach, we call this mobility mode the casual way point 
mobility mode. A node's speed is randomly chosen in this 
model prior to it reaching the end (goal) point. The node's 
speed ranges from 0 to 25 metres per second. Ten seconds 
has been set as the gap time. The network's nodes are 
arranged according to the 802.11a/g MAC protocol, and 
each node's transmit power determines the 
communication power of each node, which is 250 metres. 
Every source-destination pair in the network is selected at 
random. The supply nodes function as nodes that generate 
information for the model. I set up each supply node to use 
the network's constant bit rate application. The following 
is how data is generated by the constant bit rate (CBR) [2]:  

Specified parameters: 

Packet size: the size of data packets is defined in bytes I 
am using the size of a data packet is equal to 512 bytes. 

Inter-packet time: Inter- packet time is the time period 
between the transmissions of two successive data packets 
in a CBR flow. I put its value equal to thirty three (33) 
milliseconds. 

Intervals: interval is the amount of time from beginning to 
stopping time of the CBR sessions. 

 
Fig. 4.1 Simulation Environment for 40 nodes 

5. EXPERIMENTAL RESULT AND ANALYSIS 

In order to compare (similarity and dissimilarity) and 
judge the performances of the DSR [7] and E-DSR 
protocols in different network environment, there are two 
parameters that are different within the simulations: 

 Maximum mobility of the nodes and 

 Number of data sessions. 

In the initial parameters, simulations are approved by 
keeping the number of sources constant—in our example, 
three source-destination pairs—and by causing instability 
in the network's mobility. In order to update the result of 
changeable mobility inside the network, three sources are 
modelled appropriately. The number of sources can vary 
from three to twelve in the other situations. The node's 
mobility is kept random and ranges from zero to 10 m/s, 
with a gap duration of roughly twenty seconds, as soon as 
the number of sources changes. The unique characteristics 
of network mobility are examined in relation to both 
traditional DYMO techniques and my suggested noise-
based DYMO routeing methodology. In each simulation, 
the nodes' mobility is changed by increasing the option by 
five m/s. 

Scenario One (DSR and E-DSR) 

Using the Exata simulator, a MANET with random 
waypoint model is designed for 70 nodes. Within an area 
1200X1200 m2. The performance of DYMO is measured 
through the value of EED (End to End Delay), network 
routing overhead and PDR for different pause times. In 
This scenario i use node (37, 59, and 62) as source and 
node (7, 15, and 44) as a destination. 
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TABEL 5.1: NETWORK MOBILITY (6, 9, 12, 18, 24) IN DSR 

 6 9 12 18 24 

FPR 1.20 1.20 1.20 2.47 1.94 

EED 0.0171 0.01529 0.01706 0.02209 0.0452 

Throughput 4311 4309 4249 3944 3465 

 

5.1. ANALYSIS OF RESULT IN DSR ANDEDSR 

Average End-to-End Delay (EED)[8] have plotted in figure 
5.1 through growth in network flexibility, the EED (end to 
end delay) of the data sessions are unpredictable at 
various mobility points and the common traffic represent 
with the purpose of the EED rising with the rise in the 
network mobility as the same as the mobility. 

This is happen because, at the same time as the mobility 
increases, the number of paths that are broken down 
during the communication process also increases, and this 
is also boost the network mobility this is shown in Fig. 5.1. 
Average EED (End-to-End Delay) by way of amplifies in 
network mobility because of the actual fact that rise 
within the mobility implies that the intermediary nodes on 
an active path will shift from the paths which reason the 
path breaks. 

 
Fig. 5.1 End To End Delay N/W Mobility 

6. CONCLUSION AND FUTURE WORK 

6.1. Conclusions 

With regard to using the connection quality under 
consideration at each stage of the path discovery process, I 
have put forth a workable approach. My suggested DSR [7] 
protocol shows that it is more beneficial than the 
traditional routeing techniques in MANETs for data 
transmission in reasonable mobility and busy networks. 

By using the received signal power, nosy signal power, and 
noise over a link, my suggested effective DSR routeing 
algorithm uses the path finding approach to determine 
whether or not there is a consistent radio link. With the 
use of simulation results generated by the well-known 
network simulator Exata, I have really examined my 
suggested effort. 

To give you an idea of how useful it is in every type of 
context, the results are generated for a significant number 
of scenarios with a range of parameter values. Ultimately, 
the path that is selected for data transmission is one that 
combines high received signal power with radio links that 
have low noise. 

This lowers the likelihood that the selected path will 
malfunction soon during the course of data transfer. As 
work progresses, I will be able to build on our current 
work and incorporate a number of other factors that I am 
concerned about and that impact the quality of the data 
link during data communication in MANETs. For example, 
I will be able to determine the relative mobility of the two 
nodes that I am selecting the data link from. Additionally, 
after searching and finding a path with excellent radio 
connectivity, the number of hops that might be increased. 

That way, I may strive to ensure that the journey 
duration—that is, the variety of hops—does not exceed a 
certain threshold. In the future, the multicast routeing 
protocols—which have been widely employed recently for 
a variety of MANET applications—will also be examined 
using the same methodology. 

6.2. Future Extent 

Six MANET routeing protocols are the only ones supported 
by EXATA version 2.0. In the future, I will create 
MANET[15] settings in several simulators, such as QualNet 
or ns-2/ns-3, utilising both theoretical and empirical 
information to assess the effectiveness of DSR and E-DSR, 
among other routeing protocols. Research and analysis 
activities can still be conducted in the DSR technique. 
Accessible techniques like DSR are capable of securing the 
protocol by extending its signature. Despite this, the DSR 
techniques still incur the expense of cryptographic 
calculations. One stage in using a threshold method to 
optimise the routeing act of secured protocols is 
competent DSR. When intermediary nodes are 
overworked due to the signing and authentication of 
incoming messages, the adaptive response result from that 
node helps to stabilise the load on those nodes. 

. 
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