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Abstract - In the digital era, the need for secure, efficient, 
and scalable document management systems has become 
increasingly critical. Traditional centralised storage 
systems are often vulnerable to data breaches, 
unauthorised access, and loss of integrity. To address 
these challenges, this paper presents ZVault, a blockchain-
secured web portal designed for comprehensive document 
management and intelligent invoice data extraction. 
ZVault enables users to upload, manage, and retrieve their 
documents through an intuitive web interface while 
ensuring data immutability and transparency using 
blockchain technology. Each document uploaded to ZVault 
is hashed and stored on a distributed ledger, providing a 
verifiable and tamper-proof audit trail. Additionally, the 
platform incorporates an invoice extraction module that 
leverages Optical Character Recognition (OCR) and 
machine learning techniques to automatically extract key 
details from invoices, enhancing productivity and reducing 
manual errors. The system is developed using a React-
based frontend, a Python-Flask backend, and a cloud-
hosted database, with blockchain integration ensuring 
end-to-end security. ZVault stands out as a modern 
solution tailored for enterprises and individuals seeking 
secure document handling and intelligent automation. 
This paper discusses the design, implementation, and 
potential future improvements of ZVault, contributing to 
the ongoing evolution of secure digital document 
ecosystems. 
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1. INTRODUCTION  

The exponential growth of digital data has revolutionised 
the way individuals and organisations handle documents. 
From invoices and contracts to certificates and 
identification records, the need to store, access, and 
manage documents efficiently and securely is more critical 
than ever. Traditional document management systems 
(DMS), often based on centralised architectures, pose 
significant risks including data breaches, unauthorised 
tampering, lack of transparency, and single points of 
failure. These challenges have highlighted the importance 
of rethinking how we store and safeguard sensitive 
information. 

In recent years, blockchain technology has emerged as a 
promising solution for enhancing data security and trust 
in digital systems. Blockchain offers decentralisation, 
immutability, transparency, and traceability—features 
that align well with the requirements of a secure 
document management ecosystem. When integrated into a 
web portal, blockchain can ensure that documents remain 
unaltered and verifiable, providing an audit trail of all 
actions performed on the data. 

This research introduces ZVault, a blockchain-enabled 
document management web portal designed to securely 
store, manage, and retrieve user documents. ZVault 
leverages the cryptographic features of blockchain to 
ensure data integrity and prevent unauthorised 
modifications. Unlike conventional systems, every 
document uploaded to ZVault is hashed and linked to a 
blockchain record, enabling users to validate its 
authenticity at any time. 

In addition to secure document storage, ZVault 
incorporates an advanced feature for invoice detail 
extraction. Leveraging Optical Character Recognition 
(OCR) and machine learning algorithms, ZVault is capable 
of automatically extracting key information such as 
invoice number, dates, amounts, and vendor details from 
uploaded invoice files. This automation significantly 
reduces the manual workload for businesses and 
minimises human error. 

The system is built with a modern technology stack, 
including a React.js frontend for a responsive user 
experience, a Python Flask backend to handle server-side 
logic and API integration, and a cloud-hosted database for 
scalable data storage. Blockchain is integrated either 
through platforms like Ethereum or decentralised file 
systems such as IPFS (InterPlanetary File System), 
ensuring secure, decentralised data handling. 

The objective of this paper is to present the architecture, 
implementation, and practical applications of ZVault. It 
also evaluates the performance, security advantages, and 
future enhancements of such a system. By addressing both 
document management and intelligent invoice extraction 
within a secure framework, ZVault represents a significant 
step toward the next generation of digital document 
solutions. 
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2. LITERATURE REVIEW 

2.1 Blockchain-Based Document Management Systems 

The integration of blockchain technology into document 
management systems has garnered significant attention 
due to its potential to enhance data security, transparency, 
and integrity. A study by Pondkule et al. (2025) explored 
the implementation of a blockchain-based document 
management system tailored for higher education 
institutions. The research highlighted how blockchain's 
decentralised nature ensures tamper-proof storage and 
verifiable access to academic credentials, addressing 
challenges related to document authenticity and 
unauthorised modifications .  

Similarly, the adoption of blockchain in various sectors, 
including healthcare and real estate, has demonstrated 
improvements in operational efficiency and data 
management. These implementations underscore the 
versatility of blockchain in addressing longstanding issues 
related to data security and process inefficiencies.  

2.2 Automated Invoice Data Extraction Techniques 

Automating invoice data extraction has become a focal 
point in reducing manual processing errors and enhancing 
operational efficiency. Traditional methods often rely on 
template-based approaches, which lack flexibility when 
dealing with diverse invoice formats.  

Palm et al. (2017) introduced "CloudScan," a 
configuration-free invoice analysis system utilising 
recurrent neural networks. The system demonstrated high 
accuracy in extracting key invoice fields without relying on 
predefined templates, showcasing adaptability to various 
invoice layouts .  

In another study, Ha and Horák (2022) developed 
"OCRMiner," a system combining text analysis with layout 
features to extract information from scanned invoice 
images. The approach mimics human reading patterns, 
achieving a recovery rate of 90% for English invoices .  

Further advancements were presented by Akdoğan and 
Kurt (2024) with "ExTTNet," a deep learning algorithm 
designed to extract table texts from invoice images. The 
model achieved an F1 score of 0.92, indicating high 
precision in extracting structured data from complex 
invoice layouts .  

Additionally, Manjunath et al. (2023) proposed a web-
enabled invoice processing system leveraging OpenCV 
algorithms for text detection. The system demonstrated an 
average accuracy between 85% and 95% across various 
invoice types, emphasising the efficacy of combining 
image processing techniques with OCR for data extraction 
. 

2.3 Synthesis and Research Gap 

The reviewed literature underscores the effectiveness of 
both blockchain technology in securing document 
management systems and advanced OCR techniques in 
automating invoice data extraction. However, there is a 
noticeable gap in integrating these two domains into a 
unified platform. While individual solutions address either 
secure document storage or automated data extraction, a 
comprehensive system that combines blockchain's 
security features with intelligent invoice processing 
remains underexplored. 

The proposed system, ZVault, aims to bridge this gap by 
offering a blockchain-secured web portal that not only 
ensures the integrity and authenticity of stored documents 
but also incorporates advanced OCR capabilities for 
efficient invoice data extraction. By integrating these 
technologies, ZVault aspires to provide a holistic solution 
for secure and intelligent document management. 

3. IMPLEMENTATION 

The implementation of ZVault is structured into modular 
components to ensure maintainability, scalability, and 
seamless integration of blockchain and AI technologies. 
The system was developed using industry-standard 
frameworks and cloud platforms to enhance real-world 
applicability and performance. 

3.1 Frontend Development (React.js) 

The frontend of ZVault was built using React.js with 
support for component-based UI design. It incorporates: 

 • Secure login interface with Microsoft identity 
platform 

 • Dashboard for viewing uploaded documents, 
metadata, and verification status 

 • Upload interface with drag-and-drop and file 
preview 

 • Invoice results panel showing structured data 
extracted from Microsoft Document AI 

Styling was achieved using Tailwind CSS and animations 
were implemented via Framer Motion to enhance UX. 

3.2 Backend Development (Python Flask) 

The backend server, developed using Python Flask, 
exposes RESTful APIs for all client interactions. Key routes 
include: 

 • /upload: Handles file uploads, sends files for hash 
generation, blockchain entry, and invoice 
extraction if applicable. 
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 • /documents: Fetches user documents and 
metadata from the database. 

 • /verify: Compares stored hashes with blockchain-
stored values to verify integrity. 

Authentication tokens from Microsoft OAuth are stored 
securely in session for API calls and user tracking. 

3.3 Blockchain Integration 

ZVault integrates Ethereum smart contracts for storing 
document hashes. Upon document upload: 

 • A SHA-256 hash is generated on the backend 

 • A smart contract function is triggered to store this 
hash with timestamp and document ID 

The hash acts as a tamper-proof fingerprint to verify the 

document’s integrity later. 

In addition, IPFS (InterPlanetary File System) is optionally 
used to store large files in a decentralised manner, 
returning a content-addressed hash that is also recorded 
on the blockchain. 

3.4 Database Implementation 

For document metadata, user profiles, and extracted 
invoice data, a cloud database (MongoDB Atlas) is used. 
Collections include: 

 • users: Email, username, and login credentials (via 
OAuth) 

 • documents: Document ID, user ID, IPFS/URL path, 
upload date, type 

 • invoices: Parsed results from Microsoft Document 
AI in JSON structure 

3.5 Microsoft Document AI Integration 

Invoices are processed using Microsoft Azure Form 
Recogniser (Document AI): 

 • Upon detecting an invoice-type document, the 
backend sends the file to Azure via REST API. 

 • The service parses the document using pre-
trained invoice models and returns a JSON 
response. 

 • Extracted fields (invoice number, total, tax, etc.) 
are stored in the database and returned to the 
frontend for visualisation. 

This integration is highly accurate and eliminates the need 
for training custom OCR models. 

3.6 Azure Deployment 

The entire system is containerised using Docker and 
deployed to Microsoft Azure, with: 

 • Azure Web App Service for frontend hosting 

 • Azure App Service (Linux) for the Flask backend 

 • Azure Blob Storage for storing uploaded files 

 • Azure Cosmos DB / MongoDB Atlas for database 
services 

 • Azure Active Directory for secure authentication 

4. RESULTS 

4.1 Document Upload and Management 

 • Average upload time for documents ≤5 MB: 1.2 seconds 

 • Retrieval and metadata display latency: < 0.8 seconds 

 • User testing indicated a 92% satisfaction rate with UI 
responsiveness and clarity 

The system successfully handled over 57 document 
uploads during testing without errors or data loss. 

4.2 Invoice Extraction Accuracy 

 • Overall extraction accuracy exceeded 93% 

 • System worked well across multi-format invoices. 

 • Results were returned in under 4 seconds on average 
per invoice 

Fig. 1 Logic Flow  
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5. CONCLUSION AND FUTURE SCOPE 

This research paper presented ZVault, an intelligent and 
secure web-based document management system that 
leverages blockchain technology and Microsoft Document 
AI for streamlined operations and enhanced 
trustworthiness. The system effectively addresses key 
challenges in traditional document handling, such as data 
tampering, retrieval inefficiency, and manual invoice 
processing. 

Through rigorous testing, ZVault demonstrated: 

 • Fast and reliable document uploads and retrieval 

 • High-accuracy invoice data extraction with 
Microsoft Document AI 

The modular architecture, built with React.js, Python 
Flask, and Azure cloud services, allows for scalable 
deployment and seamless integration with existing 
enterprise systems. The blockchain layer ensures long-
term data integrity and transparency, positioning ZVault 
as a robust solution for modern document and invoice 
workflows. 

While ZVault currently provides a strong foundation for 
secure and intelligent document handling, several 
enhancements can be implemented in the future to further 
increase its utility and scalability: 

 1. Multi-language Document Support: Extend 
invoice extraction capabilities to support 
multilingual and regional document formats using 
custom-trained AI models. 

 2. User Role-Based Access Control: Implement 
granular user permissions and role-based access 
to documents for enterprise-level security. 

 3. Mobile App Integration: Develop Android and iOS 
applications for on-the-go access and document 
capture using device cameras. 

 4. Real-Time Blockchain Analytics Dashboard: 
Integrate a dashboard to visualise blockchain 
transactions, hash logs, and user actions for audit 
and compliance purposes. 

 5. E-signature Integration: Incorporate digital 
signing features using platforms like DocuSign or 
Azure Sign to manage contracts and signed PDFs. 

With these future enhancements, ZVault can evolve into a 
comprehensive platform for enterprise-grade document 
governance, combining automation, security, and AI-
powered intelligence. 
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