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Abstract -  The current project aims to rectify some 
problems associated with the conventional attendance 
system such as low efficiency, proxy attendance, and 
reliability issues. While the face recognition-based approach 
automates the process of attendance tracking, it is prone to 
spoofing attacks and does not require physical verification. 
Therefore, the current paper proposes the use of a Smart 
Hybrid Attendance System that incorporates deep learning 
face recognition and hardware-based physical verification 
using an ESP32 board. In our approach, the Mobile Face-net 
(TensorFlow Lite) is utilized to obtain 128D face embedding 
using the cosine similarity function for verification purposes. 
A two-phase verification strategy was adopted by which any 
detected face generates a pending record of attendance, 
which should be validated using physical hardware within a 
specified time frame. The proposed solution integrates the 
edge AI approach by employing the Raspberry Pi device for 
temporal validation and hybrid verification purposes. The 
experiment showed an accuracy rate of up to 92% 
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1. INTRODUCTION  
 

Attendance tracking represents one of the core 
administrative processes in various organizations and 
institutions. Conventional systems for collecting 
attendance data involve laborious processes and pose 
significant security threats. Hence, automatic attendance 
systems utilizing biometric have been gaining increased 
attention in recent times. 

Facial recognition has been commonly used since it 
is relatively easy to implement and involves minimal 
privacy concerns. Yet, most attendance processes depend 
solely on facial recognition without any further 
considerations, which makes them vulnerable to 
infiltration via photos or video to access the system. 

In the current system, facial recognition 
technology will be combined with hardware components. 
The application of the ESP32 micro-controller will allow 
for accurate attendance registration only upon 
confirmation of the person’s identity and presence. 

 
 
 
 

2. Problem Statement  
 

Present day methods of tracking attendance face 
several obstacles such as proxy attendances through 
images or impersonators, inadequate means of proving 
physical presence, detection problems caused by lighting 
differences or body postures, duplication of records 
because of frame-by-frame processing, and unreliability 
when implemented in the actual world scenario. Our 
project is aimed at developing an attendance marking 
system based on the application of computer vision 
technologies along with the use of embedded systems. 
 
                        
 
 
 
 
 
 
Figure 1: Outline Diagram of Proposed Smart Hybrid 
Attendance System 
 
Figure 1: Figure walks you through the whole hybrid 
attendance process. It starts by scanning someone’s face 
and checking if it matches any existing records. If it finds a 
match, the system creates a pending attendance entry. 
Now, the person has to press a button on the ESP32 device 
to prove they’re actually present. When the system gets 
that confirmation, it saves the attendance for good in the 
database. 
 

3. Proposed system  
 
The solution makes use of a two-step authentication 
process: 

I: Facial Recognition Authentication 
 

Facial recognition software authenticates students based 
on embedding generated via deep learning. 
 

II: Physical Confirmation Authentication 
 

An ESP32 board demands for an active button click 
by the student within a given window of time. 
Unlike the traditional approach, attendance is not 
immediately logged after facial recognition is completed. 
Instead, a pending-to-authentication process is employed. 
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4. System Architecture  
 

The system is composed of several integrated components 
that work together to ensure efficient operation. The Face 
Monitoring Module captures frames from a video camera 
and performs face detection and recognition tasks. A Back 
end Server built using Fast API handles all API requests, 
manages user sessions, and performs necessary validation 
processes. The ESP32 module is responsible for sending 
HTTP requests during the authentication process. An 
SQLite database is used to store students’ facial 
embedding and maintain attendance records. Additionally, 
a Web Dashboard provides a user-friendly interface for 
managing sessions and monitoring the system. Overall, the 
system is intentionally designed to be highly efficient and 
well-suited for deployment on edge devices such as 

Raspberry Pi. 
 
 

5. Methodology  
 

5.1 Face Detection and Recognition 
 

Face detection is performed using an Open CV Haar 
Cascade classifier, which efficiently identifies faces in 
captured frames. Once a face is detected, it is processed 
using the Mobile Face-net model implemented with 
TensorFlow Lite to extract a 128-dimensional feature 
vector representing unique facial characteristics. 
Identification is then carried out by comparing this feature 
vector with stored embedding using cosine similarity. If the 
similarity score is greater than or equal to 0.62, it is 
considered a valid identification; otherwise, it is treated as 
invalid. The threshold value of 0.62 is determined through 
empirical testing to achieve an optimal balance between 
false positives and false negatives. 

 
5.2 Time-Based Validation Mechanism 
 

An additional 10 seconds time limit is set in order 
to ensure that more than one face detection takes place 
during the period in question, in order to decrease the 
probability of a false positive because of an erroneous 
identification. 

 

5.3 Hybrid Validation Technique 
 

-The system operates in a structured sequence to 
ensure accurate attendance recording. Initially, face 
detection is performed, followed by face recognition to 
identify the individual. Once a successful identification is 
achieved, a pending record is created in the system. When 
the button on the ESP32 module is pressed, it triggers the 
transmission of an HTTP POST request to the back end 
server. The back end then carries out several identification 
processes, including session validation, verification of the 
pending record, and finally recording the attendance. 

  
 

 
 
 
 
 
 
 
 
 
 
 

 
Figure 5: Real-Time Face Detection and Recognition 

Output with Cosine Similarity Score 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
FIGURE 5.1: Real-Time Face Detection and Recognition 

Output with Cosine Similarity Score 
 

Figure 5: Figure shows what the face recognition module 
sees in real time. You can spot the detected face inside a 
bounding box, and right next to it, you’ll see the predicted 
student ID and similarity score. The system checks this 
score against its set threshold to decide if the face matches 
a registered student. 
 

6. Implementation  
 

The system is built using a combination of software and 
hardware components to ensure efficiency and reliability. 
The back-end is developed in Python using Fast-API, which 
handles API requests and system logic. Image processing 
tasks, including face detection, are carried out using Open-
CV, while TensorFlow Lite is utilized for efficient model 
inference, enabling faster execution on edge devices. SQLite 
is used as the database to store facial embedding and 
attendance records. For hardware communication, the 
ESP32 module is employed to send HTTP requests and 
interact with the system. One of the key design decisions in 
this system is the separation of the face recognition 
component from the back-end functionality. This 
separation helps prevent performance issues that may 
arise due to the long runtime of recognition tasks, ensuring 
smoother and more reliable operation. 
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Figure 6: Web Dashboard Showing Session Control and 
Real-Time Attendance Records 

 
Figure 6: Figure 5 shows the dashboard for managing 

attendance online. Here, you can start or end a session, 
reset the system, or export the attendance data when you 
need it. The dashboard also shows real-time attendance 
details, like student IDs, session IDs, confidence scores, and 
timestamps. 

 

7. Result and discussions  
 

Here's how the system comes together: The back-
end uses Python with Fast-API. Image processing? That’s 
all handled by Open-CV. For quick model inference, it taps 
into TensorFlow Lite. All the data lives in SQLite. And when 
it comes to hardware, everything connects through the 
ESP32. One of the main design choices was to keep face 
recognition separate from the back-end. By splitting them 
up, the back-end stays snappy and doesn’t get bogged 
down with long-running tasks. It just works better this 
way. 

 

8.Advantage and Limitation  
Advantages 
 

The system offers several key advantages that enhance 
its practicality and reliability. It significantly reduces 
instances of proxy attendance by incorporating accurate 
face recognition and validation mechanisms. Designed 
with efficiency in mind, it runs smoothly even on low-
cost hardware such as edge devices. The setup process 
is simple, making it easy to deploy and use without 
requiring complex configurations. Additionally, by 
integrating multiple validation steps, the system 
outperforms traditional face-only systems in terms of 
overall reliability and accuracy. 
 

Limitations 
  

The system has a few limitations that need to be 
addressed for improved performance and security. 
Currently, it lacks liveness detection, which means it may 
not be able to distinguish between a real person and a 
spoof attempt such as a photo or video. There is also a 
possibility of misuse, as individuals could press the button 
on the ESP32 without proper supervision. Additionally, the 
system requires adequate lighting conditions to function 
effectively, as poor lighting can impact face detection and 

recognition accuracy. Lastly, the system is limited to 
operation with a single camera, which restricts its coverage 
and scalability 

. 

9. Future Scope 
 

The system can be further enhanced through several 
improvements aimed at increasing security, scalability, and 
usability. One key upgrade is the addition of liveness 
detection techniques, such as blink or facial movement 
detection, to prevent spoofing attempts using photos or 
videos. Expanding the system to support multiple cameras 
would make it more suitable for larger classrooms by 
improving coverage and accuracy. Developing a mobile 
application interface can provide users with greater 
accessibility and ease of interaction with the system. 
Additionally, migrating the database from SQLite to a 
cloud-based solution would improve scalability, allowing 
the system to handle larger amounts of data and support 
multiple users or locations efficiently 

. 

10. Conclusion 
  
 This project brings together face recognition and a 
simple physical check to track attendance. It’s not just all 
about AI—there’s a hardware step in there to make 
everything more dependable.The system deals with daily 
use pretty smoothly and solves some of the problems you 
see in other setups. 
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