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Abstract -An Intrusion Detection Systems (IDS) play a
critical role in securing modern network infrastructures,
especially in Internet of Things (IOT) environments where
resource constraints and heterogeneous devices increase
vulnerability to cyberattacks. Traditional signature-based
approaches are insufficient against evolving and zero-day
attacks, leading to the adoption of machine learning and
deep learning techniques for intelligent threat detection.
However, challenges such as imbalanced datasets, high false
positive rates, lack of interpretability, and scalability issues
remain significant. This paper presents a comprehensive
study of machine learning and deep learning-based
intrusion detection systems with a focus on IoT networks. It
analyzes recent advancements, including deep neural
networks, autoencoders, generative adversarialnetworks for
data augmentation, and federated learning forprivacy-
preserving detection. Additionally, the paper highlights the
importance  of  explainable  artificial intelligence
techniquessuch as SHAP and LIME to improve model
transparency andtrustworthiness. The study also reviews
benchmark datasetsand evaluation metrics, identifying key
limitations and researchgaps. The findings emphasize the
need for lightweight, interpret-able, and robust IDS models
capable of operatingefficiently in real-time IOT
environments.
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1.INTRODUCTION

The rapid growth of the Internet of Things (IOT) has
changed how devices interact across domains such as
health- care, transportation, and industrial systems. While
this connectivity improves efficiency, it also introduces
new security risks. Many IOT devices operate with limited
computational resources and often lack strong built-in

security, which makes them vulnerable to a wide range of
cyberattacks. Because of this, intrusion detection systems
(IDS) have become an important layer of defense for
monitoring and identifying suspicious network activity.
Identify applicable funding agency here. If none, delete
this. Recent work has shown that deep learning can
significantly improve the performance of intrusion
detection systems, especially when dealing with largeand
complex network traffic. In particular, Farhan et al. [1]
demonstrated that deep learning-based IDS models are
capable of achieving higher detection accuracy compared
to traditional approaches, making them suitable for
modern network environments. Earlier IDS techniques
mainly relied on signature-based detection, where known
attack patterns are used to identify threats. While effective
for previously observed attacks, these methods cannot
detect new or evolving threats. This limitation led to the
development of anomaly-based detection methods, which
focus on identifying deviations from normal behavior [2].
The availability of benchmark datasets such as
UNSWNB15 has further supported the evaluation and
comparison of IDS models [21]. Machine learning (ML)
techniques were later introduced to improve detection
performance by learning patterns from network data.
Methods such as random forests and support vector
machines have shown promising results in classifying
network traffic [22], [29]. However, these models often
depend on manual feature selection and may struggle
when dealing with high-dimensional or dynamic data.
Deep learning (DL) approaches address some of these
limitations by  automatically learning  feature
representations from raw data. Models based on recurrent
neural networks and autoencoders have been widely used
for intrusion detection due to their ability to capture
temporal and nonlinear relationships in network traffic
[14], [15]. In addition, advances in deep learning
architectures have contributed to improved performance
in cybersecurity applications [32]. Generative techniques,
such as generative adversarial networks, have also been
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explored to handleimbalanced datasets by generating
synthetic attack samples [3]. Despite these improvements,
several challenge remain. One major issue is class
imbalance, where normal traffic dominates the data set
and reduces the model’s ability to detect rare attacks [5].
Another concern is the lack of interpret-ability in deep
learning models, as their decisions are often difficult to
explain. This is particularly important in security
applications, where understanding why a decision was
made is as important as the decision itself. Explainable Al
techniques have been proposed to address this issue by
providing insights into model behavior [11], [19]. More
recently, federated learning has been explored as a way to
build intrusion detection systems without sharing
sensitive data. By allowing models to be trained across
distributed devices, federated learning helps preserve
privacy while maintaining detection performance [8], [10].
This is especially useful in IOT environments, where data
is generated across multiple locations. Considering these
developments, there is still a need for IDS solutions that
are accurate, efficient, and interpret-able, while also being
suitable for real-time deployment in I0T networks. This
work builds upon the foundation provided by [1] and
examines recent advances in machine learning and deep
learning-based intrusion detection, with a focus on
addressing current limitations and identifying future
research directions

2. LITERATURE REVIEW

Intrusion detection has been studied for decades, but the
nature of the problem has changed significantly with the
growth of modern networks and IOT systems. Earlier
approaches were largely rule-driven, where systems
depended on predefined signatures to identify malicious
activity. While such methods worked reasonably well for
known attacks, they struggled in situations where attack
patterns evolved or remained unknown. This limitation
pushed researchers toward anomaly-based detection,
where the focus shifted to identifying deviations from
normal behavior rather than matching fixed signatures [2],
[30]. As network data became more available, machine
learning started to play a central role in intrusion
detection research. Classical models such as decision trees,
support vector machines, and random forests were widely
explored. In particular, the work by Zhang et al. [22]
showed that ensemble methods like random forests could
handle noisy network data more effectively than simpler
classifiers. Surveys such as the one by Buczak and Guven
[29] further reinforced the idea that data driven methods
offer clear advantages over static detection systems. That
said, these models were not without issues. In many cases,
performance depended heavily on how well features were
engineered, which is not always practical in dynamic
environments. The transition to deep learning introduced
a different way of approaching the problem. Instead of
relying on manually selected features, deep learning

models learn representations directly from raw data. This
shift is not just technical but also conceptual. For example,
Yin et al[l4] demonstrated that recurrent neural
networks can capture temporal dependencies in network
traffic, which are often overlooked in traditional models.
Similarly, Shone et al. [15] explored the use of deep auto-
encoders and showed that layered feature extraction can
improve detection accuracy. Theseapproaches align with
the broader understanding of deep learning discussed by
Lecun et al. [32], where hierarchical feature learning is
considered a key strength. However, improving accuracy
alone does not solve all problems. One recurring issue in
intrusion detection datasets is imbalance. In most cases,
normal traffic dominates, while attack samples are
relatively rare. This imbalance can bias models toward
predicting normal behavior. Karatas et al. [5] addressed
this concern by emphasizing the need for techniques that
can better represent minority classes. In a similar
direction, Ring et al.[3] explored the use of generative
adversarialnetworks to create synthetic attack data. This
idea is interesting because it does not just improve
training databut also changes how datasets themselves are
constructed. Another layer of complexity appears when
intrusion detection is applied to IOT environments.
Compared to traditional networks, [OT systems are more
distributed and often operate under strict resource
constraints. Hindy et al. [18] highlighted that many
existing IDS solutions are too heavy for such environments.
Likewise, Al-Hawawreh et al. [20] showed that even
though deep learning modelscan achieve high accuracy,
their deployment inindustrial 10T settings requires careful
consideration ofcomputational cost. This suggests that
performance metrics alone are not sufficient; practical
deployment constraints matter just as much. Interpret-
ability is anotherarea that has gained more attention
recently. As models become more complex, understanding
their decisions becomes increasingly difficult. This is
particularly concerning security applications, where
decisions may need to be audited or justified. Work by

Arrieta et al. [11] and Guidotti et al. [12] provide a broader
view of explainable AI, but their relevance becomes
clearer in applied settings such as intrusion detection.
Wang et al. [13] attempted to bridge this gap by
introducing an explainable framework for IDS, while Latif
et al. [19] emphasized that transparency is essential for
trust in automated security systems. In practice, this
remains an open challenge, as there is often a trade-off
between model complexity and interpretability. More
recently, privacy has also entered the discussion,
particularly with the rise of distributed systems.
Federated learning offers one possible solution by
allowing models to be trained across multiple devices
without sharing raw data.

The concept, introduced by Mc-Mahan et al. [9] and
further discussed by Yang et al. [8], has been adapted for
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intrusion detection in IOT environments. Nguyen et al. [10]
proposed DIOT, which applies federated learning to
anomaly detection. While promising, such approaches also
raise questions about communication overhead and model
consistency across nodes. The role of datasets in IDS
research should not be overlooked either. Older datasets
often fail toreflect current network behavior, which limits
their usefulness. The UNSWNB15 dataset [21] and
CICIDS2017 [4] were introduced to address this gap by
providing more realistic traffic patterns. At the same time,
Ring et al. [16] pointed out that no single dataset can fully
represent real-world conditions, which makes cross-
dataset evaluation an important but often neglected aspect.
Some researchers have also raised concerns about the
broader applicability of machine learning intrusion
detection.

Sommer and Paxson [28], for instance, argued that many
models perform well in controlled settings but fail to
generalize in real deployments. Axelsson’s discussion of
the base-rate fallacy [30] further complicates the issue,
suggesting that even accurate models can produce
misleading results in environments where attacks are rare.
Against this background, the work by Farhan et al. [1]
stands out as an effort to apply deep learning techniques
in a more practical intrusion detection setting. Their
results show that deep learning models can achieve strong
performance when properly trained and evaluated.
However, like many existing approaches, there is still
room to improve aspects such as interpretability,
efficiency, and adaptability to real-time conditions. Overall,
the literature reflects a gradual shift toward more
intelligent and adaptive intrusion detection systems. At
the same time, it also makes it clear that no single
approach fully addresses all challenges. Balancing
accuracy, efficiency, and transparency remains an ongoing
concern, particularly in the context of IOT networks where
constraints are more pronounced.

3. PROPOSED METHODOLOGY

The overall design of the proposed system is not based on
a single model choice, but rather on a sequence of steps
that try to address some of the recurring issues seen in
intrusion detection literature. In particular, earlier work—
including the deep learning-based approach in [1]—shows
that high accuracy is achievable, but often at the cost of
reliability or interpret-ability. With that in mind, the
method here combines data balancing, feature reduction,
and post-processing rather than relying only on the
classifier itself.

Confidence
Threshold
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SMOTE Deep Neural Filterin
Application Network b

predictions based
on confidence
levels

Raw Network
Traffic Data

Initial collection of
network traffic data

Balancing the Training
dataset with

synthetic samples Training the model
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3.1 Data Preparation

The experiments are conducted on the NSLKDD dataset,
which is still commonly used despite its known limitations.

One reason for using it is that it provides a consistent
benchmark across many previous studies [21]. At the
same time, it is worth noting that no data set fully
represents real network traffic; something already pointed
out in earlier analyses of IDS datasets [16]. Before training,
the data is cleaned and transformed. Categorical attributes
such as protocol type and service are encoded, while
numerical features are scaled. This step is fairly standard,
but skipping it tends to create unstable training behavior,
especially for neural networks. In practice, even small
inconsistencies in pre-processing can lead to noticeable
differences in performance

3.2 Addressing Class Imbalance

One issue that becomes obvious when working with
NSLKDD is the imbalance between classes. Some attack
categories appear far less frequently, which makes them
harder for the model to learn. Instead of leaving the data
as it is, SMOTE is applied to generate additional samples
for these minority classes. This is not a new idea—
imbalanced learning has already been discussed in
intrusion detection contexts [5]—but in practice, it still
makes a difference. Without this step, the model tends to
bias toward normal traffic, which may look good in terms
of accuracy but is not very useful froma security
perspective.

3.3 Feature Selection

Rather than feeding all available features into the model, a
feature selection step is introduced. An Extra Trees
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Classifier is used to rank features based on importance,
and only thetop 20 are retained. This decision is partly
practical. High-dimensional input can slow down training
and sometimes introduce noise.

Earlier work using tree-based models has shown that not
all features contribute equally to intrusion detection
performance [22]. By reducing the feature set, the model
becomes easier to train and slightly more stable, although
the exact number of selected features is somewhat
empirical.

3.4 Deep Neural Network Model

The core of the system is a deep neural network.
Compared to traditional machine learning models, neural
networks are better at capturing complex relationships in
the data, especially when patterns are not linearly
separable. This is one of the main reasons deep learning
has been widely adopted in IDS research [14], [15].

Training is performed over multiple epochs, and themodel
gradually converges as expected. While the
trainingaccuracy reaches a high value, this alone is not
taken as a sufficient indicator of performance. Previous
studies have already shown that high accuracy does not
necessarily translate to reliable predictions in real-world
scenarios [28].

3.5 Model Calibration

One aspect that is often overlooked in IDS models is how
confident the predictions actually are. Neural networks, in
particular, tend to produce overconfident probabilities.
This can be misleading, especially when decisions are
made based on those probabilities. To deal with this,
temperature scaling is applied after training. The idea is
simple: instead of changing the predictions themselves,
the confidence values are adjusted to better reflect actual
likelihoods. This aligns with broader discussions in
explainable and trustworthy Al, where reliability is
considered as important as accuracy [11].

3.6 Confidence-Based Filtering

After calibration, a confidence threshold is introduced.
Predictions above this threshold are accepted, while
others a remarked as uncertain. This is a small addition,
but it changes how the system behaves. Instead of forcing
a decision for every input, the model is allowed to admit
uncertainty. In real deployment, these uncertain cases
could be flagged for further inspection. Simila r ideas have
been explored in IoT-based IDS systems, here reducing
false positives is often more valuable than maximizing raw
accuracy [18].

3.7 Evaluation Strategy

The model is evaluated using common metrics such as
accuracy, precision, recall, F1-score, and ROCAUC.

However, the evaluation does not stop there. The effect of
calibration and confidence filtering is alsoconsidered.

This is important because standard metrics alone do not
fully capture how a system performs in practice. For
example, a model might have good overall accuracy
butstill perform poorly on rare attack classes or produce
unreliable confidence scores.

3.8 Explainability with SHAP

Finally, SHAP is used to interpret the model’s predictions.

Rather than treating the model as a black box, SHAP
provides a way to see which features influence a particular
decision. This step is partly motivated by the growing
interest in explainable Al forcybersecurity applications
[11], [19]. In practice, the explanations also help verify
whether the model is relying on meaningful features or
simply picking up spurious patterns. Overall, the
methodology does not rely on a single improvement but
combines several smaller adjustments— data balancing,
feature selection, calibration, and interpretability.
Individually, these steps are not new, but their
combination makes the system more practical for
intrusion detection, especially in scenarios where
reliability matters as much as accuracy.

4. EXPERIMENTAL RESULTS AND DISCUSSION

This section presents a detailed evaluation of the
proposed intrusion detection system. Instead of focusing
only on overall accuracy, the analysis also considers
prediction of reliability, calibration effects, and the
behavior of the model under uncertainty.

4.1 Experimental Setup

The experiments are conducted using the NSLKDD dataset,
which includes five categories of network traffic: Normal,
DOS, Probe, R2L, and UZR. After pre-processing and
applying SMOTE to balance the dataset, the training set
contains 336,715 samples. A deep neural network is
trained for 15 epochs. The training shows stable
convergence, with accuracy increasing over time. By the
final epoch, the training accuracy reaches approximately
97.84%, indicating that the model has learned the
underlying patterns in the data.

However, as noted in earlier studies, high training
accuracy does not always translate to strong
generalization performance in intrusion detection tasks
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[28]. Therefore, evaluation of unseen test data becomes
critical.

4.2 Baseline Model Performance

The first evaluation is performed using the uncalibrated
model. The results are summarized in Table-1.

Table -1: Baseline Model Performance

Metric Value
Accuracy 75.10%
Precision 80.93%

Recall 75.10%
F1-Score 72.59%
ROC-AUC 0.9228

At first glance, the ROCAUC value appears strong,
suggesting that the model can distinguish between classes
effectively.

Multiclass ROC

1.0
—7 — pid
/”
,/
L
0.8 1 L
,/
,/
’/
8 s
© L
x 0.6 1 -~
s’
— ,’
8 ’
a
0.4 1
2
'_
ROC curve of class DoS (area = 0.96)
0.2 ROC curve of class Normal (area = 0.94)
: —— ROC curve of class Probe (area = 0.92)
—— ROC curve of class R2L (area = 0.86)
—— ROC curve of class U2R (area = 0.93)
0.0

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig-1: Multiclass ROC Curve showing model
discrimination ability across all classes

However, the relatively lower F1 score indicates that
performance across different classes is not balanced. One
noticeable pattern is that precision is higher than recall.

This implies that the model is more cautious when
predicting attacks, leading to fewer false positives but
potentially missing some actual attacks. In practical

settings, this tradeoff can be problematic, especially when
undetected attacks carry higher risk.

Confusion matrix
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[
= |
£ 3000
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11000
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Fig-2: Confusion Matrix of the Model

4.3 Effect of model Calibration

To address the issue of unreliable confidence scores,
temperature scaling is applied. The calibration results are
shown in Table-2.

Table -2: Model Calibration Results

Metric Value

NLL (Before Calibration) 2.1926
Optimal Temperature 1.8886
NLL (After Calibration) 1.2132

The reduction in negative log-likelihood (NLL) is quite
significant. This suggests that the model’s predicted
probabilities are better aligned with actual outcomes after
calibration. It is important to note that calibration does
not aim to improve classification accuracy directly but
rather to improve the reliability of confidence scores [11].
To verify this, the model is evaluated again after
calibration.

The results are presented in Table-3.
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Table -3: Calibrated Model Performance

Metric Value
Accuracy 75.01%
Precision 80.91%

Recall 75.01%
F1-Score 72.49%
ROC-AUC 0.9238

As expected, the classification of metrics remain almost
unchanged. This confirms that calibration improves
confidence estimation without affecting prediction
outcomes.

In intrusion detection, this distinction is important
because decisions are often made based on confidence
levels rather than raw predictions.

4.4 Confidence-Based Decision Analysis

To further evaluate the usefulness of calibrated confidence
scores, a threshold of 0.8 is applied. Predictions above this
threshold are accepted, while others are marked as
uncertain. The results are summarized in Table-4.

Table -4: Confidence-Based Decision Results

Metric Value

Total Samples 18,036

Accepted Predictions | 16,006 (88.74%)

Uncertain Predictions | 2,030 (11.26%)

Accuracy (Accepted) 79.98%

Accuracy (Uncertain) 35.81%

A few observations stand out here. First, the majority of
predictions fall into the high-confidence category. More
importantly, the accuracy for accepted predictions
increases to nearly 80. At the same time, the
uncertainpredictions show significantly lower accuracy.

Distribution of Prediction Confidences
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Fig-3: Distribution of prediction confidence scores after
calibration

This indicates that the model is correctly identifying
difficult or ambiguous cases. In practice, this behavior is
desirable because it allows the system to flag uncertain
instances instead of making unreliable decisions.

4.5 Feature Importance Analysis

Feature selection results show that certain attributes
contribute more significantly to the model’s decisions.

Features such as dst_host_srv_count, serror_rate, and same
srv_rate appear among the top-ranked features. These
features are closely related to connection behavior and
error patterns, which are known as indicators of malicious
activity. Previous studies have also highlighted the
importance of such features in intrusion detection tasks
[22]. The feature importance plot further confirms that a
smaller subset of features can capture most of the relevant
information.

© 2026, IRJET

| Impact Factor value: 8.315 | ISO 9001:2008 Certified Journal |

Page 1511



"/ International Research Journal of Engineering and Technology(IRJET)  e-ISSN: 2395-0056

JET Volume: 13 Issue: 04 | Apr 2026

www.irjet.net

p-ISSN: 2395-0072

Feature Importances

0.10

0.08

0.06

0.04

0.02

0.00

E £ &£ LT L E L L L L R LB £ E L L LG
33 8524 % 3 E| £ § £E2€E6E 283 E| g E| =
o 9 I o ! 9
T2 5 § 45 58 225 52 o 2 5
2 ° O E H £ O v v 0 £ @ @0 w £ ©
G 2 9 B g 0 g 5 o 8 0 ¢ Y pu g <
) v oo owm e g gD w £ 5 E v
] & o | | = 4 © | ° =

{ W % 2 55 8 68 & 2 9w T
o o 6 ¥ (N 6 B = [
& £ £ M B 28 2
i o o , @ o £ @
[0} 0 7] o o |
o \ % < £ #

" ° 8 @

17} £ o O

<} b ]

& g © ]

Fig-4: Feature importance graph
4.6 Model Interpretability Using SHAP

To better understand the model’s behaviour, SHAP is used
to analyse feature contributions. The SHAP summary plot
provides insight into how different features influence
predictions across multiple samples. The analysis shows
that features related to abnormal traffic patterns and
connection statistics have a strong impact on attack
detection.

This aligns with expectations and provides some
confidence that the model is learning meaningful patterns
rather than relying on noise. Explainability plays an
important role in intrusion detection systems, particularly
when decisions need to be validated by security analysts
[19]. The use of SHAP helps bridge the gap between model
performance and interpretability.
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Fig-5: SHAP Feature Importance Summary Plot
4.7 Discussion

Overall, the results suggest that the proposed approach
performs reasonably well, particularly when confidence-
based filtering is applied. While the baseline accuracy is
moderate, the system becomes more reliable when
uncertain predictions are separated. At the same time, the
gap between training and testing performance indicates
that generalization remains a challenge. This is consistent
with earlier observations that intrusion detection models
often perform differently in controlled datasets compared
to real-world environments [28]. Rather than relying
solely on accuracy improvements, the proposed system
focuses on improving reliability and interpretability.
These aspects are often overlooked but are essential for
practical deployment in IOT and network security
applications.

5. CONCLUSIONS

This work explored the use of deep learning techniques
for network-based intrusion detection, with particular
attention to issues that often appear in practical
deployments rather than just benchmark performance.
While deep neural networks are known to achieve high
accuracy, the results in this study suggest that accuracy
alone does not fully reflect how reliable a system is in real-
world scenarios. The experimental results show that the
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proposed model is capable of learning meaningful patterns
from network trafficc achieving strong training
performance, and reasonable test accuracy. However, a
noticeable gap between training and testing results
indicates that generalization remains a concern, which is
consistent with observations reported in earlier studies
[28]. One of the more useful outcomes of this work is the
effect of calibration and confidence-based filtering. Even
though calibration does not improve traditional metrics
such as accuracy or F1l-score, it improves the reliability of
prediction probabilities. When combined with a
confidence threshold, the system becomes more selective,
allowing high-confidence predictions to be trusted while
separating uncertain cases. This behavior is often more
desirable in intrusion detection, where incorrect decisions
can have significant consequences. The inclusion of
feature selection and SHAPbased interpretation further
adds to the practical value of the system. Reducing the
feature set simplifies the model without a major loss in
performance, while explainability provides insight into
how decisions are made. This is particularly important in
security applications, where transparency is often
required alongside accuracy. Over- all, the results suggest
that combining deep learning with calibration, confidence
filtering, and interpretability leads to a more balanced
intrusion detection system. Rather than focusing only on
improving numerical performance, the approach moves
toward making the system more reliable and usable in
practice.

5.1 Future Work

Although the proposed approach shows promising results,
there are several areas that could be explored further. One
immediate direction is improving generalization. The
current model is trained on the NSLKDD dataset, which,
while useful, does not fully represent modern network
environments. Evaluating the model on more recent
datasets or real network traffic would provide a better
understanding of its practical performance. Another area
for improvement is handling class imbalances more
effectively. While SMOTE helps to some extent, it may
introduce synthetic patterns that do not always reflect real
attacks. Alternative approaches, such as cost- sesitive
learning or more advanced data generation techniques,
could be explored. The current model also relies on a fixed
confidence threshold. In future work, this threshold could
be made adaptive, allowing the system to adjust based on
changing network conditions. This would make the model
more flexible in dynamic environments, such as 10T
networks. In addition, the computational cost of deep
learning models remains a concern, particularly for
resource-constrained devices. Developing lightweight or
optimized versions of the model would make it more
suitable for deployment in edge or IOT environments.
Finally, while SHAP provides useful explanations,
integrating explainability more tightly into the decision-

making process could beneficial. Instead of using
explanations only for analysis, they could be used to
actively guide or validate predictions. These directions
suggest that future research should focus not only on
improving detection performance but also on making
intrusion detection systems more adaptive, efficient, and
interpretable.
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