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Abstract - Modern cities are under growing strain as 
populations shift from rural to urban settings at an 
unprecedented pace. Managing the resulting complexity in 
areas like traffic flow, energy demand, structural health of 
infrastructure, and environmental quality has pushed 
traditional governance methods to their limits. Over the past 
decade, smart city programmes have tried to bridge this gap 
by deploying sensor networks, cloud platforms, and AI-based 
analytics. Within this space, the concept of digital twinning — 
building dynamic, data-fed virtual counterparts of physical 
urban systems — has attracted considerable scholarly 
attention. This paper reviews how digital twin technology, 
when augmented with artificial intelligence and IoT 
capabilities, is shaping the next generation of urban 
management. We examine research published between 2021 
and 2025, covering deployments in traffic management, 
energy grid monitoring, disaster preparedness, and structural 
surveillance. Our synthesis reveals that AI-powered digital 
twins meaningfully improve prediction accuracy, shorten 
response times, and support data-driven policy decisions. At 
the same time, widespread adoption is held back by concerns 
around cost, fragmented data ecosystems, unclear security 
boundaries, and a shortage of common standards. The paper 
concludes by mapping out research avenues including 
generative AI in simulation enrichment, edge intelligence for 
latency-sensitive tasks, and federated learning as a privacy-
respecting data strategy. 
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1. INTRODUCTION  

Urban growth has become one of the defining trends of 
the twenty-first century. According to the United Nations, 
roughly 56 percent of the world's population resided in 
cities as of 2023, and projections place that figure closer to 
70 percent by 2050 [1]. While cities generate economic 
opportunity and cultural exchange, they also concentrate 
problems: road networks become saturated, energy grids are 
overtaxed, ageing infrastructure goes unmonitored, and air 
quality degrades. Dealing with these overlapping stresses 
simultaneously is beyond the reach of conventional 

management approaches, which typically react to failures 
rather than anticipating them. 

The smart city paradigm emerged as a response to this 
complexity. By embedding sensors throughout the urban 
fabric and connecting them through communication 
networks, cities began generating real-time data streams 
that could, at least in principle, give planners and operators a 
live picture of what was happening on the ground. Early 
implementations focused on isolated use cases — adaptive 
traffic lights, smart metres, or environmental sensors — but 
lacked any unified framework that could bring these data 
streams together for holistic decision-making. 

Digital twin technology offers exactly that kind of 
unifying layer. Rather than treating each sensor or 
subsystem in isolation, a digital twin constructs a coherent, 
continuously refreshed model of an urban environment, 
grounded in real measurements but capable of running 
forward simulations. The idea traces back to product 
lifecycle management in manufacturing, where engineers 
built virtual copies of physical components to test them 
before committing to production. Urban researchers adapted 
this logic to entire districts and cities, leveraging the 
convergence of affordable IoT hardware, scalable cloud 
infrastructure, and mature machine learning libraries [2]. 

What gives modern urban digital twins their distinctive 
power is the integration of AI reasoning. When machine 
learning models — for anomaly detection, demand 
forecasting, or scenario optimisation — are embedded 
within a digital twin, it shifts from a passive monitoring tool 
into an active decision support environment. City operators 
can pose 'what if' questions, explore downstream effects of a 
proposed intervention, and receive ranked 
recommendations before anything changes in the physical 
world [3]. 

1.1 Problem Statement 

Despite the theoretical appeal of this vision, real-world 
deployments face substantial friction. Many cities lack the 
baseline sensor density needed to feed a reliable twin. Data 
collected by different agencies often sits in incompatible 
formats behind organisational walls. Building and running a 
city-scale twin demands significant capital and specialised 



          International Research Journal of Engineering and Technology (IRJET)      e-ISSN: 2395-0056 

               Volume: 13 Issue: 04 | Apr 2026              www.irjet.net                                                                          p-ISSN: 2395-0072 

  

© 2026, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 520 
 

talent that smaller municipalities simply do not have. And as 
urban systems become more connected, they also become 
more attractive targets for cyber disruption [4]. 

1.2 Objectives of This Review 

This paper sets out to: 

 Synthesise research on AI-enhanced digital twin systems 
published between 2021 and 2025 with relevance to 
smart city applications. 

 Compare the architectural approaches adopted in 
representative studies. 

 Evaluate how well these systems address core domains: 
mobility, energy, environment, and infrastructure safety. 

 Identify persistent technical and governance barriers 
that limit scale-up. 

 Propose a forward-looking research agenda grounded in 
the identified gaps. 

2. LITERATURE REVIEW 

A growing body of work has examined digital twin 
deployments across various facets of smart city 
management. The studies reviewed here were selected on 
the basis of recency, methodological clarity, and breadth of 
application domain. 

2.1 Review of Key Studies 

Sacoto-Cabrera et al. [5] carried out a systematic 
mapping of the research landscape at the intersection of IoT, 
AI, and digital twinning in urban environments. Covering 
publications from 2018 to 2024, they found that 
interoperability and data heterogeneity figured as the two 
most frequently cited obstacles, while traffic and energy 
stood out as the domains with the most active research 
communities. 

Xu et al. [6] focused on how generative AI models — 
particularly large language models and diffusion-based 
architectures — can be embedded within digital twin 
pipelines to overcome sparse or missing data problems. 
Their experiments showed that generative pre-processing 
improved simulation fidelity in scenarios where direct 
sensor coverage was thin. 

Grübel et al. [7] raised the question of equitable access, 
arguing that most high-quality digital twin deployments 
concentrate in wealthy cities and that open-source platforms 
and shared data standards are prerequisites for broader 
adoption. 

Hu [8] provided a practically oriented account of digital 
twin implementations across three mid-sized Chinese cities, 
documenting measurable improvements in infrastructure 
inspection cycles and energy consumption monitoring 
through before-and-after quantitative comparisons. 

El-Agamy et al. [9] applied bibliometric methods to over 
1,200 digital-twin-related publications, tracing clear growth 
trajectories with smart city applications rising sharply from 
2021 onward. Their keyword co-occurrence analysis 
revealed that predictive maintenance, sustainability, and 
resilience have emerged as dominant thematic clusters in 
recent years. 

2.2 Comparative Summary of Selected Studies 

Author(s) Year Primary Domain Notable 
Contribution 

Sacoto-
Cabrera 

2025 IoT + AI + DT Systematic review; 
gap map 

Xu et al. 2024 Generative AI Sparse-data 
mitigation 

El-Agamy et 
al. 

2024 Bibliometrics Trend and cluster 
analysis 

Hu 2023 Urban 
infrastructure 

Quantified field 
outcomes 

Kubas et al. 2023 Transportation Transit twin 
prototype 

Adreani et al. 2023 DT frameworks Layered 
architecture design 

Li et al. 2021 Smart City DT Five-layer 
framework 

Zhang & Chen 2021 DT concepts Lifecycle cost 
considerations 

 

3. SYSTEM ARCHITECTURE AND METHODOLOGY 

 

Fig -1: Digital Twin Architecture for Smart Cities 

Although no single architecture has become a universal 
standard, a five-layer model appears recurrently across the 
literature and provides a useful organising framework for 
understanding how data flows from the physical city into 
actionable insights. 
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3.1 Physical Sensing and Data Acquisition Layer 

The foundation consists of instruments embedded in the 
urban environment: fixed air-quality monitors, traffic 
induction loops, structural strain gauges on bridges, smart 
energy metres, meteorological stations, CCTV cameras with 
computer-vision capabilities, and GPS transponders in public 
transport fleets. Sensor placement involves spatial 
optimisation algorithms to maximise coverage per unit cost 
[12]. 

3.2 Communication and Data Transmission Layer 

Raw sensor readings travel to processing infrastructure 
through a mixture of protocols: LoRaWAN and NB-IoT for 
long-range, low-bandwidth devices; 5G cellular links for 
high-throughput video feeds; and fibre backhaul for fixed 
infrastructure. Edge gateways often perform initial filtering 
and compression at this stage, reducing the volume of data 
that must traverse the network [13]. 

3.3 Data Integration and Storage Layer 

Incoming streams from heterogeneous sources must be 
normalised into a common data model before they can be 
used jointly. Semantic web technologies and ontology-based 
schemas have been proposed for this purpose, as have 
middleware platforms such as FIWARE, which provides open 
APIs for urban data exchange. Cloud object stores and 
distributed time-series databases provide the persistence 
layer [5]. 

3.4 AI Analytics and Modelling Layer 

This layer hosts the digital twin's intelligence. Distinct 
model types serve different purposes: 

 Short-horizon prediction models (e.g., LSTM networks 
for traffic volume, gradient boosting for energy demand) 
support operational dispatching decisions. 

 Anomaly detection models flag readings that deviate 
from expected patterns, triggering maintenance 
workflows before failures occur. 

 Agent-based or physics-informed simulations allow 
planners to explore longer-horizon scenarios such as a 
new bus route or grid resilience under extreme heat [6]. 

 Generative models can synthesise realistic scenario data 
for situations that have never occurred historically, 
addressing a key limitation in rare-event contexts [6]. 

3.5 Visualisation and Decision Support Layer 

Results are surfaced through geospatial dashboards, 3D 
city models rendered in platforms such as CesiumJS or Unity, 
and alert management systems that route notifications to 
relevant operators. The usability of this layer has a direct 
bearing on whether the twin's value is realised in practice 
[7]. 

4. APPLICATION DOMAINS AND PERFORMANCE 
ANALYSIS 

 

Fig -2: Applications of Digital Twin in Smart Cities 

4.1 Urban Mobility and Traffic Management 

A city-scale twin continuously ingests GPS traces, loop 
detector counts, and signal state data to maintain a dynamic 
model of traffic density across the road network. When the 
model detects conditions likely to produce congestion, it 
pushes revised signal timing plans to intersections before 
queues form [11]. Case evidence from Kubas et al. [14] 
suggests that adaptive signal control informed by a digital 
twin reduces average intersection delay by 12–18 percent 
compared to fixed-time plans, with larger gains during out-
of-distribution demand events. 

4.2 Energy System Monitoring and Demand 
Optimisation 

Smart grid digital twins integrate readings from 
household metres, substation sensors, and weather forecasts 
to model supply and demand across an electricity network. 
Alharbey et al. [15] demonstrated a prototype in which the 
twin reduced peak-demand forecasting error by 
approximately 23 percent relative to a baseline 
autoregressive model, allowing grid operators to pre-
position reserves more efficiently. Zhang et al. [16] reported 
average energy savings of 8–14 percent across a portfolio of 
public buildings following twin-informed operational 
recommendations. 

4.3 Environmental Quality Monitoring 

Urban digital twins sidestep the cost constraint of 
traditional air-quality monitoring by combining a sparse 
network of high-quality reference stations with a dense 
array of lower-cost indicative sensors and a dispersion 
model calibrated against reference data. This hybrid 
approach produces pollution estimates at resolutions of tens 
of metres rather than several kilometres [8], enabling 
planners to tailor low-emission zone boundaries to achieve 
target air-quality improvements at minimum economic 
disruption. 
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4.4 Structural Health and Infrastructure Maintenance 

Embedding digital twins with data from vibration 
sensors, strain gauges, and corrosion probes allows asset 
managers to shift from calendar-based inspection cycles to 
condition-based maintenance, directing resources where the 
model estimates risk is highest [10]. Temple et al. [17] 
describe a bridge twin where anomalous vibration 
signatures provided 72 hours of warning before a crack 
propagation event that would have required emergency 
closure under conventional inspection regimes. 

4.5 Disaster Preparedness and Emergency Response 

A flood model embedded in a city twin can project 
inundation extents under different rainfall intensities, 
allowing emergency managers to pre-position resources, 
identify bottleneck evacuation routes, and communicate risk 
to residents before an event arrives [3]. Post-event, the 
twin's accumulated sensor record provides a detailed 
reconstruction of how the city performed, feeding lessons 
learned directly back into the next planning cycle. 

5. CHALLENGES AND BARRIERS TO ADOPTION 

5.1 Data Fragmentation and Quality 

Urban data is produced by many different departments 
and agencies, each with its own collection protocols, naming 
conventions, and update cadences. Merging these streams 
into a coherent data model is time-consuming and error-
prone, and the resulting dataset still inherits the quality 
limitations of its worst-performing source [5]. Missing 
values, sensor drift, and clock misalignment are routine 
problems requiring robust data engineering practice. 

5.2 Financial and Organisational Barriers 

Standing up a city-scale digital twin requires upfront 
investment in sensor networks, communication 
infrastructure, compute, and the skilled personnel to build 
and maintain the models. Smaller municipalities often 
cannot absorb these costs, and the return on investment is 
difficult to quantify in advance, making the business case 
harder to present than for tangible physical investments [9]. 

5.3 Cybersecurity Exposure 

Bringing together sensor data, operational control 
interfaces, and rich geospatial information about critical 
infrastructure creates a concentrated, high-value target. A 
compromise of the twin's data integrity could result in false 
readings propagating through the decision support system, 
while a compromise of control interfaces could have direct 
physical consequences [4]. Security architecture for urban 
digital twins needs to be threat-modelled explicitly. 

 

5.4 Privacy and Ethical Considerations 

Detailed, real-time models of urban behaviour inevitably 
capture information about individuals — their movements, 
patterns, and energy use. Without clear governance 
frameworks defining data minimisation principles, retention 
limits, and meaningful consent mechanisms, digital twin 
programmes risk eroding public trust and creating new 
vectors for surveillance [7]. 

5.5 Interoperability and Standardisation 

In the absence of agreed data exchange standards, cities 
that adopt one platform often find themselves locked in, and 
cross-city comparisons or federated twin networks become 
difficult to establish [11]. Bodies such as ISO and OGC have 
begun work on relevant standards, but practical 
convergence remains some way off. 

6. FUTURE RESEARCH DIRECTIONS 

6.1 Generative AI for Simulation Enrichment 

Large generative models open the possibility of synthetic 
yet statistically realistic scenario data, addressing the 
sparse-history problem that constrains probabilistic risk 
assessment for rare urban events. Research is needed on 
validation methodologies that establish whether generative 
outputs are sufficiently reliable for operational use [6]. 

6.2 Edge-Deployed Intelligence 

Routing all sensor data to a central cloud incurs latency 
and bandwidth costs problematic for time-critical 
applications. Advances in edge AI chips make it increasingly 
feasible to run inference models on gateway devices close to 
sensors, sending only anomaly flags or compressed 
summaries to the central twin [13]. Understanding which 
model classes perform well under tight edge resource 
constraints is an active research question. 

6.3 Federated Learning for Privacy-Preserving 
Collaboration 

Federated learning allows multiple parties to jointly train 
a model without sharing raw data, making it a natural fit for 
the multi-agency context of urban digital twins. Early proof-
of-concept studies exist, but engineering the necessary trust 
infrastructure and handling statistical challenges of non-
identical data distributions across agencies remain open 
problems. 

6.4 Explainability and Human-Centred Design 

Operators and elected officials who will act on a digital 
twin's recommendations need to understand not just what 
the model says but why it says it. Integrating explainable AI 
techniques into urban twin dashboards, and conducting user 
research on how different explanation formats support or 
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hinder decision quality, represents an important but under-
studied dimension of the field [7]. 

6.5 Cross-City Federation and Benchmarking 

As more cities deploy digital twins, the opportunity 
grows to compare approaches, share models, and evaluate 
performance against common benchmarks. Establishing 
federated twin networks with standardised APIs would 
accelerate learning across the research community and 
reduce redundant effort currently invested in building 
similar solutions from scratch in different cities. 

7. CONCLUSION 

Urban digital twins, enriched by AI and sustained by IoT 
data pipelines, represent a genuinely transformative 
approach to city management. The literature reviewed here 
documents tangible benefits across traffic optimisation, 
energy efficiency, environmental monitoring, structural 
maintenance, and emergency planning. In each domain, the 
core advantage is the same: the ability to reason about a 
city's behaviour in advance of real-world action, informed by 
a continuously updated model rather than by intuition or 
historical averages alone. Yet the path from compelling 
prototype to routine city-scale deployment remains 
obstructed by familiar barriers — fragmented data, 
constrained budgets, unresolved security risks, and 
insufficient standards. Public trust cannot be assumed; it 
must be earned through transparent data governance and 
demonstrable accountability. This review suggests that the 
next phase of progress depends as much on institutional 
innovation as on algorithmic advances. Cities, technology 
providers, academic researchers, and standards bodies need 
to co-create the governance scaffolding within which 
increasingly sophisticated urban twins can operate safely 
and sustainably. 
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