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Abstract-The rapid evolution of autonomous vehicle technology has transformed autopilot car systems from experimental 
concepts into commercially viable embedded platforms. This review paper provides a comprehensive examination of the 
embedded systems architecture underpinning modern autopilot vehicles, with emphasis on hardware design, sensor fusion 
algorithms, real-time operating systems (RTOS), artificial intelligence integration, communication protocols, and functional safety 
standards. The paper surveys the progression from Level 0 to Level 5 autonomy as defined by SAE J3016, analyzes LIDAR, RADAR, 
cameras, ultrasonic sensors, and GPS modules, and investigates computational demands on embedded processors. Industry 
implementations Tesla Autopilot, Waymo, NVIDIA DRIVE, and Mobileye EyeQ are critically reviewed. Challenges related to real-
time processing, fail-safe mechanisms, cybersecurity, and regulatory compliance are discussed. Future directions encompassing 
edge AI, neuromorphic computing, 5G-V2X integration and quantum-assisted path planning are outlined. 
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1. INTRODUCTION 

The concept of self-driving automobiles has captivated engineers, policymakers, and the general public for decades. It is only 
in the 21st century with the convergence of high-performance embedded processors, miniaturized sensor arrays, and 
advances in machine learning that autopilot systems have transitioned from theoretical models to road-tested realities. An 
Autonomous Driving System (ADS) is defined as a complex, multi-layered embedded platform capable of perceiving its 
environment, making decisions, and executing physical control actions without continuous human input. 

From the perspective of Electronics and Telecommunication Engineering, autopilot systems represent the ultimate integration 
of signal processing, communication networks embedded computing, and intelligent sensing. The global autonomous vehicle 
market was valued at approximately USD 54 billion in 2023 and is projected to exceed USD 556 billion by 2026. Regulatory 
frameworks led by UNECE, NHTSA, and ISO are rapidly evolving to address liability, certification, and operational domain 
restrictions. This paper consolidates the current state of knowledge on autopilot car embedded systems for researchers and 
engineers at the intersection of embedded systems and autonomous vehicle technology. 

2. BACKGROUND AND LITERATURE REVIEW 

Early vehicle automation research dates to Ernst Dickmanns' VaMoRs project in the 1980s. The DARPA Grand Challenge of 
2004–2005 was a watershed moment, with Stanford's Stanley completing a 132-mile desert course autonomously. Google 
launched its self-driving project (later Waymo) in 2009. Thrun et al. (2006) provided foundational work on probabilistic 
robotics and sensor fusion. Levinson et al. (2011) proposed HD maps combined with LIDAR for precise localization. Chen et al. 
(2015) introduced end-to-end deep learning using CNNs for steering control. 

Kocić et al. (2019) surveyed deep learning in autonomous driving, while Badue et al. (2021) offered a comprehensive survey 
encompassing perception, localization, planning, and control layers. Studies by Yurtsever et al. (2020) and Grigorescu et al. 
(2020) reinforced the central role of embedded AI accelerators in achieving real-time performance. Despite this extensive 
body of work, few studies have systematically integrated the full embedded systems stack from silicon-level hardware to 
functional safety certification within a single review. This paper addresses that gap. 
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3. SAE LEVELS OF DRIVING AUTOMATION 

The Society of Automotive Engineers (SAE) International Standard J3016 defines six levels of driving automation (L0–L5). 
Figure 1 illustrates the progression and Table 1 provides a structured comparison of all six levels. 

 
 

Fig. 1: SAE J3016 Levels of Driving Automation (L0–L5) 

Table 1: SAE J3016 Levels of Driving Automation 

 

Level Name Description Human Role Examples 

L0 No 
Automation 

Driver performs all 
tasks 

Full control Traditional 
vehicles 

L1 Driver 
Assistance 

Single function 
(ACC/lane keep) 

Monitors & 
overrides 

Adaptive Cruise 
Control 

L2 Partial 
Automation 

Combined lateral & 
longitudinal 

Supervises, 
hands-on 

Tesla Autopilot, 
GM 

SuperCruise 

L3 Conditional 
Auto 

System manages in 
defined ODD 

Ready to 
intervene 

Honda Traffic 
Jam Pilot 

L4 High 
Automation 

No human needed in 
ODD 

Optional 
passenger 

Waymo One 
(geo-fenced) 

L5 Full 
Automation 

No restrictions, any 
condition 

Not required Not yet 
commercially 

deployed 

 
Each level increment substantially increases computational load, sensor count, and software complexity. Transitioning from 
L2 to L3 introduces situation awareness handoff; L4 demands complete redundancy of all safety-critical subsystems. From an 
Electronics and Telecommunication perspective, the communication bandwidth and signal processing requirements scale 
dramatically across levels. 

4. EMBEDDED HARDWARE ARCHITECTURE 

The embedded hardware architecture of an autopilot system is a distributed, heterogeneous computing platform organized 
into a domain-based or zonal architecture, with dedicated processing nodes for perception, planning, control, and telematics. 
Figure 2 presents the complete hardware block diagram. 
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Fig. 2: Autopilot Embedded Systems Hardware Architecture Block Diagram 

4.1 Central Processing Units and SoCs 

The compute core is built around a high-performance System-on-Chip (SoC) integrating multi-core CPUs, GPU cores, neural 
processing units (NPUs), digital signal processors (DSPs), and hardware safety monitors on a single die: 

• NVIDIA DRIVE Orin: 254 TOPS, 12-core ARM Cortex-A78AE CPU, Ampere GPU, ASIL-D safety rating 

• Tesla FSD Chip v2: Dual redundant NPUs at 72 TOPS each, Samsung 14 nm process 

• Mobileye EyeQ6 Ultra: 176 TOPS, integrated image signal processors, low power ADAS envelope 

• Qualcomm Snapdragon Ride: Scalable 10 TOPS (ADAS) to 700+ TOPS (full autonomy) 

4.2 Safety-Critical Microcontrollers 

Safety-critical functions braking, steering, throttle are delegated to ISO 26262 ASIL-D certified MCUs: Infineon AURIX TC3xx, 
NXP S32, and Renesas RH850. These operate deterministically on AUTOSAR-compliant RTOS stacks and communicate via 
FlexRay, CAN-FD, or Automotive Ethernet. 

4.3 Memory and Power Management 

ADS platforms use LPDDR5 or HBM2E for main memory (32–128 GB), eMMC/UFS for firmware, and SRAM with hardware-
enforced SMMU/IOMMU isolation. Thermal design power ranges from 30 W (ADAS-grade) to 250 W+ (full stack), requiring 
sophisticated PMICs, liquid cooling, and dynamic voltage-frequency scaling (DVFS). 

5. SENSOR SYSTEMS AND DATA ACQUISITION 

Robust ADS designs employ multi-modal sensor redundancy no single modality is sufficient for all conditions. The following 
subsections describe each sensor technology relevant to Electronics and Telecommunication engineering. 

5.1 LIDAR (Light Detection and Ranging) 

LIDAR generates dense 3D point clouds by measuring laser pulse time-of-flight. Mechanical spinning LIDAR (Velodyne HDL-
64E) provides 360° coverage at centimetre accuracy up to 200 m. Solid-state LIDAR (Luminar Iris, Innoviz InnovizTwo) 
eliminates moving parts for automotive reliability. Raw LIDAR data rates exceed 1 million points/second, requiring dedicated 
PCIe/Automotive Ethernet interfaces and FPGA pre-processing. 

5.2 RADAR (Radio Detection and Ranging) 

Automotive RADAR operates in the 76–81 GHz mm Wave band a core domain of Electronics and Telecommunication. Modern 
4D imaging RADAR (Arbe Phoenix, Continental ARS540) provides simultaneous range, azimuth, elevation, and Doppler 
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velocity. Short-range RADAR (0–30 m) handles parking; long-range RADAR (up to 250 m) enables highway adaptive cruise 
control and autonomous emergency braking. 

5.3 Cameras, GNSS, Ultrasonic, and Infrared 

Camera systems (Sony IMX490, On Semi AR0820) with 120 dB+ HDR capability provide the highest information density. A full 
ADS deploys 8–12 cameras. GNSS is augmented with RTK or Precise Point Positioning (PPP) for sub-decimeter accuracy. 
Ultrasonic sensors (40–70 kHz) handle close-range detection (0.1–8 m). Infrared thermal cameras supplement visible cameras 
for nighttime pedestrian detection. 

6. SENSOR FUSION ALGORITHMS 

Sensor fusion combines heterogeneous sensor data into a coherent environmental model one of the most algorithmically 
complex components in the ADS stacks. Figure 3 illustrates the complete processing pipeline. 

 
 

Fig. 3: Sensor Fusion Processing Pipeline Raw Sensors to Scene Graph 

6.1 Kalman Filtering Variants 

The Extended Kalman Filter (EKF) and Unscented Kalman Filter (UKF) recursively estimate vehicle and object states by 
combining noisy measurements with a motion model, weighting contributions by measurement covariance matrices. The EKF 
underpins many commercial ADAS implementations due to its efficiency on embedded MCUs. Particle filters (Monte Carlo 
Localization) excel in highly non-Gaussian environments and global re-localization after GPS outages. 

6.2 Deep Learning Fusion & Scene Representation 

End-to-end neural fusion networks (Point Pillars, Centre Fusion, BEV Fusion) jointly process LIDAR point clouds and camera 
images in Bird's Eye View (BEV) space. Deployment on embedded NPUs requires INT8/FP16 quantization and pruning to 
meet the sub-50 ms latency budget. Probabilistic occupancy grids and dynamic scene graphs maintain spatial occupancy 
probabilities and encode object identities, semantic labels, and predicted trajectories for downstream planning. 

7. REAL-TIME OPERATING SYSTEMS (RTOS) 

7.1 AUTOSAR Classic and Adaptive 

AUTOSAR Classic targets deeply embedded ECUs with strict real-time requirements on MCU-class hardware. AUTOSAR 
Adaptive (2017) targets high-performance SoC platforms running POSIX-compliant OS kernels, enabling dynamic service 
deployment, C++14 development, and SOME/IP/DDS communication middleware — critical for ADS compute domains. 

7.2 Hypervisors, Linux, and ROS 2 

Type-1 hypervisors (QNX Hypervisor, Green Hills INTEGRITY-178) provide hardware-enforced partitioning; ensuring ASIL-D 
tasks cannot be compromised by QM domain faults. Linux with RT_PREEMPT patches and ROS 2 are widely deployed in 
higher-level planning stacks on L4 platforms (Waymo, Cruise, Motional), offering standardized message-passing infrastructure 
and an extensive ecosystem for accelerating research. 
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8. ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING 

8.1 Object Detection and Segmentation 

CNN architectures YOLOv8, EfficientDet, DETR, BEVFormer deliver real-time detection and classification of vehicles, 
pedestrians, cyclists, and road signs. Semantic segmentation models (SegFormer, DeepLab v3+) provide per-pixel class labels 
for drivable area delineation. Models are quantized to INT8 precision and accelerated on NPU/DSP engines for sub-20 ms 
inference latency. 

8.2 Behavior Prediction and Path Planning 

Graph Neural Networks (GNNs) and Transformer-based models (Trajectron++, GRIP++, Social-LSTM) predict multi-modal 
probability distributions over future agent trajectories. Deep Reinforcement Learning (PPO, SAC) and imitation learning from 
expert human drivers are used for planning policy bootstrapping. Frameworks NVIDIA TensorRT, Apache TVM, Qualcomm 
SNPE optimize model graphs for specific hardware targets via layer fusion, kernel auto-tuning and precision calibration. 

9. COMMUNICATION PROTOCOLS AND V2X 

The communication stack is a core Electronics and Telecommunication domain within ADS. Intra-vehicle buses include CAN (1 
Mbps), CAN-FD (8 Mbps), FlexRay (time-deterministic chassis control), and Automotive Ethernet (100BASE-T1 through 
10GBASE-T1) as the high-bandwidth backbone. SOME/IP and DDS serve as service-oriented middleware in AUTOSAR 
Adaptive environments. 

Vehicle-to-Everything (V2X) communication dramatically expands situational awareness beyond on-board sensor range. C-
V2X Direct (PC5 sidelink) enables direct vehicle-to-vehicle communication without infrastructure, while C-V2X Network (Uu 
interface) leverages 5G-NR for cloud and infrastructure messaging. Use cases include cooperative adaptive cruise control 
(CACC), intersection collision warning, emergency vehicle pre-emption, and real-time HD map updates. ISO/SAE 21434 and 
Hardware Security Modules (HSMs) address cybersecurity threats introduced by V2X connectivity. 

10. FUNCTIONAL SAFETY AND ISO 26262 

ISO 26262 defines the Automotive Safety Integrity Level (ASIL) framework from QM through ASIL D (highest integrity). ADS 
braking, steering, and propulsion sub-systems target ASIL D, requiring probability of random hardware failure below 
10⁻⁸/hour. ISO 21448 (SOTIF) addresses hazards from insufficient sensing or perception performance particularly critical for 
AI/ML components demanding exhaustive scenario coverage including edge cases and adversarial conditions. 

Systematic hardware redundancy includes: dual-redundant braking actuators (electric and hydraulic), steer-by-wire with 
redundant motor-controller pairs, dual power supply rails, dual-channel sensor configurations for safety-critical zones, 
watchdog timers, hardware lock-step execution, ECC memory, and periodic Built-In Self-Test (BIST) in ASIL-certified MCUs. 

11. INDUSTRY CASE STUDIES 

Figure 4 provides a quantitative performance comparison of leading industry platforms. Table 2 presents detailed 
specifications. 

 

Fig. 4: Industry Autopilot Platform Compute Performance Comparison (TOPS) 
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Table 2: Industry Autopilot Platform Comparison 

Company Platform Compute Sensors SAE Level 

Tesla FSD Chip 
v2 

2×72 TOPS 
NPU 

8 Cameras, RADAR, 
Ultrasonic 

L2+ (Target 
L4) 

Waymo Waymo 
Driver 

Custom TPU 
ASIC 

LIDAR, RADAR, 
Cameras 

L4 (geo-
fenced) 

NVIDIA DRIVE Orin 254 TOPS Camera, LIDAR, 
RADAR 

L2–L4 

Mobileye EyeQ6 
Ultra 

176 TOPS Cameras + LIDAR + 
RADAR 

L2–L4 

Baidu Apollo 5.0 Xavier + 
Custom 

LIDAR, RADAR, 
Cameras 

L4 
(robotaxi) 

 
Tesla's vertically integrated approach custom AI silicon, fleet training data, and OTA update pipeline enables rapid iteration 
unavailable to traditional OEMs. Waymo emphasizes hardware redundancy and multi-modal sensing for robustness in 
commercial robotaxi deployments. NVIDIA DRIVE Orin has been adopted by BMW, Mercedes-Benz, BYD, and 25+ OEMs as the 
dominant third-party compute platform. 

12. CHALLENGES AND LIMITATIONS 

• Long-Tail Scenarios: Rare, high-consequence edge cases are underrepresented in training data; simulation-based 
augmentation and adversarial scenario generation are active research areas. 

• Latency vs. Accuracy Trade-off: Deploying larger AI models within sub-50 ms latency budgets requires continuous 
algorithmic and hardware innovation. 

• Sensor Degradation: LIDAR performance degrades in heavy rain, snow, and fog. No single sensor modality provides 
adequate coverage in all conditions. 

• Cybersecurity Attack Surface: V2X connectivity and OTA updates introduce remote attack vectors requiring systematic 
mitigation throughout the vehicle lifecycle. 

• Regulatory Heterogeneity: Divergent frameworks (UNECE WP.29, NHTSA, EU AV Regulation) create certification 
complexity impeding cross-border deployment. 

• Ethical Decision-Making: Encoding ethical priorities in motion planning algorithms remains philosophically contentious 
and legally unresolved. 

• Data Privacy: High-resolution continuous sensor data collection raises significant privacy concerns requiring robust 
anonymization and governance frameworks. 

13. FUTURE DIRECTIONS 

13.1 Neuromorphic Computing 

Neuromorphic processors (Intel Loihi 2, IBM NorthPole) mimic event-driven sparse neural computation, offering potential 
order-of-magnitude energy efficiency improvements for perception. Event-based cameras (Dynamic Vision Sensors), 
outputting per-pixel change events rather than full frames, are a natural complement for neuromorphic pipelines of direct 
relevance to electronics and signal processing research. 

13.2 5G-V2X and Cooperative Driving 

5G-NR URLLC slices enabling sub-10 ms V2X round-trip latency will support cooperative perception sharing sensor data 
between vehicles and platooning at highway speeds. Fusion of off-board perception from roadside units (RSUs) with on-board 
sensing will dramatically extend effective perception range beyond physical sensor limits. 
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13.3 Foundation Models and Formal Verification 

Large-scale vision-language-action foundation models trained on internet-scale video and text show promise for zero-shot 
generalization to novel driving scenarios. World models learned internal simulators enable planning through imagination, 
reducing real-world data requirements. Certifying AI under ISO 26262 requires new formal verification approaches: abstract 
interpretation, SMT-based neural network verification (Marabou, α,β-CROWN), and coverage-guided neural network fuzzing. 

14. CONCLUSION 

This review has systematically examined the embedded systems architecture of modern autopilot car systems across 
hardware design, sensor technologies, fusion algorithms, real-time operating environments, AI integration, communication 
standards, and functional safety certification. The field demands simultaneous mastery of silicon design, machine learning, 
real-time software engineering, and automotive standards representing a convergence of core Electronics and 
Telecommunication Engineering disciplines. 

Current Level 2+ commercial implementations and limited Level 4 deployments demonstrate that the core technical barriers 
are surmountable, yet significant challenges remain in long-tail scenario handling, adverse-weather sensing, regulatory 
harmonization, and AI safety certification. The convergence of 5G-V2X, edge AI, neuromorphic computing, and foundation 
models promises substantial advances in the coming decade. As embedded systems engineers, the opportunity before us is to 
design systems that are not merely functional, but provably safe worthy of the trust society places in them when human 
drivers are no longer in control. 
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