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Abstract - The confidentiality of patient information is very 

important; this is because it contributes to the efficiency of 

healthcare delivery. The willingness of patients to disclose 

their information is based on the trust that their information 

is kept secret.  

This study looked at a way to enhance Triple Data Encryption 

Algorithm (TDES/TDEA) to secure HL7 message or data on 

transit. The study looked at encrypting the encoded and 

validated HL7 message before transmission; the message was 

encoded and encrypted. Upon arrival at its destination, the 

message was decrypted and decoded thereby securing 

patients' data. The findings of the research show that, in order 

for any information sent through an HL7 Messaging System to 

be secured, to facilitate hospital–patient trust and 

confidentiality, there is the need for an Enhanced Triple Data 

Encryption Algorithm (ETDES). 
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1. Introduction 

Due to the increasing need to understand hospital-

patient and even workers of health facilities status and 

behavioural patterns, hospitals amass a great deal of 

confidential information about their employees, 

patients, medical products, research and financial 

status. Most of these information are collected, 

processed, stored on computers, then transmitted 

across networks to other computers (1). 

 

It has also been realized that, management of 

healthcare information in relation to time and cost is  

very important since human lives are at stake. A lot of 

clinical applications are now in existence that operates 

within individual healthcare institutions; there is the 

need for some kind of interoperability or common level 

of information system that manages healthcare 

information across the nation.  

 

Though many of these institutions are aspiring to 

achieve this goal, it has been realized that, many of 

their systems are incompatible (2). Furthermore, 

securing data during transmission across networks is 

another major concern to be considered to ensure the 

realization of this kind of common platform in the 

nation. 

 

According to Mweebo (3), patients' privacy is 

paramount because any disclosure of personal health 

information such as the HIV status of the patient may 

result in stigmatization, unemployment, and denial of 

medical benefits. In addition, patients are likely to 

suffer financial losses from illegal transfer of finances if 

billing information is accessed by unauthorised staff.  

Vithiatharan, (4) indicated that, although attempts are 

being made to hide medical data, it does not guarantee 

its full protection. 

In the case of Ghana, when a patient is being 

transferred from one hospital to the other, a transfer 

form will have to be completed by the medical officers 

initiating the transfer. This will include medical records 

like the patients history, current condition, drugs 

administered, observation made, just to mention a few. 

Since this is a human institution, the tendency to 

introduce error is very likely or high. This process will 

take a lot of time; if this is an emergency situation, 

casualties may be recorded. What if there is a system 

that allows the medical records of the patient to be 

pulled or accessed seamlessly, from the hospital 

information system of another hospital with the use of 
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their health insurance number? In order to achieve 

this, Health Level Seven (HL7) will have to be 

implemented. 

HL7 refers to a set of international standards for the 

transfer of administrative and clinical data between 

software/web applications used by a variety of 

hospitals and healthcare providers (5). It was founded 

in 1987 (5) and has a number of benefits:  

 It facilitates the seamless exchange of data 

between health and medical institutions.  

 Health providers can use HL7 interface engine 

to achieve the benefits that come with current 

legacy systems (Information Systems) without 

any major investment in new technologies; this 

lowers cost and extends the life and efficiencies 

of existing systems.  

 There is also an opportunity to connect with 

systems outside the healthcare provider, which 

include providers of outsourced services like 

radiology (6). 

However, there are few problems with the HL7. 

Although it makes it possible for seamless data 

exchange, data being transferred over a network is not 

safe and can easily be intercepted and read by anybody 

with little knowledge about HL7 standards (7) 

 

2. Related Work 

Triple Data Encryption Standard Algorithm 

Triple DES in cryptography is refered to as Symetric 

Block Cipher, It applies  Data Encryption Standard 

Cipher Algorithm three times to each block of data (8). 

The TDES process is made up of the following steps: 

the user generates and distributes a 3TDES key K, 

which is made up of three different DES keys K1, K2 

and K3. This implies that the actual 3TDES key has 

length 3×56 = 168 bits (9). The encryption scheme is 

shown belows: 

 
Figure 1. Encryption and decryption process of TDES 

Given a plaintext message, the first key is employed to 

encrypt the plaintext; The second key is also employed 

to decrypt the encrypted message. Since the second key 

is not the right key but in a new form, this decryption 

just scrambles the data further. The twice-scrambled 

message is then encrypted again with the first key to 

yield the final ciphertext (10). 

According to Alanazi et al, (11), There has always been 

a suspicion of Triple DES  because of how it works, 

since the origional Algorithm (DES) was not designed 

to work this way; but no serious flaws have been 

uncovered in its design. 

 

Weerasinghe et al., (12) proposed a protocol that 

provides security and privacy services such as user 

anonymity, message confidentiality, message privacy, 

user authorization, user authentication, and message 

replay attacks. The patient is validated with the 

proposed protocol at the healthcare service to make 

sure they are registered patient. The identity and 

medical records of the patient is made anonymous and 

linked in a single report. The real identity of the patient 

can be securely reverse tracked: Thus using the 

temporal identity of the patient to determine his or her 

real identity. 

 

Chao, Twu, & Shu, (13) proposed a patient-identity 

security system, that comes with an identity cipher and 

decipher, and a user-authentication protocol, that will 

ensure the authentication and confidentiality of 

patients' electronic medical records (EMRs) at rest and 

during transit. To sustain the EMR confidentiality, 

three logical-based functions and a data-hiding 
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function is used by the identity cipher/decipher to 

encrypt/decrypt a patient's identifying data and 

medical details in an EMR. The scrambled text of the 

patient's identifying data is patient-EMR related, 

whereas that of medical details is healthcare agent-

EMR related. The user-authentication protocol which is 

based on a public key infrastructure (PKI) uses 

certificates and dynamic cookies for 

identification/verification in order to support the 

authentication of an EMR. 

Anderson, (14) focused on the move by UK government 

to centralise patient records whilst putting the security 

of medical records at risk and will in turn jeopardise 

patient confidentiality. There are claims that privacy 

issues will be curtailed by mechanisms in place in the 

centralized system by way of role based access controls 

which are expected to limit patient record access by 

clinicians who claim to have a relationship with 

patients. This will be done by a page popping up asking 

the clinician whether they have the consent of the 

patient to view their medical records. It is very 

tempting for the clinical staff to click yes in order to 

view the medical records.  

He further explained that they will make use of ‘Sealed 

Envelops’. This is a feature that will allow sensitive 

date of patients to be sealed; this is to prevent ordinary 

clinicians from having access to that sensitive data. If a 

clinician outsides the care group access the data, an 

alert is sent to the privacy officer of the care group. 

There is a further option of the record to be ‘sealed and 

locked so that clinicians outside the care group will not 

even know of its existence. They hope to build patient’s 

confidence by deploying this feature.  However, other 

systems that communicate with the centralised system 

will have access to the sealed and lock data. Medical 

records will also be made available upon demand by 

the law. The data will be 'anonymised' just by merely 

replacing the name and address with the postcode, 

date of birth and NHS number. This is a clear indication 

that the level of confidentiality here is minimal. 

 

(14) proposed the facilitation of the secondary record 

access where sealing will be accomplished by marking 

data with HL7 codes which is created for that purpose 

rather than encrypting the data and keeping the 

private key on the same patient card. 

A critical look at (14) proposal indicates that it is a 

laudable idea. This is because HL7 facilitates seamless 

communication between two hospital management 

systems at the same time making patient records 

difficult to understand. On the other hand there is a 

disadvantage with just using the HL7 for data transfer. 

What happens when a user who is very familiar with 

the HL7 codes chances upon these sensitive data of a 

patient? They can easily make meaning out of the HL7 

codes. In this case using only HL7 for systems 

communication is not enough. There should be a way 

to further make the sensitive data difficult to 

understand even when you are able to access it. 

 

Benyoucef et al., (2011) investigate the suitability of 

web service orchestration and choreography, two 

closely related but fundamentally different 

methodologies for modelling web service-based 

healthcare processes. The study showed that Hospital 

Management systems will have to interact with each 

other in order to exchange data. Data which is the 

lifeblood of healthcare is very paramount in the 

healthcare industry implying that it will have to be 

available for the right task at the right time.  This can 

be achieved by use of protocols or communication 

channels such as HL7 (15). 

Security was one of the important factors they 

indicated must be considered for healthcare systems 

development. This is because models are the blue print 

of systems; they should represent security features as 

well.  

They also talked about privacy which is currently an 

issue and requires a lot of attention. They therefore 

proposed embedding privacy features in modelling 

languages. Privacy is vital in healthcare as most 

processes involving interactions with other 

organizations such as insurance companies, police 

departments, external laboratories, and other 

healthcare enterprises, carry private patients’ data as 

well as private implementation details about internal 

processes. 

The recommendations given above are essential, 

however, the limitation to the recommendations is the 
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fact that they failed to add a precise solution on how to 

achieve security and privacy in patient data access and 

exchange. This is a growing concern to every individual 

who patronises health services in a way or the other. 

 

One will agree that, the compliance of compulsory 

standards set by government is not enough to ensure 

patient confidentiality or data security. More will have 

to be done to ensure these features in the health care 

sector (16). 

Themistocleous (17), identified that data security and 

patients’ confidentiality are clearly significant 

challenges to healthcare, and beyond the boundaries 

organizational structures and roles, specific testing, 

standards, policies and best practices are needed. 

Although the challenges have been identified, there are 

no solutions to address these challenges. It is apparent 

that, a lot of researchers are concentrating on how to 

secure data and by so doing ensure patient 

confidentiality. It is an established fact that, there is 

nothing like hundred percent (100%) security. It is 

difficult to hide data that is accessed every now and 

then. How do you hide data that is being transferred on 

a network, or messages that are exchanged by systems? 

Messages travelling on a network can easily be 

intercepted by any user on the network. When the data 

is being transferred using HL7, it becomes quite 

obfuscated but not completely secure. This is because 

anybody with the requisite skills in the HL7 codes can 

make meaning of the intercepted HL7 message. Hence 

HL7 alone is not the solution to ensuring patient 

privacy and data security.  

To ensure that data intercepted on the network is not 

used by the wrong person, ETDES Algorithm will have 

to be implemented. The system sending the HL7 

encoded messages will have to encrypt the message at 

the sending stage. In this case, if any unauthorised user 

intercepts this message, they cannot make meaning out 

of the message. They will require a private key to be 

able to decrypt the encrypted message which is already 

encoded using HL7 standard. When the message gets to 

its destination, it will then be decrypted using the 

private key of the encryption algorithm.  

A strong encryption Algorithm will require that it is 

fully open to public scrutiny and comment to ensure a 

comprehensive, transparent analysis of the design (18). 

 

Theories backing Encryption 

A message in transit or Storage may be protected by 

encryption (Fig. 2-2). M being the input represents 

plaintext. The cipher text C= (K, M), an 

incomprehensible form of the original plaintext, is 

computed as a function and a finite secret cipher key K. 

By applying an inverse transformation M= (K, C), 

the plaintext may be recovered by the valid receiver 

from the cipher text. The sender and receiver will both 

share a secret key K that should be made available only 

to the two parties using a secured means (19). 

 

 
Figure 2-2, source : (19) 

 

Some ciphers are implemented in software, others in 

Smart-Cards, FPGAs etc. and requires different 

implementation techniques. A mismatch between the 

application area, selected cipher, and target technology 

may decrease the technical efficiency obtained. It is 

obvious that no matter how efficient and flexible a 

cipher may be, it will not be optimal enough to meet 

these challenges. Therefore, a cryptographer will have 

to implement a cipher that includes general 

computational process with all construction 

parameters kept secret; this will make it difficult for a 

cryptanalyst to solve (19) 

The most basic method of attack for any cipher is brute 

force; where each key is tried until the right one is 

found. The key length is the determinant of possible 

number of keys which makes this kind of attack 

feasible. The strength of an encryption is tied directly 

to the size of key. Unfortunately, the more the size the 

more resources required for computation.  

Chapple, (20) argued that, encryption is a data-centric 

security control; it does not protect your physical 

device but rather prevents unauthorized users from 
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gaining access to your information. Encryption cannot 

prevent someone from hacking into your system with 

an inappropriately configured firewall. It will, however, 

prevent the hacker who gains access to a device from 

stealing sensitive data. 

 

3. Methodology 

This study adopted the design science research 

methodology in developing a system to meet its 

objectives. The study explored detailed steps and 

processes used in the subsequent sections. 

 

ETDES Algorithm 

Step 1: Start 

Step2: Set Private Key=XXXXXXXXXXXX 

 Set Hashing = True 

Step 3: Get Plain Text 

Sep4: Convert Plain Text to Bytes 

Step5:  If Hashing=True 

  Convert Private Key to Bytes 

  Hash Private Key with 

MD5CryptoServiceProvider 

 Else 

  Convert Private Key to Bytes 

Step6: Set Triple Data Encryption Algorithm (TDES) 

Key= Hashed Private Key 

 Set TDES Mode to ECB 

 Set TDES Padding to PKCS7 

 

Step7: TDES.Encrypt(Plain text using Hashed Private 

Key ) 

Step8: Release resources used by TDES 

Step9: Convert Encrypted Text to Base64 

Step 10: Stop 

Start

Set Private Key

Set Hashing to True

Get Plain Text

Convert Plain text to bytes

Is Hashing 

true?

Hash Private Key with 

MD5CryptoServiceProvider

Convert Private Key to byte
Convert Private 

Key to byte

Set TDS Key to Hashed  Private Key

Set TDS Mode to ECB

Set TDS Padding to PKCS7

Encrypt Plain text with Hashed Private Key Release  resources used by TDS

Convert Encrypted text to base64Stop

Yes No

 
Fig 3-1 Flowchart for the encryption algorithm 

 

ETDES Decryption Algorithm  

Step 1: Start 

Step2: Set Private Key=XXXXXXXXXXXX 

 Set Hashing = True 

Step 3: Get Cipher Text 

Sep4: Convert Cipher Text from Base64 

Step5:  If Hashing=True 

  Convert Private Key to Bytes 

  Hash Private Key with 

MD5CryptoServiceProvider 

 Else 

  Convert Private Key to Bytes 

Step6: Set TDES Mode to ECB 

 Set TDES Padding to PKCS7 

Step7: TDES.Decrypt(Cipher text using Encrypted 

Private Key) 

Step8: Release resources used by TDES 

Step9: Get Plain Text 

Step 10: Stop 
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ETDES Decryption Flow Chart 
Start

Set Private Key

Set Hashing to True

Get Cipher Text

Convert Cipher text from 

Base64

Is Hashing 

true?

Hash Private Key with 

MD5CryptoServiceProvider

Convert Private Key to byte
Convert Private 

Key to byte

Set TDS Key to Hashed Private Key

Set TDS Mode to ECB

Set TDS Padding to PKCS7

Decrypt Cipher text with Hashed Private 

Key
Release  resources used by TDS

Get Plain TextStop

Yes No

 
Fig 3-2 Flowchart for the decryption algorithm 

 

 

4. Outline of the System 

A context level diagram shows the relationship that 

exists between the system and the external entities 

that interact directly with the system. It always has 

the system in the middle with the entities 

surrounding it (21). 

 

HL7 

INTERFACE 

SYSTEM A

SYSTEM B

TRANSMIT HL7

MESSAGE

TRANSMIT  HL7 ACK 

MESSAGE

RECEIVE ACK

MESSAGE

RECEIVE HL7

MESSAGE

IMPLEMENT HL7 SPECIFICATION UPDATES

RECEIVE MSG. LOG  DETAILS 

REQUEST DETAILS OF 

TARGET FACILITY
MAP RECORDS OF 

DBASE TO FIELDS

SAVE FACILITY 

DETAILS

SAVE TRANSMISSION 

LOG DETAILS

STORE DETAILS OF FACILITY

ADMINISTRATOR

DECRYPT AND 

DECODE MESSAGE

ENCODE AND 

ENCRYPT MESSAGE

PHYSICIAN

SENDS HLG 

MESSAGE

 

Fig 4-1 Context Level Diagram 
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Event
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STANDARDS
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ENCRYPTION OF MESSAGE
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Fig 4-2 data flow diagram of the proposed 

system 

Results 

 

Figure 4-3: Patient's data encoded with HL7 messaging 

standard 

The Figure 4-3 shows patient's data encoded with HL7 

messaging standard. It is easy to make meaning out of 

the encoded message. When this kind of message is 

transmitted over a network, it can easily be intercepted 

and interpreted. 
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Figure 4-4: Encrypted Patient's data 

Figure 4-4 shows the results of the encrypted patient's 

data. It is not possible to make meaning out of this 

cipher text. This will make the patient data secured 

whilst on transit. A facility can decide to use or not to 

use SSL/TLS since the data is already encrypted.  

The solution proposed by this study makes security a 

default feature of the HL7 messaging standard. 

 

 

5. Conclusion 

The study employed the use of TDES Algorithm. The 

private key of TDES Algorithm is crucial for encrypting 

or decrypting a message, hence the need to protect the 

key.  

The Algorithm was enhanced by first hashing the 

private key with MD5CryptoServiceProvider (Hence 

ETDES). The hashed private key cannot be reverse 

engineered thereby protecting the private key. It is 

after the hashing of the private key, that it will be used 

to encrypt the HL7 message. 

The decryption process is similar to the encryption 

process. During the decryption, the private key will 

have to be hashed before it can be used to decrypted 

the encrypted HL7 message. 

 

6. Further Work 

HL7 is gradually gaining grounds in medical 

institutions. The focus is always on data at rest; 

medical facilities concentrate on securing data at rest, 

whilst securing data on transit is an option. Securing 

data on transit should be a default feature of the HL7. 

The study recommends the implementation of ETDES 

Algorithm with the HL7, which will encrypt the 

encoded HL7 message before transmission, then 

decrypt the encrypted HL7 message when it gets to its 

destination. This will ensure security of data on transit. 

Medical facilities will not have to worry about 

employing SSL/TLS. This is because intercepted 

message will not make meaning to an attacker, thereby 

protecting patient confidentiality. 
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