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Abstract - Now a days world that is characterized by  the 

rapid rise in the number of attacking or hacking issues and 

more especially using more superior methods, it is prudent 

that a lot of  IT research be intended for finding answer to the 

rising threats to the online or internet system , including the 

network itself and data and the information that carries and 

store from one location to another. Thus, information is a very 

important asset and must be kept confidential, have integrity 

and become available in order to be worth its name and be 

credible. The thought  of information security lead to the 

development of Cryptography. In other words, Cryptography is 

the science of keeping information secure. It includes 

encryption and decryption of data or messages. Cryptography, 

in addition to providing confidentiality, also provides Integrity, 

Authentication and Non-repudiation. Based totally on the key 

distribution, cryptography is categorized  into two important 

types-Symmetric Key Cryptography and Asymmetric Key 

Cryptography. In this paper, we’ve  surveyed the conventional 

algorithms, based on their benefits and drawbacks. We 

additionally have in comparison the significance of each these 

cryptographic techniques. This paper also offer an appropriate 

future opportunity related to these cryptographic techniques. 
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1.INTRODUCTION  
 

In Cryptography is the art of science or collection of 

techniques or tools used to protect the data and information 

during its transmission over the network . It involves 

encryption and decryption of messages. Encryption is the 

process of converting a plain text into cipher text and 

decryption is the process of getting back the original 

message from the encrypted text. Cryptography, in addition 

to providing confidentiality, also provides Integrity, 

Authentication and Non-repudiation. The crux of 

cryptography lies in the key involved and the secrecy of the 

keys used to encrypt or decrypt. Cryptography contains 

various abstraction levels of security  mechanism .Network 

administrator  provides  authorized access over the network 

by implementing network security and adoption of its 

provisions and policies to prevent unauthorized access. 

Authorization has always  been an integral part of the 

security mechanism. Cryptography has played a important 

role in curbing down most information threats such as the 

man in the middle and eavesdropping attacks that target 

data and information as it moves over the internet system. 

However, research carried out by professionals in the field 

indicates that there could be some gaps that need to be filled 

in the area of cryptography so as to attain a better security of 

data and information. 

 

1.1  Terms Used in Cryptography 
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Fig-1:General figure of cryptographic system 

• Plain Text – The original message is used to communicate 

with the other is defined as plain text. E.g. A send “ Hey 

”message to B. Here,  “ Hey ”is a plain text message. 

• Cipher Text - The non readableor  meaningless message is 

called as cipher text. In cryptography, the original message is 

converted into non readable message. E.g. –“2J9” is a cipher 

text produced. 

• Encryption - Encryption is a process of converting plain text 

into cipher text. Encryption techniques are used to send 

secret message by an insecure channel. Encryption process 

require an encryption algorithm and a key. Encryption takes 

place at the sender side. 
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• Decryption-  Decryption is the reverse process of 

encryption where it converts text into plain text. Decryption 

takes place at receiver side to obtain the original message 

from meaningless message. Decryption process requires 

decryption algorithm and a key. 

• Key – A key is a numeric or alpha numeric text. The key is 

used when encryption takes place on the plain text and at 

the time of decryption on the cipher text. In cryptography, 

selection of key is very important since the security of 

encryption algorithm depends on it. 

1.2 Purpose of Cryptography 

Cryptography provides a number of security aim to provide 

protection to information. Following are the aim of 

cryptography[1]. 

• Confidentiality – Ensures that transmitted information are 

accessible 

only for reading by the authorized parties. 

• Authentication – Ensures that origin of message is correctly 

identified, with an assurance that the identity is not false. 

• Integrity – Ensures that only authorized parties are able to 

modify the transmitted information. Modification includes 

changing , writing ,deleting of transmitted. 

Non repudiation –Requires that neither sender nor the 

receiver of message should be able to deny the transmission. 

• Access control – Access to information may be controlled by 

or for the target system. 

• Availability – Requires that information be available to 

authorized parties when needed. 

 1.3 Classification of Cryptography 

 1. Symmetric key cryptography– 

 It is also called secret-key or shared key cryptography. In 

Symmetric cryptography, same key is used for encryption 

and decryption. Key plays an important role in cryptography. 

The key should be distributed before transmission between 

two parties. This type of cryptographic technique is required 

because it provides faster service without using many 

resources [2]. The strength of symmetric key encryption 

depends on the size of the key. Data can be easily decrypted 

if a weak key is used in the algorithm. There are various 

symmetric key algorithms such as DES, 3DES or TDES, AES, 

Blowfish[3] 

 

 

    

 

Fig-2: Symmetric key cryptography 

2. Asymmetric key cryptography –  

It is known as public key cryptography. In asymmetric key 

encryption, two different keys are used for encryption and 

decryption - public and private key. The public key of the 

receiver is used to encrypt the plain text and only the 

authorized person can be able to decrypt the cipher text 

through his own private key. Private key is kept secret. This 

method is more convenient and provides better 

authentication as the privacy remains intact [2]. There are 

various symmetric key algorithms such as RSA, Diffie 

Hellman Key Exchange Algorithm, ECC (Elliptical Curve 

Cryptography) and Digital Signature. 

    

 

   Fig-3:Asymmetric key cryptography  
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2. COMPARISON STUDY ON GENERAL SYMMETRIC 

KEY ALGORITHMS 

The symmetric key cryptography are classified below- 

 

 

 

 

 

 

Fig-4:Symmetric Key Algorithms Classification 

Table- 1: Comparison Table For Different Symmetric Key 

Algorithms 

 

3. COMPARISON STUDY ON GENERAL ASYMMETRIC 

KEY ALGORITHMS 

Asymmetric key cryptography are classified below. 

 

 

 

 

 

 

 

Fig-5:Classification of Asymmetric Key Algorithms 

Table-2: Comparison Table For Different Asymmetric Key 

Algorithm 
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4. COMPARISON STUDY OF NEWLY PROPOSED 

SYMMETRIC KEY ALGORITHMS 

Table-3:Comparison Table For The Newly Proposed 

Symmetric Key Algorithms 
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5. COMPARISON STUDY OF NEWLY PROPOSED 

ASYMMETRIC KEY ALGORITHMS 

 
Table-4: Comparison Table For The Newly Proposed 

Asymmetric Key Algorithms 
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6. CONCLUSION AND FUTURE SCOPE 

This paper gives the basic terms and concepts of 

cryptography and Complete basic comparison  table among 

the popular Symmetric key algorithm and The Asymmetric 

key algorithms .A comparative study is very important for 

most researchers who want to know the most appropriate 

cryptographic techniques for use in their work.In Symmetric 

Key Cryptography, a single common key is for both 

encryption and decryption purposes. The sharing of this key 

becomes sometimes insecure. On the other part, Asymmetric 

Key Cryptography uses two different  keys to prevent any 

unethical get entry to the data. The public key remains public 

and the private key is not shared. This method ensures 

higher security than the former. Furthermore, the use of 

Digital Signatures in case of Asymmetric Key Cryptography 

provides high information confidentiality and non-

repudiation. Yet, Symmetric Key Cryptography has many 

well known applications due to its simplicity. To overcome 

the Man In The Middle Attacks or hacking case Biometric 

based cryptography will be the excellent choice because the 

biometric cryptography provide the Authentication. 

Biometric based authentication in Diffile Hellman Algorithm 

will reduce the Man in the middle attack problem. In future 

the Biometric based cryptography will give the new 

direction in for authentication and data security.  
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