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Abstract - Now a day internet use is increased rapidly, and 
business, organizations, industrial and many more data and 
information needs to be secure in real. In networking field 
communication and transmission of data from one side to 
another side is very common thing. But Distributed Denial-of-
Service (DDoS) attacks are very harmful in network and 
security. A DDoS attack is responsible for unavailable a 
machine or network resource to its connected users or clients. 
DDoS attack also able to do reduction in the efficiency or 
capability of the server for performing its work. That’s why 
DDOS attacks are very challenging issues in today’s world. The 
problem is increases when spoofed IP addresses are present in 
the attack packets. In order to solve this critical situation of 
problem, we developed a new mechanism to reduce the impact 
created by DDoS attacks. Sometimes, even if the attacking 
traffic can be filtered by the victim side, here also the attacker 
may block the access of the victim by consuming the 
computing resources. It consumes a large amount portion of 
the bandwidth of the victim Network or machine. This 
research paper is proposes a Traceback-based Defense against 
DDoS Attacks (TBDA) approach to resolve this problem very 
goodly. In this paper, we designed one technique that is 
impressively filtered out the majority of DDoS attack traffic. 
So, our main objective or intention for this work is to 
improving the overall performance and quality of the 
appropriate traffic and also minimise the attack traffic to 
maintain the connection of service for better communication. 
Key Words:  DDoS Attack, IP Spoofing, IP Traceback, 
Packet Filtering, Traffic Control. 

1. INTRODUCTION  
 

  First of all, DDoS is nothing but Distributed Denial of 
Service, which is type of attack that utilizes multiple 
distributed attack sources. Basically, the attacker uses a 
large number of controlled agents or slaves also sometimes 
referred to as zombies, distributed in different locations to 
launch a large number of DoS attacks against a single target 
or multiple targets. For more clarification, consider one 
example related to DoS attack. Suppose we want to make a 
telephone call, but sometimes we are not able to connect. It 
will happen on major special holydays or in crowd. Actual 
reason behind it is that telephone system is designed to 
handle a limited number of call requests at a particular time. 
Suppose that an attacker wanted to make the telephone 
system unusable by customers or users. Making this 
repeatedly (call after call) is an attempt to make all circuits 

busy long time. This is example simply called a denial of 
service attack. 

We see some attacks happened in previous years one by 
one. In February of 2000, one of the first major DDoS attacks 
was done against Yahoo.com website. In this attack what 
happened is that the Internet was getting off for about 2 
hours continually [10]. Simple strategy of Distributed Denial 
of Service (DDoS) attack is that it uses many computers or 
machines IP’S to launch a large scale coordinated DoS attack 
against one or more targets PC’S. DDoS attack has the 
capability to slow down or break down victim’s computing 
and communication resources within a short period of time. 
The Distributed Denial of Service (DDoS) attack is also a 
bandwidth attack, where attack traffic is directed from 
multiple distributed sources, that’s why the attacking power 
of a DDoS attack is based on the huge number of multiple 
sources [11]. Hence, the DDoS attack is more powerful and it 
can be consist of all types of traffic to the victim or that 
particular user’s network connection and communication.  

In this study, we propose a distributed system to detect 
and avoid to a large DDoS attacks. Actually the most common 
DDoS attacks target is the computer networks bandwidth or 
connectivity and our goal is to recover or avoid these types 
of situations or conditions very simply. In Section II we 
described related work, in which we describes what type of 
work and solution is implemented in this paper. In Section III 
we present DDoS Defence System overview. In Section IV we 
present Image Processing which is for more deep study in 
sending simple request to a server. In Section V we described 
Classification in DDoS. In Section VI we described 
Experimental Results.  
 

2. RELETED WORK 
 

We don’t have more ideas and solutions against the DDoS 

attacks problem but in this paper we present some structure 

and solutions to avoid the DDoS attacks and analyze and 

classify the solutions to the DDoS attacks easily. Using total 

concept of each solution, we understand about the 

effectiveness of the solutions and our main purpose is to 

clearly describe the existing problems. So that why, a better 

way for understanding of DDoS attacks can be achieved or 

obtained from more efficient defense mechanisms systems. 

The DDoS defense mechanism is divided into major three 

parts [14]. These three parts are nothing but: Survival 
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Mechanisms from DDoS, Proactive techniques against DDoS 

and Reactive Mechanisms against DDoS [6]. The distributed 

behaviour and working of DDoS attacks makes them 

extremely difficult to detect or traceback and defend. 

Attackers normally use spoofed or we also called as fake IP 

addresses in order to hide their own true identity and 

information, which makes the traceback or detection of 

DDoS attacks even more and more difficult.  

There are lots of attacks had been launched in different-

different organizations since summer of 1999 [1]. See, in 

February 2000, most famous site Yahoo.com is in under 

attack of DDoS for near about 2 hours. Also in [1]-[9] stated 

that in October 2002, several root servers are get shut 

downed for an hour. The region behind is that DDoS Attacks 

[1]-[10].  Another big DDoS flooding attack was happened in 

February 2004, on SCO group website [1]-[11]. 

So that’s why it’s important to defence against this type of 
attacks in real activity. When an attack is detected and 
recorded, the next thing is that to find out who is the 
originator behind this attack.  This turns out to be a really 
hard problem in the Internet. But no need to worry about 
that because the solution is given in this research and also it 
is helpful for us to defeat DDOS. 
 

3. DDoS DEFENCE SYSTEM 
 

At the time of launching an attack, the attacker can include 
spoof IP addresses in the attack packets to hide their own 
identity for being traced and blocked from anyone, so as to 
continue its attack one victim. The source address being 
distributed along the large amount of different spoofed 
addresses and it uses some detection tools to identify the 
traffic problems [12]. 

We developed one system which is very strong and faster 
to detect a DDoS attack very easily. Attacker uses various IP 
addresses to do attack and jam the server or slowing down 
the server. But Our DDoS detection and defence system is 
able to prevent and avoid attack. So, by using previous paper 
and our research we implemented this project or system 
successfully. Now it’s time to know more about DDoS Attack 
and DDoS detection and defence System.  

One figure include in this section which is DDoS defence 
system, it is a main working and architectural flow diagram 
which we have implemented. Look, In order to design a 
strong and effective DDoS defense mechanism, we done an 
intensive survey has been proposed on the DDoS attack as 
well as its existing solutions. Throughout the study, we 
discover that by activating this block system into our machine 
we can able to avoid it. 

 
 

 
Fig -1: DDoS Defence System 

 

See, the attacker communicates with many numbers of 

masters to recognise which agents are running on that time, 

when to schedule attacks for completing the target, and 

when to upgrade particular agents. Usually, attackers will try 

to place the master software agent on a specific router or 

network server which can be able to handles large amount of 

traffic. That’s why they make it more complicated to identify 

messages between the master and agents. These users of the 

agent systems are typically have no knowledge that their 

system has been compromised and considering that they are 

now part of DDoS attack. When involving in a DDoS attack, 

each and every agent program uses only a small amount of 

resources like both memory and bandwidth also [2].  

In the figure 1, see there is one client or normal user, one 

server and many agents with one attacker. Now, this attacker 

is going to make a feck requests by using these agents and 

going to slow down and mix with normal client and servers 

connection. But in our developed system server in more 

powerful to identify that which is normal client and who is 

attacker. After that it blocks IP address of that attacker and 

it’s done.  

The client under attack is defined as primary victim 
(Masters), while the hosts used to launch this attack are often 
called secondary victims (Agents). The use of secondary 
victims in performing a DDoS attack provides the attacker 
with the ability to create and perform a much larger and 
more disruptive attack, while making it more difficult to 
track down the original attack source.[9]. 

4. IMAGE PROCESSING SYSTEM 
 

In this section we described about image processing 
algorithms or functions which we are used in this system for 
just forwarding simple request to the server. Need of this 
technique in our project or system is that just sending image 
as request to server for processing it. That’s why we are not 
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implemented as well as required more image processing 
algorithms for our project. Those algorithms are following: 

4.1 GreyScale 
This is simple image processing algorithm which is 

commonly used for image without apparent color. The 
darkest and more possible color is black, which is total 
absence of transmitted or reflected light. RGB means 
RED, GREEN and BLUE colors. By using this RGB all 
colors get creates. This GrayScale image is also called as 
black-and-white image. Conversion of Colored image into 
GrayScale image is a task of server in this project. 

4.2 Thresholding 

Thresholding is a one of the simplest method for 
image segmentation. From a GrayScale image, 
thresholding is used to create binary images. It replaces 
each pixel in an image with a black pixel if image 
intensity is less than some fixed constant or white pixel 
if the image intensity is greater than that constant. Color 
image can also able to convert into a threshold. The HLS 
and HSV color models are mostly used. 

4.3 Blur 

This one is used for creating an image that image does 
not represents single instance of time. Fast moving 
object etc. comes under this type of image conversion. 
Means image get created in this shade is blur or motion 
blur. Because of the effect is caused by the relative 
motion between objects, motion blur can be used for 
creating these types of images. 

These types of image conversion algorithms applied in our 
system for making system more useful also. By using these 
techniques we can also do image blur, threshold and 
GrayScale with security.  

 

Fig -2: Image Processing Methods 
 

See the figure 2, it shows that the DDoS defence system’s 
image processing and actually what will be the way or 
process is happened in image request in project. It also 
shows that how a request is going to send by client to server 
by using necessary button. Working is also simple, we need 
to just load image, select method and request for processing, 

after that server get on work and process image and send 
back to the client if it is normal client or user only. 

 
 5. DDoS ATTACK TAXONOMY 
 

In this section we described DDoS attack taxonomy or 
classification of DDoS attack. There are a many DDoS attack 
techniques and types [6][10]. We present taxonomy 
(classification) of the DDoS attack in figure 3. There are two 
main categories of DDoS attacks: Those are nothing but the 
Bandwidth Depletion and Resource Depletion. Here we see 
both categories one by one. 

 
Fig -3: Taxonomy of DDoS attack. 

 

5.1 Bandwidth Depletion Attacks:  
This mechanism is designed to mix out unwanted 

traffic into the victim network rapidly. This includes 
two more main classes of DDoS bandwidth depletion 
attacks. One of them is flood attack and it is more 
commonly applied. In this flood attack, it involves the 
agents or zombies for sending large amount of traffic 
into a victim system, for purpose of accessing large area 
of the victim system's bandwidth. Another attack is 
amplification attack for DDoS. In this attack, attacker or 
the agents (zombies) sending messages to a broadcast 
IP address and a reason behind it is that to amplifies 
malicious traffic that reduces the victim system's 
bandwidth [4]. The DDoS uses these both attack for 
access the connected network of user for attacking. 

 

5.2 Resource Depletion Attacks:  
A DDoS resource depletion attacks having capability 

of access a network resources of appropriate user or 
victims machine [14]. That means automatically server 
is get slow down. Sometimes the attacker sending 
packets to server for purpose of get misuse of network 
protocol for communications and sending bad packets 
that accessed well in network resources. 

 



          International Research Journal of Engineering and Technology (IRJET)      e-ISSN: 2395 -0056 

               Volume: 03 Issue: 04 | Apr-2016                       www.irjet.net                                                               p-ISSN: 2395-0072 

 

     © 2016, IRJET       |            Impact Factor value: 4.45         |             ISO 9001:2008 Certified Journal          |         Page 1972 
 

6. EXPERIMENTAL RESULT 
 

In the experimental result, first of all we need to send a 

request from client to server. For that purpose we used some 

image processing algorithms. Client sends request for 

processing it from server. So client sends one image for 

Grayscale, thresholding or blur. We are implementing just 

DDoS attack detection system that’s why we are not going to 

require more image processing algorithms because few 

algorithms are sufficient to run the system and detect attack.  

Now client is going to send request which we considered 

as image. Client loads image and sends it to the server by 

using one of the image processing function. Now server gets 

on work like analysing the requests and its time difference. 

Normal user can send 3-5 requests in one second [17]. But if 

more than 5-10 request are obviously attacker’s requests.  

 

Fig -4: DDoS Attack 
See the fig. 4. Time difference is in millisecond [17]. Normal 

request is in between thousands milliseconds but other side, 

attackers time difference is in bellow five hundred 

milliseconds. Like this way detection process is work. 

 

 

Fig -5: DDoS traffic rate with and without using TBDA 

System. 

Our system is able to maintain view log for analysing 

requests and data sets. Also self-security and protection 

system for a admin to secure itself by using log in 

functionality. Various image processing activities 

implemented in system like Blur, Thresholding and 

GrayScale techniques.  

 This project is able to run on single laptop or 

computer. Also its able to run on two machines or three 

machines. But in that case these machines are in network 

like hotspot or in LAN connection [17]. One machine can 

hold client and admin module and another machine holds 

attacker to do attack. If requests are coming in large strength 

then server identifies attacker by using view log and declare 

it as an attacker. But image is not processed sent by attacker, 

server send same image to the attacker as it is without 

processing. And if it is a normal user request then server 

processes it as per requirement and send output to the client 

very faster way.  

7. CONCLUSION 

  This paper describes deep information about 
Distributed Denial of Service attack. And for security 
purpose we developed one awesome system to traceback 
and defence against DDoS attack. The main this is that 
attackers request of processing is captured and does not 
processed. That means it is blocked without knowing them. 
For future work, we need to implement and evaluate the 
securing of the TDDA system itself.  

In this paper, we have presented taxonomies or 

classification of DDoS attacks, an overview of DDoS attacks, 

DDoS attacks detection and defense schemes, and overall 

architectural view, Image processing with Experimental 

results and related terms. DDoS attack creates various types 

of issues related to our network communication and data 

transfer. Because of this, a possible solution is needs to be 
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developed to detect DDoS attacks. The key behind it is that, 

we improved the quality, for network servers and help to 

solve the DDoS problem and to facilitate more 

comprehensive solutions.  
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