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Abstract— In the digital world using technology and new 
technologies require safe and reliable environment, and 
it also requires consideration to all the challenges that 
technology faces with them and address these challenges. 
Cloud computing is also one of the new technologies in 
the IT world in this rule there is no exception. According 
to studies one of the major challenges of this technology 
is the security and safety required for providing services 
and build trust in consumers to transfer their data into 
the cloud. In this paper we attempt to review and 
highlight security challenges, particularly the security of 
data storage in a cloud environment using Erasable 
Correcting Code. Also, provides some offers to enhance 
the security of data storage in the cloud computing 
systems. We propose an effective and flexible distributed 
scheme with explicit dynamic data support to ensure the 
correctness of users’ data in the cloud.   
 
Keywords— Cloud Computing, security challenges Cloud 

computing Security, Erasable Correcting Code 

I. INTRODUCTION 

Cloud Computing [1] provides us a means by which we can 
access the applications as utilities, over the Internet. It allows 
us to create, configure, and customize applications online. It 
offers online data storage, infrastructure and application. The 
term Cloud refers to a Network or Internet. In other words, 
we can say that Cloud is something, which is present at 
remote location. Cloud can provide services over network, i.e., 
on public networks or on private networks, i.e., WAN, LAN or 
VPN. Applications such as e-mail, web conferencing, customer 
relationship management (CRM), all run in cloud.  

The cloud makes it possible for users to access information 
from anywhere anytime. It removes the need for users to be 
in the same location as the hardware that stores data. Once 
the internet connection is established either with wireless or 
broadband, user can access services of cloud computing 
through various hardware. This hardware could be a desktop, 
laptop, tablet or phone. 

From the perspective of data security, which has always been 
an important aspect of quality of service, Cloud Computing 

inevitably poses new challenging security threats for number 
of reasons. 

1. Firstly, traditional cryptographic primitives for the purpose 
of data security protection cannot be directly adopted due to 
the users’ loss control of data under Cloud Computing. 
Therefore, verification of correct data storage in the cloud 
must be conducted without explicit knowledge of the whole 
data. Considering various kinds of data for each user stored in 
the cloud and the demand of long term continuous assurance 
of their data safety, the problem of verifying correctness of 
data storage in the cloud becomes even more challenging. 

2. Secondly, Cloud Computing is not just a third party data 
warehouse. The data stored in the cloud may be frequently 
updated by the users, including insertion, deletion, 
modification, appending, reordering, etc. To ensure storage 
correctness under dynamic data update is hence of 
paramount importance. 

These techniques, while can be useful to ensure the storage 

correctness without having users possessing data, cannot 

address all the security threats in cloud data storage, since 

they are all focusing on single server scenario and most of 

them do not consider dynamic data operations. As a 

complementary approach, researchers have also proposed 

distributed protocols for ensuring storage correctness across 

multiple servers or peers. Again, none of these distributed 

schemes is aware of dynamic data operations. As a result, 

their applicability in cloud data storage can be drastically 

limited. 

In this paper, we propose an effective and flexible distributed 

scheme with explicit dynamic data support to ensure the 

correctness of users’ data in the cloud. We rely on erasure 

correcting code in the file distribution preparation to provide 

redundancies and guarantee the data dependability. This 

construction drastically reduces the communication and 

storage overhead as compared to the traditional replication-

based file distribution techniques. 
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II. CHARACTERISTICS OF CLOUD COMPUTING 

 

To better understand Cloud computing, the US National 

Institute of Science and Technology (NIST) define it as: “Cloud 

computing is a model for enabling ubiquitous, convenient, on-

demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned 

and released with minimal management effort or client and 

service provider interaction. This cloud model promotes 

availability and is composed of five essential characteristics, 

three service models, and four deployment models”. 

NIST define cloud computing essential characteristics as 

follows [3]: 

2.1 On-demand Self-service: A cloud user can individually 

provision computing capabilities, such as server time and 

network storage, thus, eliminating the need for a mediator, 

since the user can manage automatically and access the 

resources required as needed without requiring human 

interaction with each service provider. 

2.2 Broad Network Access: Regardless of the end-user 

platform, users benefit from the cloud and control them 

through standard mechanisms. 

2.3 Resource Pooling: Cloud resources, such as storage, 

processing, memory, and network bandwidth are pooled to 

provide for multiple clients using a multi-tenant model, 

according to the user’s demand. Private cloud may only be 

offsite at a location controlled by the owner or the provider 

may allow clients to specify general server locations. 

2.4 Rapid Elasticity: In the cloud, provided resources can be 

dynamically and elastically allocated and released. This 

provides scalability for more or fewer resources on demand 

automatically. This is one reason Denial-of-Service (DoS) 

attacks are decreasing, as companies with adequate cloud 

accounts are no longer vulnerable. 

2.5 Measured services: The control and optimization of 

resources is done automatically in the cloud using metering 

capability, according to the type of service storage, 

processing, bandwidth, and active user accounts. This 

provides transparency for both the cloud vendor and the 

clients by monitoring, controlling, and reporting resource 

usage for the utilized service. 

 

III. PROBLEM STATEMENT 

 
Moving data into the cloud offers great convenience to users 

since they don’t have to care about the complexities of direct 

hardware management. The pioneer of Cloud Computing 

vendors, Amazon Simple Storage Service (S3) and Amazon 

Elastic Compute Cloud (EC2) [19] are both well known 

examples. While these internet-based online services do 

provide huge amounts of storage space and customizable 

computing resources, this computing platform shift, however, 

is eliminating the responsibility of local machines for data 

maintenance at the same time. As a result, users are at the 

mercy of their cloud service providers for the availability and 

integrity of their data. 

From the perspective of data security, which has always been 

an important aspect of quality of service, Cloud Computing 

inevitably poses new challenging security threats for number 

of reasons. Firstly, traditional cryptographic primitives for the 

purpose of data security protection cannot be directly 

adopted due to the users’ loss control of data under Cloud 

Computing. Therefore, verification of correct data storage in 

the cloud must be conducted without explicit knowledge of 

the whole data. Considering various kinds of data for each 

user stored in the cloud and the demand of long term 

continuous assurance of their data safety, the problem of 

verifying correctness of data storage in the cloud becomes 

even more challenging. Secondly, Cloud Computing is not just 

a third party data warehouse. The data stored in the cloud 

may be frequently updated by the users, including insertion, 

deletion, modification, appending, reordering, etc.  

To ensure storage correctness under dynamic data update is 

hence of paramount importance. However, this dynamic 

feature also makes traditional integrity insurance techniques 

futile and entails new solutions. Last but not the least, the 

deployment of Cloud Computing is powered by data centers 

running in a simultaneous, cooperated and distributed 

manner. Individual user’s data is redundantly stored in 

multiple physical locations to further reduce the data integrity 

threats. Therefore, distributed protocols for storage 

correctness assurance will be of most importance in achieving 

a robust and secure cloud data storage system in the real 

world. 
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IV. ENSURING SECURITY IN CLOUD DATA STORAGE 

 

In cloud data storage system, users store their data in the 

cloud and no longer possess the data locally. Thus, the 

correctness and availability of the data files being stored on 

the distributed cloud servers must be guaranteed. One of the 

key issues is to effectively detect any unauthorized data 

modification and corruption, possibly due to server 

compromise and/or random Byzantine failures. Besides, in 

the distributed case when such inconsistencies are 

successfully detected, to find which server the data error lies 

in is also of great significance, since it can be the first step to 

fast recover the storage errors.  

To address these problems, our main scheme for ensuring 

cloud data storage is presented in this section. The first part 

of the section is devoted to a review of basic tools from coding 

theory that is needed in our scheme for file distribution across 

cloud servers. Then, the homomorphic token is introduced. 

The token computation function we are considering belongs 

to a family of universal hash function [20], chosen to preserve 

the homomorphic properties, which can be perfectly 

integrated with the verification of erasure-coded data [21]. 

Subsequently, it is also shown how to derive a challenge 

response protocol for verifying the storage correctness as 

well as identifying misbehaving servers. Finally, the 

procedure for file retrieval & error recovery based on 

erasure-correcting code is outlined. 

V. IMPLEMENTATION 

Implementation is the stage of the project when the 

theoretical design is turned out into a working system. Thus it 

can be considered to be the most critical stage in achieving a 

successful new system and in giving the user, confidence that 

the new system will work and be effective. The 

implementation stage involves careful planning, investigation 

of the existing system and it’s constraints on implementation, 

designing of methods to achieve changeover & evaluation of 

changeover methods. 

Modules 

Our Implementation of Security in Cloud Data Storage 

consists of multiple modules as described below: 

5.1. Client Module: In this module, the client sends the query 

to the server. Based on the query the server sends the 

corresponding file to the client. Before this process, the client 

authorization step is involved. On the server side, it checks the 

client name and its password for security process. If it is 

satisfied and it then received the queries from the client and 

search the corresponding files in the database. Finally, find 

that file and send to the client (figure 5.1 below). If the server 

finds the intruder means, it set the alternative path to those 

intruders. 

5.2. Cloud data storage Module: 

Cloud data storage, a user stores his data through a CSP into a 

set of cloud servers, which are running in a simultaneous, the 

user interacts with the cloud servers via CSP to access or 

retrieve his data. In some cases, the user may need to perform 

block level operations on his data. Users should be equipped 

with security means so that they can make continuous 

correctness assurance of their stored data even without the 

existence of local copies. In case users do not necessarily have 

the time, feasibility or resources to monitor their data, they 

can delegate the tasks to an optional trusted TPA of their 

respective choices.  

5.3. Cloud Authentication Server: 

The Authentication Server (AS) functions as any AS would 

with a few additional behaviours added to the typical client-

authentication protocol. The first addition is the sending of 

the client authentication information to the masquerading 

router. The AS in this model also functions as a ticketing 

authority, controlling permissions on the application network. 

The other optional function that should be supported by the 

AS is the updating of client lists, causing a reduction in 

authentication time or even the removal of the client as a valid 

client depending upon the request. 

5.4. Unauthorized data modification and corruption 

module: 

One of the key issues is to effectively detect any unauthorized 

data modification and corruption, possibly due to server 

compromise and/or random Byzantine failures. Besides, in 

the distributed case when such inconsistencies are 

successfully detected, to find which server the data error lies 

in is also of great significance 

Activity Diagram 

An activity diagram is characterized by states that denote 

various operations. Transition from one state to the other is 

triggered by completion of the operation. The purpose of an 

activity is symbolized by round box, comprising the name of 

the operation. An operation symbol indicates the execution of 

that operation. This activity diagram depicts the internal state 

of an object. 
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Figure 1 below shows the activity diagram of our 

implementation. 

 

 

 

 

 

 

 

 

 

 

 

 

                Figure 1: Activity Diagram 

Sequence Diagram 

The sequence diagrams are an easy and intuitive way of 

describing the system’s behaviour, which focuses on the 

interaction between the system and the environment. This 

notational diagram shows the interaction arranged in a time 

sequence. The sequence diagram has two dimensions: the 

vertical dimension represents the time and the horizontal 

dimension represents different objects. The vertical line also 

called the object’s lifeline represents the object’s existence 

during the interaction. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

      Figure 2: Sequence Diagram 

VI. CONCLUSION & FUTURE SCOPE 

 
In this thesis, we investigated the problem of data security in 

cloud data storage, which is essentially a distributed storage 

system. To ensure the correctness of users’ data in cloud data 

storage, we proposed an effective and flexible distributed 

scheme with explicit dynamic data support, including block 

update, delete, and append. We rely on erasure-correcting 

code in the file distribution preparation to provide 

redundancy parity vectors and guarantee the data 

dependability.  

We believe that data storage security in Cloud Computing, an 
area full of challenges and of paramount importance, is still in 
its infancy now, and many research problems are yet to be 
identified. We envision several possible directions for future 
research on this area. The most promising one we believe is a 
model in which public verifiability is enforced. Public 
verifiability, supported in allows TPA to audit the cloud data 
storage without demanding users’ time, feasibility or 
resource. 
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