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Abstract - Multimedia is the fast growing technology 
and almost all the mobile users need multimedia based 
applications. As mobile device have limited storage and 
simultaneously it cannot process other multimedia (video) 
application due to small RAM. Therefore we are using 
cloud for storing our information. But we cannot assure 
the security of our stored information in the cloud. The 
maintenance team of cloud environment may provide 
copyright protection but there is a chance of 
stealing/hacking our own confidential information by 
them. Robust reversible watermarking and RSA digital 
signature can solve this problem. These two techniques 
were used after the encryption algorithm and is used to 
protect the data in mobile cloud environment. It offers 
better security performance, increase the original 
information quality and confidentiality. 
Key Words: RSA signature, Robust reversible 
watermarking, data integrity and confidentiality. 
 

1.INTRODUCTION 
 
1.1 Mobile cloud environment 
“Mobile Cloud Computing is an infrastructure in which 
both the data storage and the data processing happen 
outside of the mobile device. The basic idea of Mobile 
Cloud Environment is Cloud Computing. Mobile Cloud 
Environment is the combination of Mobile Computing, 
Mobile Internet and Cloud Computing. By using this 
technology, resources can be shared and stored. 

The rapid development of multimedia applications 
such as electronic publishing, digitized images and 
videos etc., leads to the requirement of more storage in 
mobile phones. In order to avoid this problem, we use 
cloud for storing our information. Data (wireless 
multimedia applications) access over wireless networks 
are much faster. But we are not assured of data security. 
So the RSA digital signature and Robust Reversible 
Watermarking is used to solve the above mentioned 
problem.  

Data security in mobile cloud environment has to 
ensure the secured and reliable multimedia data 
transmissions between mobile users and the mobile cloud. 
However, the mobile cloud is maintained by third parties 
such as mobile cloud service providers and we cannot be 
trust them at all time. We can have contracts between users 
and mobile cloud service providers in order to ensure data 
security. This arise some potential risks, such as security 
attacks or misconduct of the mobile cloud provider. But 
users can trust themselves rather than mobile cloud security 
providers. Our design is user-oriented, and allows users to 
protect their data’s security and privacy. 

The receiver should have the confidence that the public 
key belongs to the originator otherwise any substitution by 
a duplicate public key would enable a "man in the middle 
attack" to negotiate the data. One mechanism for stating the 
authority of the relationship among the originator and their 
public key depend on certificates. They are issued by trusted 
authorities who generate and digitally sign certificates 
requisite entities (such as people and organisations) to their 
public keys. Unfortunately, mechanisms enable us to trust 
the signature of the trusted authority on the certificate. 

 

1.2 RSA algorithm 
 
RSA algorithm can be used to encrypt and decrypt the 

data being signed. RSA does not demand a particular hash 
function. So the protection of the signature and encryption 
are partly dependent on the choice of hash function used to 
compute the signature. It is an asymmetric cryptographic 
algorithm. RSA algorithm involves two keys: public key and 
private key. The public key is known to everyone, it is used 
to encrypt messages. Messages encrypted with a public key 
can be decrypted only with a private key. RSA algorithm can 
be used for key exchange, digital signatures, or encryption of 
small block data. This algorithm uses variable size 
encryption block and variable size key. RSA algorithm is 
widely used for establishing secure communications, 
authentication and the identity of service provider over 
insecure communication. In proposed scheme, RSA 
algorithm is used to find out the key pair for both mobile 
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user and cloud service provider. These keys are used to 
encrypt and decrypt the file. These two operations: 
sign and verify. 

If the signature generated is different or after being 
signed if the message is altered, then the chances of the 
verifying correctness are extremely small. The first step 
in generating an RSA signature is to apply a 
cryptographic hash function (reduces the message 
length to a short number, called the "hash value-160 bits 
long”) with two conditions being satisfied: 

 It is HARD to find a message with a specific or 

particular hash value. 

 It is HARD to find two messages having same 

hash value. 

Then the hash value is converted into an integer 
called the "message representative," with a length that is 
the same as the length of the RSA key. This is completed 
by applying a padding format to the resultant hash value 
or embedding the hash value to generate the message 
representative. In addition to this, padding format also 
provides additional security and serves as the primary 
differentiator among the several RSA signature schemes. 
The final step applies the RSA original signature to the 
message representative with the help of RSA private key 
to generate the signature. 

To forge a signature, an attacker needs to compute 
the RSA signature primitive without knowing the private 
key.  The signature verification process is 

 
Se=Pad(Hash(M))(mod N) 

 
Where S is the signature; M is the 

message; e and N are the public exponent and modulus 
from the public key; (mod N) means that equality is 
checked modulo N; Pad is the padding function; 
and Hash is the hashing function. 
 

1.3 HASH function 
 
A cryptographic hash function uses a message of 

arbitrary length and creates a message with fixed length. 
A hash function produces short and fixed length 
message, which is unique for each message. The main 
and foremost condition for the security of hash functions 
is that they should be one-way functions. Here in the 
proposed scheme hash of file is calculated so that 
integrity can be maintained. 
 Data Owner: Person who owns the data which 

is to be stored in cloud. 
 Third Party Auditor: Mediator between the 

Data Owner and Cloud Service Provider checks 
the integrity of the data stored on mobile cloud. 

 Cloud Service Provider: Cloud Service Provider 
provides the storage services to the mobile users.  

 
Third party Auditor checks the hash value and message 

to verify the integrity of the data. The integrity certification 
is given by the third party auditor which reduces a lot of 
work of the mobile user. In proposed method, RSA algorithm 
is used for performing encryption and decryption which 
affords message authentication. The hash function of the 
message is also calculated to provide security to the data. 
 

1.4 Reversible watermarking technique 
 

The art of secretly smacking and communicating 
information has increased the importance in the last two 
decades due to the progresses in generation, storage, and 
communication technology of digital content. Therefore, at 
the receiving end, the exact recovery of cover work may not 
be possible. Additionally, there occur certain applications 
that may not withstand even small alterations in cover work 
preceding to the downstream processing. In such kind of 
applications, reversible watermarking instead of 
conventional watermarking is employed. Reversible 
watermarking of digital content permits full extraction of 
the watermark along with the complete restoration of the 
cover work. There is a rapid evolution of reversible 
watermarking techniques and is highly desirable.  
 

2. EXISTING WORK AND METHODOLOGY 
 

In existing methods, traditional watermarking is used 
for data security while interacting among the mobile users 
and mobile cloud. Watermarking is one of the promising 
solutions for damage detection and protection of digital 
content. However, watermarking can cause damage to the 
delicate data present in the original information. Due to this, 
original information is easily corrupted. Therefore 
restoration of original data from the mobile cloud becomes a 
major issue making traditional encryption algorithms are 
less effective.  

In existing method, old compression algorithms are 
used before encryption and watermarking. The approach 
used in this paper hides target image in the host image using 
image watermarking and then it applies RSA algorithm for 
protecting watermarked image from tempering and 
subsequently it uses dictionary based compression 
approach to reduce size of encrypted watermarked image. 
The disadvantages of existing method are as follows: less 
effective, losses in recovery of original image, attacks from 
unauthorized users. 
 

2.1 Methodology 
 

The Asymmetric Encryption and robust reversible 
Watermarking Technique is used for securing the data in the 
mobile cloud environment which is less secure compared 
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with our proposed work. An improved PSNR value is 
achieved in our proposed method. 
 

2.2 Proposed work  
 

Fig-1 shows the proposed work. In this paper, data 
security is enhanced using a combination of RSA digital 
signature algorithm with robust reversible 
watermarking technique. Reversible watermarking 
allows full extraction of the watermarked image along 
with the complete restoration of the original data from 
the mobile cloud.  

 
Fig -1. Proposed Work 

 

2.3 Encryption and watermarking process 
 
, A confidential message is created by the mobile 

user to the mobile cloud via internet. That message is 
encrypted using RSA digital signatures (generates a 
public and private key) and the information is then 
watermarked using robust reversible watermarking 
algorithm in the cover image. Then the created 
embedded image is sent through internet and stored in 
the mobile cloud environment. 

 

2.4 Decryption and de-watermarking process 
 
STEP-1:Embedded image is extracted using reversible 

algorithm. 
STEP-2:Extraction of the secret message and cover 

image is separated. 
STEP-3:Decrypt the message with the generated hash 

value and compare it with the hash value 
generated in encryption side. 

STEP-4:If hash values are same, then the message will be 
decrypted or else it will not be decrypted.  

 

3. RSA DIGITAL SIGNATURE 

Digital signatures are increasing their importance as 
they gain authorized standing with traditional handwritten 
signatures. The RSA digital signature scheme applies the 
sender's private key to a message to generate a signature. 
The signature can then be verified by applying the 
corresponding public key to the message and the signature 
in the verification process, generating either a valid or 
invalid result. These two operations: sign and verify, 
comprise the RSA digital signature scheme. In fig-2 
paradigm refers to input. 

 
Fig-2 Creation and Verification steps of Digital Signature 

 
Fig-2 shows how the hash value is encrypted using either a 
public or private key. 

 

4. ROBUST REVERSIBLE WATERMARKING 
 

The promising solutions for watermarking are one of 
digital content for tamper detection and protection. 
However, watermarking can cause damage to the sensitive 
information present in the work under cover. At the 
receiving end, the recovery of cover work extract may not be 
possible. Additionally, there exist certain applications that 
may not tolerate even small distortions in work cover prior 
to the downstream processing. In process applications, 
reversible watermarking instead of conventional 
watermarking is employed. Reversible watermarking allows 
full extraction of the watermark along with the complete 
restoration of the work. For the last few years, reversible 
watermarking techniques are gaining popularity because of 
increasing some applications in sensitive and important 
areas, i.e., important military communication, medical 
department, and some law-enforcement. Due to the fast 
evolution of reversible watermarking techniques, a most 
recent review of research in this area is highly desirable. 



          International Research Journal of Engineering and Technology (IRJET)      e-ISSN: 2395 -0056 

               Volume: 04 Issue: 02 | FEB -2017                      www.irjet.net                                                                p-ISSN: 2395-0072 

 

 

© 2017, IRJET       |       Impact Factor value: 5.181       |       ISO 9001:2008 Certified Journal       |       Page 1820 
 

 

5. SOFTWARE TOOL 
MATLAB R2009b/MATLAB R2012a software is 

used. 

6. RESULTS AND DISCUSSIONS 

In this section, we demonstrate the effectiveness of 
our proposed methodology. The simulation is done on 
MATLAB2012a & analysis of PSNR and robustness of 
image. This method is applied to several images having 
different types of pixels. The first figure in Table-1 is a 
512X512 image which is encrypted and embedded using 
128 bytes of plain text and 128 bytes of original image in 
our experiment. In [1], the PSNR value for the same 
image is 34.1 dB. In our proposed method, the achieved 
PSNR value 43.626 dB. At the receiver side, data is 
extracted not with data loss. Other than this, PSNR 
values are calculated using different images having 
various pixel size and is listed below. 

Table-1 Images with different PSNR values 
Image with different pixel size. PSNR (dB) 

(512×512) 

 
 
 
 

43.626 

(300×168) 

 

 

44.597 

(300×168) 

 

 
44.3614 

6.1 Discussion 

6.1.1 PSNR 

It is the ratio between the maximum probable power of 
a signal and the power of corrupting noise that influences 
the fidelity of its representation. For this reason that many 
signals have a extremely extensive dynamic range. PSNR is 
typically expressed in terms of the logarithmic decibel scale. 
The PSNR (in dB) is defined as 

    ∑  (   )   (   )   (   )

   

 

Where, 
M and N are the number of rows and columns in the 

input images 

            ( 
     )    

Where,  
R is the maximum fluctuation in the input image data 

type and typically its equal to 255. 

7. CONCLUSION AND FUTURE ENHANCEMENTS 

In this paper, the proposed method has enhanced the 
data security between mobile user and mobile cloud 
environment. The combination of RSA digital signature and 
Robust Reversible watermarking is used to improve the data 
confidentiality and security for sending information to the 
mobile cloud providers. Along with this,  generation of an 
image key from the encrypted watermarked image increases 
the security. Surely the complexity of the process increases 
but at the same time an improved security is achieved. 
Future scope is to test implement the same algorithm on 
video and other multimedia contents. We also change the 
combination of encryption algorithms with different 
watermarking algorithms to improve the output message 
without any loss. 
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