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Abstract - In our paper, we increase the security on 
attribute based solution concepts and provide additional 
security for HASBE. This scheme is suggested for access 
governor in cloud computing. To achieve springy, accessible 
and fine-grain access control HASBE prolongs the cipher text 
policy attribute based encryption scheme. 
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1. INTRODUCTION  
 

We use the Hierarchical structure for registration 
i.e. first the Domain Authority on the cloud which will 
provide a unique id for the user. This unique id will be used 
for the user registration. After the successful login of the 
user, the user will be provided with two options, Data owner 
and Data Consumer. Since the user has not uploaded 
anything on the cloud so the user is not a data owner. After 
the user uploads the file in the cloud, master key is 
generated through attributes of that files. This master key is 
generated by bilinear mapping i.e. by using AND gate over 
some attributes.  

After the generation of the master key, the Secret 
Key is generated by applying OR gate over Public key 
(obtained by binary format of the user name) and Master 
key. For Encryption and Decryption of data Secret key is 
used. We use VMware for the storage of data. When the user 
becomes Data Consumer from Data Owner, the user need 
Secret Key to retrieve the data from the cloud. We prove that 
how HASBE system prolongs the ASB-Encryption algorithm 
with Hierarchical structure. We have shown that how access 
control is is done on cloud computing through HASBE. File 
creation, file deletion in cloud computing is support through 
this scheme.  Our project demonstrate that HASBE has good 
performance 

 
1.1 PROBLEM DEFINITION 
 

The existing system applies cryptographic methods 
by disclosing data encryption keys only to authorize users. 
For computing on the data owner for key distribution and 
data management, these solutions introduce a heavy load 
Many numbers of schemes have been proposed, for 
achieving flexible and fine-grained access control. 
Unfortunately, in our system the data holder and end user 
are one and the same. Since data holder and service 
suppliers are not in the same trusted domain in cloud, to 

over come that new access control scheme employing 
AB(Attribute Based) encryption is needed. 
  

2. RESEARCH AND RELATED WORK 
 
In the paper [1], for creating clouds architecture is provided 
and the cloud is defined using technologies such as Virtual 
Machines.  

 We recognize a algorithm for effective two-policy 
reconciliation, and show that, in the worst-case, 
reconciliation of more than three policies is inflexible [2]. Now, 
we suggest effective heuristics for the finding and resolution 
of intractable reconciliation. Depending on the policy model, 
we define the design and implementation of the policy 
language. 

 In this paper [3], we present a scheme for realizing 
multifaceted access control on encrypted data that we call 
Ciphertext-Policy Attribute-Based Encryption. By using our 
techniques encrypted data can be kept confidential even if 
the storage server is untrusted; moreover, our methods are 
secure against collusion attacks. Back in time, ABE system 
was using attribute for defining the encrypted information 
(or data) and also to develop policies into user keys; whereas 
in our system, attributes are used for describing a user's 
identification, and a party encrypting data defines a policy for 
who can decrypt. 

A Fuzzy IBE [4] scheme can be applied to allow encryption 
using biometric measurements as identities. The error-
tolerance of the Fuzzy IBE scheme is exactly what allows for 
the usage of biometric identities, which inherently comprise 
some amount of noise during each measurement. 

3. PROPOSED SYSTEM 

 We propose the HASBE: Hierarchical Attribute Set-
Based Solution in Cloud Computing.  HASBE extends the 
cipher text-policy attribute- set-based encryption (CP-ASBE) 
system with the hierarchical structure of the system user, so 
they can accomplish scalable, flexible and also fine-grained 
access control. Specifically, we assign each and every data file 
with a set of attributes and allocate each and every user an 
expressive access structure which is defined above these 
attribute. 

 Data privacy is also attained because Cloud Servers 
cannot learn the plaintext of any of the data file in our system. 

 The following represents the designs of our 
proposed system:- 
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Fig- 1:  Architectural design 

We are using the following four modules in this project: 

•  Data Holder. 

• Data End user.  

• Cloud Server.  

• Attribute centered key creation. 

• Data Holder.  

In this phase, the data holder uploads the file in the cloud 
server. To make more secure, the data owner encrypts the file 
and then store in the cloud. The data owner has the ability to 
change the expiry time of the files and also manipulate the 
encrypted file. It can set the access right to the encrypted file. 

• Data End user. 

In this module, the user has right to access the data file 
using the encrypted key. all the rights are given by domain 
authority to the user. User try to access the file within or 
outside the scope of the access right 

• Cloud Server. 

In this module, it provides a data storage service. The file 
used for sharing between the data owner and customers is 
stored in the cloud server. The data consumers can download 
the encrypted the file from the cloud server as per their need 
and after downloading then decrypt it 

• Attribute centered key creation. 

In this module, trusted authority manager all the keys and 
parameters as well as authorizating domain authority. The 
domain authority is responsible for distributing key to next 
level of authorities. Each user in the system has a key which 
define the user's decryption key. To create Public Key (P.K) & 
Master Key (M.K), the trusted authority call the algorithms. 
The secret key are kept secret whereas Public Key (P.K) are 
made public when the user request for the file which is stored 
on the cloud. The cloud server sends the corresponding 
cipher text of that file to the user, then the user decrypts it 
with the decrypting key. 

 

 

 

 

 

4. RESULTS 

  

Fig- 2:  Modes of Domain 

  

Fig- 3:  File Encryption 

  

Fig- 4:  File Requesting 

  

Fig- 5:  Decryption of file 
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Fig- 6:  Integrity check 

4. CONCLUSIONS 
 
Thus we have implemented Hierarchical Level Security In 
Cloud Computing by providing a scalable, flexible and fine 
grained access to the cloud users. The Hasbe scheme 
seamlessly incorporates a hierarchical structure of system 
users by applying a delegation algorithm to ASBE. 
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