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Abstract -Cloud computing is being increasingly used in
all spheres of business and industry but despite the
convenience and cost effectiveness of the cloud, there have
been concerns about the safety and security of the data
stored in the cloud servers. Many people are averse to using
cloud services due to the risks involved in handing over their
confidential information to an unknown third party.
Researchers have come up with several methods to
minimize such risks. This research also tries to improve the
security as well as the efficiency of cloud storage services
through the use of combination of ECDH, AES and Blowfish
algorithms. The methodology consisted of generated an
ECDH key and using AES and Blowfish algorithms to encrypt
data using those algorithms. Cloudsim was used to simulate
the cloud environment based on NetBeans IDE and Java was
used as the programming language. The results showed a
significant improvement in encryption time and storage size
using the proposed methodology.
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1. INTRODUCTION

One of the issues which cloud computing environment
faces these days is the security of the data stored in the
cloud servers. Since the users who submit data for storage,
specifically over the public clouds which have a collection
of data from various sources there is a need to develop
tools, techniques and technologies which help to safeguard
the confidential information stored in these servers. This
study is an attempt to develop one such methodology
wherein it has been tried to improve the efficiency of
cloud storage through the reduction of storage size and
improvement in the time taken for encryption and
decryption. The research was based on a combination of
the technique of using secret keys generated using
elliptical curve diffie hellman algorithm and encypting
data using those keys with the help of AES and then
Blowfish algorithms. Cloudsim tool was used to provide
the platform to generate the cloud server over the
NetBeans IDE

1.1 Threats in Cloud Security

Although the cloud services are useful in terms of cost
effectiveness and saving the trouble of deploying the
necessary hardware and software, there could be issues
related to data privacy [1] and integrity [2] in a cloud

environment. It is obvious that since the data stored is
handled by a third party, namely the cloud service
provider, which is usually located in a far off geographical
location, it is very difficult for a consumer to find out if the
data is be handled securely and safely.

There are two main types of threats to data, from
outside attacks and from insiders who could break or
sneak into the data. These threats can be further divided
into a number of areas [3] [4] [5] as shown below.

Data Breaches

It refers to the loss of data due to leakage or theft and in
order to avoid breaches, data is encrypted. However this
leads to another problem that in case the encryption key is
lost, the data is unreadable and if it is stored in the offline
mode then the risk of breach is increased further.

Hijacking
This refers to the loss of data when techniques such as

phishing or social engineering are used to gain access to
user credentials which in turn are used to misuse data

In-house Threats

One of the greatest threats to data is from insiders with
wrong or fraudulent intentions. It is often easier for an
insider to gain access to confidential data rather than an
external attacker.

Shared Infrastructure

Since the infrastructure and resources are shared, this
could lead to security issues in many cases. For example
the shared infrastructure such as common storage space
could be a source for potential threat to data.

Various techniques and tools have been used over the
years to overcome and minimize the above risks and the
technique proposed by the authors aims to improve the
security and cloud efficiency.

1.2 Cryptography in Cloud Computing

Many users are hesitant to accept cloud computing
services due to the fear of their data being lost or stolen
[6] and therefore mostly the data stored on cloud servers
is in encrypted format. Hence cryptography plays an
important role in cloud computing and over the years
researchers have been trying various combinations of
algorithms [7] [8] [9] which can make the data secure
from both internal and external threats. Researchers have
been using different combinations of encryption
techniques to try and improve the cloud security including
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methodologies which split the data before uploading on
the cloud [10] so that even if the information is accessed
by any insider, it is not comprehensible or useful in any
manner [11].

2. TOOLS & TECHNIQUES USED

ECDH or elliptical curve diffie hellman key generation has

been used to generate the key for encryption. As the name
itself suggests, it is a combination of EC and DH techniques
each of which have been explained separately.

2.1 Elliptical Curves

.
L

R=P+Q

o

y
Fig - 1: Elliptic Curve

The above diagram shows a typical elliptical curve
which is having a mirror image over the X-axis. An elliptic
curve is defined by the equation

y"3=x"3+ax+b
Where a and b are real numbers.

The two points P and Q on the curve can be added by
drawing a straight line passing through P and Q. The point
of intersection of this line with the curve (-R) is the inverse
of the sum of two points. In order to find the sum, the
mirror image of —-R across the x-axis is found by drawing a
line parallel to y-axis.

In the particular case where P = Q, the sum is found by
the same procedure by instead a tangent to the curve is
drawn at the point. The point R in this case represents 2P
or the double of P. Similarly the point 3P can be found by
adding P to 2P.

The property of the elliptical curve is that given a point
P and number n such that H is the result of n times P or

H=n*P

It is nearly impossible or practically infeasible to find
out N even if H and P are known. This is called as the
discrete logarithmic problem of the elliptical curve and is
used in cryptography for key generation. The curves
generated by professional mathematicians are used for the
purposes of encryption and the keys used are normally the
x coordinate of the chosen point on the curve.

2.2 Diffie Hellman Algorithm

The EC or elliptical curve is used in conjunction with the
diffie hellman algorithm to jointly generate a secure key.
The concept of DF is explained with the help of a diagram
as follows.
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Fig - 2: Diffie Hellman Algorithm Explanation

The above diagram explains the concept of Diffie
Hellman algorithm in a simple to understand and intuitive
method. It consists of two users A and B who want to arrive
at a common colour or a secret common key but they do
not want to exchange it over the unsecure medium.

So they choose a common public colour and mix it with
their own secret colours, then they pass on the mixture to
each other.

Then they add their own respective private colours to
this common mixed colour and arrive at a same colour
which is not passed through the public media. Hence they
are able to have a common shared colour without anyone
knowing it.

This is the basic concept diffie hellman algorithm where
the secret key is generated by exchanging information over
the public network. A generator point is chosen by both
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parties and multiplied by their own random numbers
which are kept secret. The random multiples are again
exchanged over the public network and the multiplied by
own secret random numbers to get common secret key
which is used to encrypt the communication messages.

2.3 AES Algorithm

The AES algorithm is also known has the Rijndael
cipher based on the names of the persons who invented
this in the year 1998 during a contest in America. It is a
symmetric key algorithm which means that the key used
for encryption and decryption is the same key. It has
mostly replaced the traditional DES algorithm which was
very popular earlier and is now been replaced by AES and
is also used for encrypted confidential information used by
the United States government.

The algorithm consists of 128 bit block size and the key
size varies from 128, 192 or 256 bits and the number of
repetitions of the cycle depends on the key size standing at
10, 12 and 14 cycles respectively corresponding to the
three key sizes.

2.4 Blowfish Algorithm

The blowfish algorithm was invented by a person
named Bruce in the year 1993 at a time when most
encryption algorithms were paid and this was developed
as a free and effective alternative for the purpose.

Basically it is a block cipher having a size of 4 to 56
bytes of block. The procedure for decryption is the same as
for encryption which means to say that it is a symmetric
algorithm. Apart from being open source, it also has the
advantages of being fast and secure.

2.5 NetBeans IDE

The programming and development done for this
project was done using the integrated development
environment provided by NetBeans. Mainly there were
two choices available for this, namely NetBeans and
Eclipse but NetBeans was used because of its more user
friendly interface and behaviour. NetBeans has been coded
entirely in Java and used as a popular IDE for the same but
it can also be used for other languages including but not
limited to C++, PHP, HTMLS5 and so forth.

2.6 Cloudsim Tool

Cloudsim tool was used to simulate the cloud
environment. It is an open source tool consisting mainly of
Java libraries developed for various tasks which emulate a
real cloud environment setup in the virtual mode.

The first step in using Cloudsim is to create a virtual
data center which stores the data in the cloud. This is done
through running the GUI created for the purpose and
filling in the values of the different components as shown
below.

r B

£ =NREN X

TOOL FOR CREATING CLOUDSIM COMPONENT

Fig - 3: Cloud Initialization Panel

The user needs to fill in the different details for the
datacenter, cloudlet, virtual machine and host in order to
use the cloud service simulation.

3.0 EXPERIMENTAL SETUP

Once the Cloudsim tool is up and running, the panel shown
in fig 3 opens and the user needs to fill the details by
clicking on the components one by one. One of these
relating to the data center values has been shown below.

r ¥

CREATING DATACENTER
NAME abc
ARCHITECH %86
OPERATING SYSTEM linux
VM NAME xen
TIME ZONE 10.0
COST 1
COST PER MEMORY 0.9
COST PER STORAGE 0.6
COST PER BANDWIDTH U.3|
SUBMIT

Fig - 4: Data Center Values Entry
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After entering all the values for the four components of
data center, cloudlet, virtual machine and host, the submit
button is pressed. Once the input is received the Cloudsim
tool generates the required data center virtually and a
success message is shown as the output with the label
written as “Datacenter created successfully”. Once the OK
button is pressed, the window disappears and the web
page opens up which can be used for entering and viewing
the data in the cloud.

Message

6 Datacenter created succesfully

Lox ]

Fig - 5: Data Center Creation Message
3.1 Cloud Data Entry

Once the data center has been created, the webpage
opens which asks for new user registration. The URL of
the page that opens would be
http://localhost:8080/CloudSecurity/welcome.html and
page shows the options for home, user login, admin login
and new user sign up. The user then has to click on sign up
as new user. The data which is sent to the cloud server as
the new user information is the one which is encrypted
using ECDH keys. The screenshot of the home page is
given as follows.

HOME  ADMIN  USER  NEW SIGNUP.

Roll No 15320292001 524

Fig - 6: Home Page for Cloud Server

When the new sign up is clicked the page for user sign
up opens. This page along with other JSP and html pages
have been created using the WYSIWYG or what you see is
what you get editor in the NetBeans IDE using the tool of
creating new file. Once the dialog box for the new file
opens it has got the options to create a new file related to
web, java, html and so forth. The appropriate files are
created as the wizard goes ahead and the code can be
written on the space created for the purpose within the
framework of NetBeans IDE.

The new user registration page which opens after
creation of the data center asks for several types of
information such as the user name, mobile and so forth.
Apart from that the page also shows a list of keys which
have been generated using the ECDH algorithm as shown
in the screen shot below. The user can choose any key as
per choice and the data is encrypted using that key.

Data Entry / Register FORM FOR USER SGNIN wome

Fig - 7: Secure Data Entry

The data which is entered through this web form
is encrypted with the strong ECDH key as selected during
the sign up process by applying AES and Blowfish
algorithms in the same order. The encrypted data can also
be seen by logging in to the database where the data has
been stored. The URL for the database can be found at
http://localhost/phpmyadmin and the screenshot below
shows the various entries which have been stored in
encrypted form. When the data is fetched back from this
database it is again decrypted using the same key and
displayed on the webpage.

4.0 RESULTS AND DISCUSSION

The main purpose of the investigation was to find out if
there could be improvements over the basic RSA
encryption in terms of time and size. In order to do the
comparison, a simple program was made which compared
the size of the data and its time taken for encryption by
manually inserting the value of each parameter of the
entries used for cloud computing. The program compared
the time for encryption and the size of the output for the
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same set of data using the basic RSA algorithm as well as
the combination of AES and Blowfish algorithm.

4.1 Results
The values inserted in the program are shown as
follows and the time taken by the RSA and proposed

algorithm has been tabulated as follows.

Table -1: Time Comparison

Proposed
. _RSA (milliseconds)
Parameter (milliseconds)
1589 621
Rakesh
1219 17
9988776655 >
2092 532
Ludhiana
1918 586
Ricky@gmail.com
1286 504
Ab+
1704 533
550000
1644 530
6/12/2017

A graph has been drawn for the above values in Excel
which is shown in the chart below.

2500
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Chart -1: Time Comparison Chart

The values for size of output of RSA and proposed
algorithm have been tabulated as follows.

Table -2: Output Size Comparison

Parameter RSA Proposed
Rakesh 930 44
9988776655 913 44
Ludhiana 934 44
ricky@gmail.com 925 64
Ab+ 924 44
550000 908 44
6/12/2017 946 44

A graph of these values is shown in the chart given
below.
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Chart - 2: Size Comparison Chart
4.2 Discussion

As can be seen from the results, there is savings in
time as well as the size of the final encrypted output is
much smaller than the pure RSA algorithm. This shows that
even though the encryption is much stronger in the
proposed case since it uses a combination of ECDH key
along with AES and Blowfish algorithm, the time taken is
relatively lesser.

The same can be seen with the space occupied by the
algorithms, RSA is a public key encryption method and
there is a limit to the maximum number of bytes that can
be encrypted using this algorithm depending on the key
size. For example when using a 1024 bit key or 128 bytes
key, the maximum number of bytes that can be encrypted
at a time are 117 bytes. The mathematical calculation of the
number of bits or bytes of the final encrypted text is
difficult to estimate as it involves a lot of calculations with
exponents, factoring, modulus and primes. The simpler
way is to simply measure the actual size of the encrypted
text when using a real program as done in the calculations
above.

As regards the time, the program calculates the time
by measuring the system time when then process of
encryption starts both in case of RSA as well as the
proposed algorithm and it measures the system time when
the process ends. The difference between the two is taken
in milliseconds and it gives the time taken for the
encryption. These values were then recorded in an Excel
sheet and a graph was made which helped to visually
identify the difference between the two methods. Hence it
can be said that the proposed algorithm certainly gives
better results than standalone RSA algorithm.

5.0 CONCLUSIONS

This research was carried out to enhance the efficiency
of cloud storage by using a combination of different
algorithms such as elliptic curve diffie hellman, advanced
encryption standard and blowfish. The main aim of the
research was to try and minimize the increase in size as
well as the time taken for encryption. The base used for
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comparison was the standard RSA algorithm which is a
popularly used algorithm for encryption. The experiments
were carried out using Cloudsim as a tool for simulating a
virtual cloud environment running on the NetBeans IDE.
The results were taken based on the output time and
encrypted data size of the input data for both RSA and the
proposed set of algorithms. It was found that there could
be a significant increase in cloud efficiency using these
algorithms.

However there are certain limitations on the research
like this was done as a part of the Master’s thesis and it
requires a higher level work of PhD level to go deeper into
the significance of these results and further improving the
efficiency by comparing the improvements with the work
done by other researchers.
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