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Abstract— In this research report, we analyze multi-cloud
securities and optical networks. This decision was explained
by the fact that the current spinal cord of cloud computing is
based on many factors and techniques including the
securities. Apart from that, we use the protocol and it is
forced to transfer the web to a specialist in web transfers
with nodes and broken networks in parts of the internet. The
protocol is designed for server-to-server that transfers data
over data and automates it for data transfer and
synchronization.
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1. INTRODUCTION

Cloud computing was in limited popularity; It is associated
with the software as it has been commonly used in a
variety of technologies, services and concepts that are
often virtualized infrastructure or hardware-on-demand,
utility computing, outsourcing, platforms and services, and
many other things at the heart of the IT industry.

A cloud is a type of parallel and distributed system that
includes the collection of the one and the virtualized
computer that is dynamically deployed and based on the
service level agreements established by the interaction
between the service provider and the consumer is
presented as a more unified computing resources.
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Fig.1 Protocol based cloud computing.

Cloud computing is a model for accessing the ubiquitous,
practical on-demand network that accesses a shared pool
of configurable computing resources such as networks,
servers, storage, applications, and services.

This deployment can be fast and can be done with minimal
management effort or interaction with the service
provider.

As we can see in fig. Various network-enabled devices,
such as Smartphone's, tablets, desktops and notebooks,
use the cloud computing features of an Internet
connection.

You can store your data such as important documents,
training data, calendars, finances and many important
documents.

In such a situation, the secure placement of parts and
storage for advanced hacking techniques that are available
today is essential.

Cloud computing is its utility-oriented approach. More
than any other distributed computing trend, cloud
computing is geared towards distributing services with a
fixed pricing model, in most cases a pay-per-use strategy.

1.1. Cloud in house

The use of cloud-based in-house solutions is driven by the
need to store sensitive information in an organization's
premises. Companies like governments and banks prefer
to create and use private or corporate clouds, such as high
security requirements, privacy policies, and regulatory
concerns

Large organizations that have a large computer
infrastructure can copy cloud IT service delivery models
from cloud computing.

This idea has led to the concept of private clouds as
opposed to public clouds.

In the private cloud, all resources are tightly secured and
available within the organization.
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It enables the payment of online storage, the rental of
virtual hardware or the use of development platforms and
their effective use without any minimum or minimum cost.
All of these operations can be billed to enter the credit
card information and access the highlighted services via a
web browser.

Although many cloud computing services are available
independently to individual users, enterprise-class
services are distributed according to a specific price plan.
In this case, users subscribe to the service and use a
service level agreement (SLA) to set up the service
provider that defines the quality service standards under
which services are provided.

1.2. Type of layers
Cloud computing is very easy for cloud customers like

access cloud, retrieve storage or important data, all
retrieved.

But internal clouds have been mentioned in three have
been built on the very important layers of these layers as
Software as Infrastructure as a Service (SaaS), Platform as
a Service (PaaS) and a Service (laaS). Different cloud
service providers offer different types of services based on
these layers.

The software, which is at the first level, has as its services
various applications that provide an interface to eliminate
the user. This layer usually allows access to internal data
with some authentication mechanisms.

The second layer is a platform as a service, another
assignment of users in this layer request for the resources
required to cloud computing. Finally, the level of
infrastructure in which most of the time are virtual
machines and infrastructure that can request the user as
show in Fig. 2. Cloud computing shows different pyramid
layers.
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Fig.2 The cloud master and slave servers

Every layer of the cloud has its weaknesses. Similar to
software in the form of a service, the layer uses an
authentication mechanism to verify the identity of the
owner on the document, but it can be corrupted if a person
receives a security code that has been verified for
authentication. Continuously.

1.2.1 Service layer

SaaS model allows users to use a software application as a
service

It has full administrative powers for its application and is
responsible for activities such as deployment, maintenance
and updating; it is suitable for customers who want to
have less administrative burden and concerns about
setting up a management software and want to update it.

Applications that support productivity and collaboration
are the best choice; For example,

Google Apps, online project management apps such as
Zoho Mail, Dzieva CRM applications such as Salesforce.com
Imple CRM and Microsoft Dynamics, etc.
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Cloud services like SkyDrive, Google Docs and Dropbox.
Small and Medium Enterprises (SMEs) / Small and
Medium Businesses (SMB) User services such as ice-
skating.

1.3. Cryptography

It is a branch of security that proposes hundreds of
algorithms that can be used for secure communication
between different users or that can securely store data on
certain media.

This section provides methods for encryption, decryption,
and verification for a different purpose. Encryption is
meant to convert simple plain text into an encrypted text
that is not easy to understand.

To recover text from cipher text, a reverse process of
decryption encryption is performed. Different methods,
algorithms can be optimized like many hash algorithms
like AES, RSA, DES, Triple-DES and MD5.

It provides secure ways to generate a key that can be used
for sender-side encryption and decryption to the receiver
and with a secure mechanism for transmitting those keys.

2. PREVIOUSPAPERS STUDY

In a base paper [23], a common approach to ensuring data
security in cloud computing:

Cloud computing is the impending revolution due to its
performance, reach, low cost and many other luxury goods
in the IT industry.

It is a certified approach to maximizing capacity and
capabilities without investing in new infrastructure,
promoting new employees, or licensing new software.

It provides huge storage for data and faster data
processing for customers on the Internet. This essentially
changes the database and application software for large
data centers. The cloud, where the management of data
and services cannot be completely reliable

As a result, businesses are reluctant to shut down their
cloud computing business and therefore offer a wide range
of luxuries. The security of data in the cloud is an obstacle
to the implementation of cloud computing, one of the main
problems.

In this publication, an overview of various techniques and
special procedures has been proposed, which is sure to
keep data from the beginning of the data to the end. From

the owner to the cloud and then to the user, we can begin
with the classification of data, the basis of the three
cryptographic parameters presented by the user, i. privacy,
ii. Availability and iii. Integrity

The privacy policy is to use various measures such as
Secure Sockets Layer (SSL) 128-bit encryption and can be
fetched for 256-bit encryption as needed, Mac (Message
Authentication Code) Data Integrity Searchable encryption
and division of data into three sections used in the cloud
for storage

Provides extra protection and easy access to data in three
sections of data sharing. The user who wants to access the
data before he can enter the encrypted data for approval
must provide the owner's login identity and password.

3. PROPOSED APPROACH

Provides extra protection and easy access to data in three
sections of data sharing.

Before the data is accessed to access encrypted data and
enable the requirement for enabling storage data, the user
must enter the owner's login identity and password to log
in.

Here are two groups of I3 it that can be started with three
[3 it parameters.

e™:G1& G2
Where e = lim (1+1/x) x, x—>0)
H: {0, 1}*>Z4* H1: {0, 1}'>G1
H2:{0,1}'> Z¢"

H3: Gz% Zq,
User Registration:skip = s Qip.
Storage space: M = {m1, m2,....mn} € Zq

Data encapsulation: To guarantee the secure data
transmissions, after identifying the cloud server or the
verification agency, the cloud user pre-computes the
session key

keyip,csor Keyipva.

keyip,cs= Hz (e"(skip, Qcs))
keyip,va= Hz (e"(skip, Qva))
keyip,cs = Hz (e"(skcs, Qin))-

Data receiving: After receiving the packets, CSP first
decrypts them by its own session key to obtain the data-
signature pairs {D,@} and checks the signatures by
verifying secret key skes:

Yi=e" (Ui+ Hz (Uil| mj|| ii) Qip,skes)
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Considering the fact that the major communication and

computation overhead comes from verification of the

signatures, we introduce an advanced protocol to further

reduce the computational and communication. The

computational complexity based on the protocol is:
e“(UA,skva) = Z‘A

k n; k ny
o= evi-Qua) = el DD ViQua

i=1j=1 i=1 j=1

k n
é(E:E:(Uﬁ+fﬁ(ugpnﬁxgmyskm) e(Ua, skya)

i=1 j=1

4. SIMULATION

ko n
e szj + H, (Ujj|\mjj))skip,. Qua

i=1 j=1

Here combination Y a ana Ua can be performed
incrementally with the computational cost but it almost
measured by the expensive pairing operations as
mentioned in the equation of e”.

Cloudlet ID Status Data Centre ID VM Time Start Time Finish Time
1 SUCCESS 2 1 800 0 800
4 SUCCESS 2 1 801 0 801
7 SUCCESS 2 3 1601 1 1602
10 SUCCESS 2 3 802 801 1603
2 SUCCESS 2 7 802 1600 2402
3 SUCCESS 2 7 803 1600 2403
6 SUCCESS 2 6 801 3203 4004
9 SUCCESS 2 6 1600 3200 4800
nth SUCCESS 2 n t+tn t tn
Table - I: Cloud simulation
CONCLUSION PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 24, NO.

In this research paper we have implemented cloud
simulation and made number of app0.n to use cloudlet
and make their copy in to data centre 2 along with their
own id in that case the data centre will generate based on
the requirement or create virtual machine(VM) allow to
perform task of cloudlet or agents.
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