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Abstract - With the advancements in the technology in
various areas like  Electronics, Communications,
Instrumentation, etc., there is a tremendous change in the
applications as well as appliances that are being produced by
the Industrial markets all over the world. A new term is coined
named as Internet of Things (IoT) which is a revolution in
terms of technology. Internet of Things (IoT) is based on a
wireless network that connects a huge number of smart
objects, products, smart devices, and people. IoT uses
standards and protocols that are proposed by different
standardization organizations in message passing within
session layer. Most of the IoT applications protocols use TCP or
UDP for transport. XMPP, CoAP, DDS, MQTT, and AMQP are
grouped of the widely used application protocols. Each one of
these protocols have specific functions and are used in specific
way to handle some issues. This paper provides an overview
for one of the most popular application layer protocols that is
MQTT, including its architecture, message format, MQTT
scope, and Quality of Service (QoS) for the MQTT levels. MQTT
works mainly as a pipe for binary data and provides a
flexibility in communication patterns. It is designed to provide
a publish-subscribe messaging protocol with most possible
minimal bandwidth requirements. MQTT uses Transmission
Control Protocol (TCP) for transport. MQTT is an open
standard, giving mechanisms to asynchronous communication,
have a range of implementations, and it is working on IP.
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1. INTRODUCTION

The Internet of Things, or IoT, is a system of interrelated
computing devices, mechanical and digital machines, objects,
animals or people that are provided with unique identifiers
and the ability to transfer data over a network without
requiring human-to-human or human-to-computer
interaction. Due to advancements in technology, many
devices are being interconnected to create a controlled
environment. The devices that are being connected are
increasing in high numbers at present. The devices connect
and communicate by following the [oT Protocols and
Standards. The IoT Protocols and Standards are broadly
classified into IoT Network Protocols and IoT Data Protocols.
The IoT Network Protocols include HTTP(Hyper Text
Transfer Protocol), LoRaWan(Long Range Wide Area
Network) , Blue tooth, Zigbee, etc, and the IoT Data
Protocols include Message Queue Telemetry Transport

(MQTT), Constrained Application Protocol (CoAP), Advanced
Message Queuing Protocol (AMQP), Machine-to-Machine
(M2M) Communication Protocol , Extensible Messaging and
Presence Protocol (XMPP),etc., The embedded devices will
have constrained resources in terms of memory,
computational power, battery etc. As a relief, certain light
weight protocols such as MQTT, CoAP etc., are being
developed especially for the devices that are part of Internet
of Things network. In this paper, the details of Message
Queuing Telemetry Transportation (MQTT) are presented.
The Applications of IoT includes Smart Cities, Smart
Environment, Smart Agriculture, Smart Water, Smart
Metering, Security and Emergency, Industrial Control, Home
Automation, e-Health etc.,

1.1 MESSAGE QUEUE TELEMETRY TRANSPORT (MQTT)

MQTT is very useful for connections with remote client
where a small code footprint is needed, or internet
bandwidth is very low. For example, it has been used in
sensors communicating to a broker using satellite link orin a
range of home automation and small devices. Also, ideal for
mobile applications because of its low power usage, small
size, minimized data packets and well distribution of
information to one or many receivers.

MQTT Protocol was first designed in 1999, but with the
growth of the IoT, and the need to communicate between
low-powered devices, MQTT has recently found its market.
MQTT was designed with ability to run in an embedded
environment where it would reliably and effectively provide
an avenue for communication.

1.2 WORKING

MQTT protocol uses a publish/subscribe architecture
whereas HTTP uses its request/response architecture.
MQTT protocol is event driven and enables messages to be
pushed to clients. The heart of MQTT protocol is the MQTT
broker, and it is responsible for dispatching messages
between the senders and receivers. Every client that
publishes a message to the broker includes a topic into that
message. The topic is routing information for a broker. Each
client that wants to receive messages need to subscribe to a
certain topic and broker delivers all messages with the
matching topic to a particular client. The clients don’t need
to know each other, they only communicate using the topic
over MQTT broker.
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2. THE ARCHITECTURE OF MQTT

MQTT uses the client/server model. Every device that is
connected to a server, using TCP known as (broker) message
in MQTT is a discrete chunk of data and it is ambiguous for
the broker. Therefore, MQTT is a message-oriented protocol.
The address that the message published to it is called topic.
The Device may subscribe to more than one topics, and it
receives all messages that are published to these topics [3].
The broker is a central device between the spoke model and
the mentioned hub. The main MQTT broker responsibilities
are processing the communication between MQTT clients
and distributing the messages between them based on their
interested topics [7]. The broker can deal with thousands of
connected devices at the same time. Upon receiving the
message, the broker must search and find all the devices that
own a subscription to this topic [6].

A.MQTT Client: MQTT client may be any of IoT object that
sends or receive data, not just devices. Any device can be a
client (e,g, microcontroller, the server). The MQTT client
type depends on its role in the system whether it is a
subscriber or a publisher [6].

B.MQTT Broker: The broker is a central device between the
spoke model and the mentioned hub. The main MQTT broker
responsibilities are processing the communication between
MQTT clients and distributing the messages between them
based on their interested topics [7]. The broker can deal with
thousands of connected devices at the same time. Upon
receiving the message, the broker mustsearch and find all the
devices that own a subscription to this topic [6].

MQTT architecture contains three components. Those are a
publisher, a broker, and a subscriber. The device that is
interested in a specific topics registers on itas a subscriber to
be informed when the publishers are publishing their topics
by the broker. The publisher transfers the information to the
subscribers via the broker (i.e. the interested entities). It is
working as a generator of interested data, and then, the
authorization of the subscribers and the publishers are
checked by the broker to realize the associated security
issues [8].
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Fig. The Architecture of MQTT

2.1 MQTT MESSAGE FORMAT

For each MQTT, the command of the message header
contains a fixed header. This header contains two bytes. Byte
one includes the message type and the flags fields i.e.
Duplicate delivery "DUP", QoS level, and RETAIN flag
"RETAIN". Byte two consists of the remaining length field
which contains a variable header and a payload, which is
also required for some messages [4]. Next Figure presents
the message format for MQTT protocol.

Fixedlength(bits) —i 0 | 1 | 2 | 3 4 5 | 6 7

QoS Level RETAIN

Byte1 Message Type pup

MQTT fixed
header

Byte2 Remaining Length (1- 4 Bytes)

Byte3
Optional: Variable Length Header

Byten
Byte n+1

Optional: Variable Message Payload

Bytem

3. MQTT SCOPE

Many applications in various fields use the MQTT. For
example, it is being used in health care, Facebook
notification, surveillance, and in the energy meter. Therefore,
the MQTT protocol is considered the perfect messaging
protocol for the M2M communications and in the IoT. The
reason behind thatis because of its ability to provide routing
within a low power, small, low memory and cheap devices
that are installed in a low bandwidth and weak networks.

4. QUALITY OF SERVICE OF MQTT

The MQTT protocol provides three qualities of service for
delivering messages between clients and servers: "at most

once", "at least once" and "exactly once"[5].

Quality of service (QoS) is an attribute of an individual
message being published.

QoS0, At most once: The message is delivered at most once,
or it may not be delivered at all. Its delivery across the
network is not acknowledged. The message is not stored.
The message could be lost if the client is disconnected, or if
the server fails. QoSO is the fastest mode of transfer. It is
sometimes called "fire and forget". The MQTT protocol does
not require servers to forward publications at QoSO to a
client. If the client is disconnected at the time the server
receives the publication, the publication might be discarded,
depending on the server implementation.

QoS1, At least once: The message is always delivered at
least once. It might be delivered multiple times if there is a
failure before an acknowledgment is received by the sender.
The message must be stored locally at the sender, until the
sender receives confirmation that the message has been
published by the receiver. The message is stored in case the
message must be sent again.
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QoS2, Exactly once: The message is always delivered [9] https://electronicsforu.com/
exactly once. The message must be stored locally at the

sender, until the sender receives confirmation that the

message has been published by the receiver. The message is

stored in case the message must be sent again. QoS2 is the

safest, but slowest mode of transfer. A more sophisticated

handshaking and acknowledgement sequence is used than

for QoS1 to ensure no duplication of messages occurs.

CONCLUSION

This paper presents the basic information of the Message
Queuing Telemetry Transport (MQTT) protocol. It is one of
application layer protocols that is widely used. MQTT
supports wide range of applications. However, it has a high
latency and a high sampling rate. It is being used by famous
corporations, such as, the amazon and Facebook. MQTT
represents the M2M protocols and it is based on
publish/subscribe communication pattern. The purpose of
designing this protocol is to use it in devices with restricted
memory capabilities and limited processing power.
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