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Abstract - The state of safety on the internet is very poor. 
Hacking is a movement in which, a person exploit the fault in a 
system for satisfaction. As public and private administrations 
transfer more of their precarious utilities or applications such 
as e-commerce, promotion and database access to the 
Internet, then criminals have more chance and motivation to 
increase access to superficial information through the Web 
Thus the need of defending the organization from the hacking 
produced by the hackers is to indorse the persons who will 
punch back the unlawful attacks on our computer systems. 
Ethical hacking is a matching doings which goals to find and 
correct the weakness and weaknesses in a system. Ethical 
hacking defines the procedure of hacking a network in an 
ethical way, therefore with good meanings. This paper defines 
what is ethical hacking, what are the types of ethical hacking, 
influence of Hacking on Companies and Governments. These 
papers deliberate the different types of hacking with its stages. 

1. INTRODUCTION  

1.1 What is Hacking? 

Hacking is the method in which the people, what’s in a 
name? Known as hackers, crackers, intruders, or attackers, 
they are all meddlers who are trying to break down or hack 
your networks and systems. Some do it for fun, some do it for 
revenue, or some simply do it to disturb your processes and 
maybe gain some appreciation. Though they all have one 
thing in common; they are trying to disclose a weakness in 
your system in order to abuse it.  

Local network test pretends an employee or other official 
person who has an authorized Connection to the 
organization’s network. The primary barricades that must be 
overcome here are net firewalls, internal Webservers, server 
security actions, and e-mail systems. In Stolen computer test, 
the computer of a staff, such as an upper-level manager or 
policymaker and other manager is taken by the client without 
advice and given to the They inspect the computer for 
passwords kept in dial- up software, business information 
assets, employee’s information, and the like. Hence many 
busy employees will be storing their passwords on their 
machine; it is common for the ethical hackers to be able to 
use this laptop computer to dial into the business inet with 
the owner’s full freedoms. 

Social engineering test calculates the objective 
organization’s employee as to whether it would escape 
information to someone. A usual example of this would be an 
interloper calling the officialdom’s computer help line and 

asking for the external telephone numbers of the modem 
group. Defensive against this kind of attack is the difficult, 
because people and temperaments are involved. Most 
persons are mainly cooperative, so it seems innocuous to tell 
someone who seems to be misplaced where the computer 
room is placed, or to let somebody into the structure who 
“forgot” his or her The only protection against this is to 
increase security awareness. Physical entry this examination 
acts out a physical perception of the administration’s 
building. Special provisions must be made for this, since 
safety safeguards or laws could become involved if the ethical 
hackers fail to avoid detection. When inside the building, it is 
significant that the tester not be noticed. One technique is for 
the tester to carry a manual script with the target 
corporation’s logo. Such a manuscript could be found by 
burrowing through garbage cans before the ethical hack or by 
informally picking up a manuscript from a trash can or 
counter once the tester is inside. The primary barricades here 
are a strong security strategy, security protectors, access 
controls and monitoring, and security awareness. Each of 
these kinds of testing can be done from three aspects: as an 
invalid user, a semi-outsider, or a valid user. 

An invalid user has very limited information about the 
target systems. The only information used is accessible 
through open sources on the Internet. This test signifies the 
most commonly professed threat. A defended method should 
not permit this kind of intruder to do anything. A semi-
outsider has restricted entree to one or more of the 
organization’s computers or networks. This tests situations 
such as a bank permitting its investors to use special software 
and a modem to access information about their accounts. A 
well-defended method should only allow this kind of invader 
to access his or her own account information. A valid user has 
valid entrance to at least some of the administration’s 
computers and networks. This tests whether or not insiders 
with some entrance can extend that access outside what has 
been arranged. A defined method should permit an insider to 
access only the zones and resources that the system 
superintendent has assigned to the insider. 
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1.2 What is Ethical Hacking? 

 

Fig. 1 Ethical Hacking 

Hacking is also recognized as “Penetration Hacking” or 
“Intrusion Testing” or “Red Teaming”. [2] Ethical hacking is 
defined as the exercise of hacking without mischievous 
determined. He Ethical Hackers and Naughty Hackers are 
exclusive from every different and gambling their vast roles 
in safety. Rendering to Palmer (2004, as quoted by Pashel, 
2006): “Ethical hackers employ the similar tools and 
methods as the intruders, but they neither injury the target 
systems nor. As an alternative, they estimate the goal 
structures’ safety and file back to owners with the 
vulnerabilities they discovered and commands for the way to 
treatment. The massive growth of net has carried several 
goodies like electronic commerce, email, quick access to 
huge stores of reference material etc. As, with most 
technological progresses, there's also different side: crook 
hackers who will surreptitiously steal the administration’s 
facts and switch it to the open internet. These forms of 
hackers are called black hat hackers. So, to overcome from 
these fundamental matters, another organization of hackers 
got here into presence and these hackers are termed as 
ethical hackers or white hat hackers. Ethical hacking is a way 
of doing a security valuation. Like all other valuations an 
ethical hack is a random sample and temporary an ethical 
hack doesn’t imply there aren't any protection matters. An 
moral hack’s outcomes is an exhaustive document of the 
findings in addition to a proof that a hacker with a certain 
amount of time and talents is or isn’t in a position to 
correctly attack a device or get right of entry to definite facts. 
Ethical hacking may be taken into consideration as a safety 
valuation, a sort of training, a test for the security of a facts 
technology environment. A moral hack suggests the dangers 
a data era scenario is dealing with and movements may be 
taken to decrease certain dangers or to acquire them. We can 
easily say that Ethical hacking does effortlessly match into 

the safety lifestyles cycle shown in the below figure. [1]  

 

 

 

2. TYPES OF HACKING/HACKERS are as follows: 

 

Fig. 2 Types of Hacker 

The hacking can be categorized in three different groups, 
rendering to the shades or colors of the “Hat”. The word Hat 
has its source from vintage western movies wherein the 
shade of Hero’s’ cap turned into “White” and the villains’ cap 
become “Black”. It can also be stated that the brighter the 
color, the less is the intension to damage. 

2.1 White Hat Hackers 

White Hat Hackers are accredited and paid person by the 
businesses are recognized “IT Professionals”. Their job is to 
protection Internet, productions, computer networks and 
systems from crackers. Some businesses pay IT professionals 
to attempt to hack their own waiters and computers to test 
their safety. They do hacking for the advantage of the 
corporation. They break safety to test their own safety 
system. The white Hat Hacker is likewise called as an Ethical 

Hacker [5]. In difference to White Hat Hackers. [2] 

2.2 Black Hat Hackers 

The motive of Black Hat Hackers is to damage the 
computer systems and network. They breakdown the safety 
and intrude into the network to damage and finish data in 
order to make the network unusable. They spoil the websites, 
snip the data, and break the security. They crash the 
programs and passwords to gain entry in the unapproved 
network or method. They do such things for their own 
personal attention like money. They also are stated as 
“Crackers” or Mischievous Hackers Other than white hats and 

black hats. [2] 

2.3 Grey Hat Hackers 

Alternative form of hacking is a Grey Hat. As like in 
heritage, some or all belongings of the base class/classes are 
inherited by the derived class, similarly a grey hat hacker 
inherits the assets of both Black Hat and White Hat. They are 
the ones who have moral values. A Grey Hat Hacker collects 
information and arrives into a computer system to breech the 
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safety, for the determination of informing the administrator 
that there are ambiguities in the safety and the method can be 
then they themselves may offer the they are well attentive of 
what is right and what is wrong but occasionally act in a 
negative direction. A Gray Hat may breach the 
administrations’ computer security, and may adventure and 
spoil it. But typically they make changes in the current 
programs that can be repaired. After earlier, it is themselves 
who inform the superintendent about the corporation’s 
security loopholes. They hack or growth unauthorized entry 
in the network only for a laugh and now not with an intension 
to harm the Organizations’ network. While hacking a gadget, 
irrespective of ethical hacking (white hat hacking) or hateful 
hacking (black hat hacking), the hacker has few steps to 
observe computer, which can be discussed as follows. [2] 

3. HACKING PHASES 

Hacking Can Be Performed By Following These Five 
Phases: 

Phase 1: Reconnaissance: can be active or passive in 
passive investigation the information is collected regarding 
the mark without knowledge of targeted business (or 
individual). It could be complete simply by searching 
information of the goal on internet or bribing an employee of 
targeted corporation who would expose and deliver valuable 
information to the hacker. This manner is also referred to as 
“statistics accumulating”. In this method, hacker does not 
attack the scheme or network of the corporation to gather 
information. Whereas in active investigation, the hacker 
arrives into the network to determine individual hosts, ip 
addresses and network facilities. This process is likewise 
called “rattling the doorknobs”. In this system, there is a high 

risk of being held as compared to passive investigation. 

Phase 2: Scanning: In Scanning Stage, The Information 
Collected In Stage 1 Is Used To Inspect The Network. Tools 
like Dialers’, Port Scanners Etc. are being handled by the 
Hacker to Inspect the Network So As To Gain Entry in the 
Business’s Method and Network. 

Phase 3: Owning the System: It is the Real and Actual 
Hacking Stage. The hacker uses the information revealed in 
previous two stages to attack and arrive into the Local Area 
Network (LAN, Either Wired or Wireless), Local Pc Entree, 
Internet or this section is likewise recognized as “Owning 
the System”.  

 

Fig. 3 Hacking Phase 

Phase 3: Owning the System: It is the Real and Actual 
Hacking Stage. The hacker uses the information revealed in 
previous two stages to attack and arrive into the Local Area 
Network (LAN, Either Wired or Wireless), Local Pc Entree, 
Internet or this section is likewise recognized as “Owning 
the System”.  

Phase 4: Zombie System: When the hacker has added the 
entree in the system or network, he continues that access for 
upcoming attacks (or additional attacks), by making changes 
in the scheme in such a way that other hackers or safety 
personals cannot then arrive and access the criticized system. 
In such a condition, the owned system (mentioned in Phase 
3); is then mentioned to as “Zombie System”. 

Phase 5: Evidence Removal: In this phase, the hacker 
removes and finishes all of the proofs and lines of hacking, 
which includes log files or Intrusion Discovery System 
Alarms, so that he could not be trapped and traced. This also 
saves him from incoming into any trial or legality. Now, once 
the machine is hacked by hacker, there are numerous 
checking out structures accessible called penetration trying 
out to determine the hackers and crackers. [2] 

4. IMPACT OF HACKING ON BUSINESSES AND 
GOVERNMENTS 

Some of the most high priced and efficient fatalities of 
hacking had been industries. Companies are frequently 
targeted for his or her consumers’ non-public and economic 
data and frequently are targeted through their very own 
employees, whether or not disgruntled or simply resourceful. 
Industries lose billions of greenbacks yearly because of 
hacking and other laptop breaches. Many times, the true 
value cannot be assessed because the effects of a safety 
breach can linger for years after the actual assault. Businesses 
can lose patron confidence and in many cases are held 
officially answerable for any loss to their consumers. The 
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value of enhancing from an attack can unfold quickly: legal 
fees, analytical fees, stock presentation, reputation 
administration, customer sustenance, etc. Businesses, and 
more recently, customers, are capitalizing extra and extra 
cash into heading off an attack before it honestly happens. 
Industries that hold shops of consumer’s private and 
economic facts are in particular taking greater steps to 
protect the records’ protection. Microsoft’s online group, 
MSN/Windows Live, requires that no single institution keep 
in my view recognizable data without clear settlement from 
an inner protection organization. Security appraisals occur 
frequently for businesses that do keep customers' records 
and the safety organization performs its very own personal 
security appraisal by virtually looking to hack into the Places 
have in reality been withheld from liberating to the internet 
because of flaws determined thru this technique. Other 
industries which can be greater confined in technical regions 
provider outside protection specialists to guide them with 
their safety. ScanAlert.Com boasts of working with over 
75,000 stable ecommerce web sites, including many well-
known products like Foot Locker, Renovation Hardware and 
Sony. The ecommerce websites host a “Hacker Safe” logo, 
averring that the web page is tested ordinary and is 
efficiently averting 99.9% of hacker crime. The Scan Alert 
disclaimer though appears far less confident: This record is 
proposed as a comparative inspiration of the safety efforts of 
this internet web page and its operatives. While this, or any 
different, susceptibility checking out cannot and does no 
longer assurance safety; it does show that [the e-Commerce 
Site] meets all price card manufacturing strategies for remote 
internet server susceptibility trying out to help defend your 
private data from hackers. HACKER SAFE does not mean 
hacker evidence. HACKER SAFE guarantee cannot and does 
no longer shield any of your data that may be shared with 
other servers that aren't certified HACKER SAFE, together 
with credit score card dealing with networks or offline facts 
storage, nor does it defend you from other ways your 
information can be unlawfully obtained which includes non-
hacker "insider" get entry to While Scan Alert makes sensible 
struggles to guarantee its documentation carrier is 
functioning correctly, Scan Alert makes no guarantee or 
privilege of any kind, whatsoever, about the correctness or 
usefulness of any records By the usage of these records you 
settle that Scan Attentive shall be held harmless in any event.  

4.1 Benefits of Ethical Hacking 

This type of “test” can deliver substantial indication of real 
system or network level threat experiences through evidence 
of access. Even though these conclusions may be somewhat 
negative, by classifying any experience you can be proactive 
in successful the overall safety of your systems.  

• However, information safety should not be strictly 
limited to the procedure of inurement networks and 
computer schemes. A developed safety information program 
is a grouping of strategies, procedures, technical system and 
network standards, configuration settings, monitoring, and 

auditing Business methods, which have resisted simple, 
direct attacks at the operating system or network level, may 
submit to attacks that adventure a series of technical, policy, 
or people weak. 

•An ethical hack, which examinations elsewhere operating 
system and network susceptibilities, provides an example, 
should your ethical hack verify that your firewalls could 
withstand an violence because there was no breach, but no 
one observed the attacks, you may be better organized to 
make a case for refining intrusion finding broader view of an 
administration’s security. The results should supply a clear 
image of how properly your discovery strategies works in 
addition to the reply mechanisms that must be in place. 
“Tests” of this kind could also identify weak point which 
includes the fact that many systems safety superintendents 
won't be as privacy to hacking strategies as are the hackers 
they're attempting to shield.  These conclusions could help 
indorse a need for superior communication between system 
superintendents and technical support staff, or recognize 
training needs. Quite regularly, security alertness among 
senior administration is seriously missing. Traditional logical 
work primarily deals with the opportunity of a risk and this 
often leads to a casual view of the menace, deferring the need 
to instantly address the Through an ethical hacking workout, 
especially if the results are negative, senior administration 
will have a better understanding of the problems and be 
superior able to prioritize the requirements. For successful 
intrusion detection. 

4.2  Limitations of Ethical Hacking 

• Ethical hacking is based on the simple principle of finding 
the safety susceptibilities in structures and networks in 
advance the hackers do, by the use of so-called “hacker” 
strategies to gain this information. Unfortunately, the 
commonplace meanings of such trying out normally stops 
at the working structures, security settings, and “bugs” 
level. Preventive the application to the technical level by 
using acting sequences of best technical tests, an ethical 
hacking utility is no better than a limited “diagnostic” of a 
machine’s protection. 

• Time is likewise a serious problem in this type of testing. 
Hackers have big amounts of time and patience when 
finding system susceptibilities. Most likely you'll be fetching 
a “depended on third party” to achieve these test for you, so 
that you can you time is money. Another interest in that is 
that in the usage of a “third party” to behavior you tests, 
you may be provided that “inside facts” so that it will pace 
the manner and keep The prospect for detection can be 
restricted for the reason that testers may additionally only 
work by using applying the facts they had been given.  

• A extra limitation of this sort of test is that it typically 
motivations on external alternatively than inner areas, 
therefore, you can also simplest get to see half of the If it is 
not viable to study a gadget inside, how can it be 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 06 Issue: 12 | Dec 2019                  www.irjet.net                                                                     p-ISSN: 2395-0072 

 

© 2019, IRJET       |       Impact Factor value: 7.34       |       ISO 9001:2008 Certified Journal       |     Page 1092 
 

conventional that a technique is “secure from attack”, 
primarily based only upon outdoor tests? Basically this 
kind of testing by myself can never deliver whole 
declarations of protection. Accordingly, such valuation 
strategies may also seem, at first, to be basically defective 
and have restrained value, due to the fact all susceptibilities 
may not be uncovered. 

5. CONCLUSION 

Hacking has together its benefits and risks. Hackers are 
very assorted. They may broke a corporation or may guard 
the data, growing the incomes for the business. The fight 
between the ethical or white hat hackers and the malicious or 
black hat hackers is a long battle, which has no end. While 
ethical hackers help to recognize the businesses’ their safety 
needs, the malicious hackers intrudes legally and damage the 
network for their personal profits. Which may permit a 
malicious hacker to breach their safety system. Ethical 
Hackers help administrations to recognize the present hidden 
problems in their servers and business network. [3] Ethical 
Hacking is an instrument, which if properly applied, can 
verify useful for understanding the faults of a network and 
how they might be exploited.[1]This also accomplishes that 
hacking is an significant aspect of computer world. It treaties 
with both sides of being good and bad. Ethical hacking shows 
a dynamic role in maintaining and saving a lot of secret 
information, whereas mischievous hacking can finish 
everything. What all rest on is the intension of the hacker. It is 
nearly impossible to plug a gap between ethical and malicious 
hacking as social mind cannot be occupied, but security 
measures can be squeeze [2]. 
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