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Abstract – The need of cloud storage services have 
become extremely necessary in the recent days.. Due to the 
insistance on data security, many cloud storage encryption 
schemes have been schemed to protect data from those who 
do not have the right access. Users believed these schemes 
prevented the access from hackers; however, in practice, 
some authorities may force cloud storage providers to 
reveal user secrets or confidential data on the cloud, thus 
altogether circumventing storage encryption schemes. In 
this work, we present our framework for a new cloud 
storage encryption scheme that enables cloud storage 
providers to create convincing fake data to protect the user 
information. Since coercers will not be able to predict 
whether the obtained data true or fake, the cloud storage 
providers ensure that user privacy is still securely protected.   
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1. INTRODUCTION  
 
A large collection of systems connected in private or public 
networks which provides dynamic infrastructure for data, 
application and file storage is termed as a cloud 
computing.  It is a practical approach to transform a data 
center from a capital- intensive set up to a variable priced 
environment. The reality of large volumes of data storage 
and maintenance is offered with a massive infrastructure 
by the cloud providers. Since the cloud can scale 
dynamically, sudden workload spikes can also be managed 
effectively and efficiently. The deliver speed is critical due 
to enterprises having to adapt, even more rapidly, to 
changing business conditions. Using the most appropriate 
building blocks necessary for deployment, cloud 
computing stresses on getting applications to market very 
quickly. The crucial element that warrants security is data 
security. From vendors, enterprises are often reluctant to 
buy an assurance of business data security. Lose of data to 
competition and the data confidentiality of consumers are 
their major fears. Due to various security concerns, the 
actual storage location is not disclosed in many instances. 
The interface between service suppliers and multiple 
groups of service consumers, is the way in which the 
interface action moves with respect to cloud computing. 

 
 
 
 

2. EXISTING SYSTEM 
 
2.1. Key Policy Attribute Based Encryption: 
 
1.User setup: A parameter K is taken as the input and it 
returns the public key PK and a system master key MK. 
The message senders use the PK for encryption. MK which 
is kept secret by the authority is used to generate user 
secret keys.  
2.Encryption: This algorithm takes a message M, the Public 
key PK, and a set of specific attributes as the input. The 
output is the ciphertext E.  
3.Key Generation: This algorithm takes an access structure 
T and the master secret key MK as the input The outputs is 
a secret key SK which helps the user to decrypt a message 
that is encrypted only if a set of attributes  equals T.  
4.Decryption: It takes as input the user’s secret key SK for 
Access structure T and the ciphertext E, which was 
encrypted under the attribute set. It outputs the message 
M if and only if the attribute set satisfies the user’s access 
structure T.   
  

2.2 Ciphertext-Policy Attribute-Based Encryption:  
 
1.cpabe-setup: This program generates the public key and 
master keys.  
2.cpabe-keygen: This program allows the user to produce 
private keys associated with a set of attributes. It is critical 
that the user keep this key private.  
3.cpabe-enc: This program encrypts a message using a 
public key and a set of attributes.  
4.cpabe-dec: This program decrypts an encrypted message 
using the encrypting user's public key, and the decrypting 
user's private key. The decrypted file will share the name 
with the encrypted file.  
 

3. PROPOSED METHODOLOGY AND DISCUSSION  
 
3.1. Deniable Encryption:   
 
When hackers or coercers try to interpret the private data 
of the senders and the receivers, the deniable encryption 
creates a convincing fake evidence of forged data in 
ciphertexts to satisfy them. This will result in making the 
coercer’s efforts useless. Since the coercers are not aware 
of the original data, they will not be able whether they 
have received the original data or not. By this 
methodology, we can provide audit-free cloud storage 
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services. The data owners who store their data on the 
cloud are like senders and those who can access the 
encrypted data plays the receiver role in the deniable 
encryption scheme. This also includes the cloud storage 
providers themselves, who have system wide secrets and 
can be able to decrypt all encrypted data.   
 

3.2. Composite Order Bilinear Group:   
 
A composite order group is a 2-dimensional vector space, 
More concretely in the context of a bilinear map, if gg is a 
generator with order N=pqN=pq, then gp=gqgp=gq 
generates an order-pp subgroup, and gq=gpgq=gp 
generates an orderqq, and e(gp,gq)=1e(gp,gq)=1. They 
cancel each other out, and so you can think of 
{gq,gp}{gq,gp} as an orthogonal basis for the a 2-
dimensional vector space.The way this is typically used is 
that the bilinear "functionality" of a scheme is carried out 
in one dimension (e.g., in the exponent of gpgp) while the 
other dimension (e.g., the exponent of gqgq) is used for 
"blinding". Orthogonality ensures that the blinding factors 
just disappear after the bilinear map. A framework have 
been developed for cryptographic constructions using 
prime-order bilinear groups (called dual-pairing vector 
spaces, DPVS). It is a nice abstraction that allows you to 
build (from primeorder groups) nn-dimensional 
orthogonal vector spaces that have a suitable pairing. It's 
like having the above effect, but now even with of a 
product of nn primes! I think most people in the field 
believe that prime-order constructions can be "ported" to 
prime-order groups, using these DPVS techniques. 
 

3.3. Attribute-Based Encryption:   
 
Using cloud storage services, we can store and access data 
from anywhere. The data security features protects the 
data and information and prevents the access by other 
users. Among various encryption schemes, Attribute 
Based Encryption is proposed to be the most efficient 
scheme. In many schemes, third party authorities are 
involved in transferring the data between the sender and 
the receivers which may result in coercers compelling the 
authorities to reveal the data. This is because, here the 
encrypted data and so they are requested to provide the 
data. In 2010,when FBI forced Google to release specific 
information, it released the documents without notifying 
its users. The  effectiveness of the data will be lost once the 
cloud storage providers are compromised. 
 
4. IMPLEMENTATION OF MODULES  
 
The proposed scheme consists of four algorithms which is 
defined as follows:    
 
1.Setup:   
The inputs taken by the algorithm are security parameters 
and attribute universe of cardinality N. A bilinear group of 

prime numbers are defined. It outputs a public key and the 
master key which is known only to the authority party.   
2.Encryption:   
The inputs taken by the algorithm are message, public key 
and a set of attributes. The output is a cipher text.   
3.Key Generation:   
The algorithm takes an access tree, master key and public 
key as inputs. The output is a user secret key.  
4.Decryption:   
Inputs are cipher text, user secret key and public key. It 
first computes a key for each leaf node. Then, aggregates 
the results using polynomial interpolation technique and 
returns the message.  
  
5. ALGORITHM AND ARCHITECTURE 
 
The scheme is composed of the following algorithms:   
1] Setup(1) → (PP,MSK): This algorithm takes 
security parameter  as input and returns public parameter 
PP and system master key MSK.  
2] KeyGen(MSK, S) → SK: Given set of attributes S 
and MSK, this algorithm outputs private key SK.   
3] Enc(PP,M,A) → C: This encryption algorithm takes 
as input public parameter PP, message M, and LSSS access 
structure A = (M, ) over the universe of attributes. It 
encrypts M and outputs a ciphertext C, which can be 
decrypted by only those who provide an attribute set that 
satisfies the access structure A.   
4] Dec(PP, SK,C) → {M, }: This decryption algorithm 
takes as input public parameter PP, private key SK with its 
attribute set S, and ciphertext C with its access structure A. 
If S satisfies A, then this algorithm returns M; otherwise, 
this algorithm returns  .   
5] OpenEnc(PP,C,M) → PE: This algorithm is for the 
sender to release encryption proof PE for 
(M,C).OpenDec(PP, SK,C,M) → PD: This algorithm is for the 
receiver to release decryption proof PD for (M,C).   
6] Verify(PP,C,M, PE, PD) → {T, F}: This algorithm is 
used to verify the correctness of  
PE and PD   
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6. CONCLUSION 
 
 Thus, a deniable CP-ABE scheme has been framed to build 
an audit-free cloud storage service. The deniability feature 
prevents coercion and ensures secure cloud data sharing 
with a fine-grained access control mechanism. It enables 
the most efficient way to fight against coercion with the 
private information. In this project, we proposed a 
deniable CPABE scheme to provide an audit-free cloud 
storage service. In future, more enhanced schemes may be 
structured to improvise the cloud storage services. 
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