
          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 06 Issue: 08 | Aug 2019                   www.irjet.net                                                                    p-ISSN: 2395-0072 

 

© 2019, IRJET       |       Impact Factor value: 7.34       |       ISO 9001:2008 Certified Journal       |     Page 1474 

ENHANCED SECURITY USING GENETIC ALGORITHM IN CRYPTOGRAPHY 

B. SRIPRIYA1, N. SRINIVASAN2 

1M. Tech Scholar, Department of Computer Science & Engineering, Raghu Engineering college, Dakamarri(V), 
Visakhapatanam, AP, India.  

2Senior Assistant Professor,  Department of Computer Science & Engineering, Raghu Engineering college, 
Dakamarri(V), Visakhapatanam, AP, India.  

---------------------------------------------------------------------***----------------------------------------------------------------------
Abstract - In present age of information technology the 
transmission of data with security is a big challenge. Both 
symmetric and asymmetric cryptography systems are not 
correct for high level security. Latest hash based function are 
far better than the traditional systems but the complex 
algorithms functions are very time consuming. In tradition 
way of system data is first encrypted with the help of key but 
there are still possibilities of hacking the key and changing the 
text. So, the key should be so strong and efficient, so a format 
should be proposed which have the advantage of theory of 
natural selection. Genetic Algorithm is used to solve many 
problems by simplifying genetic process and it is considered as 
optimization algorithm. With this Genetic algorithm we can 
improve the strength of the key, which can ultimately make 
the whole algorithm good and efficient. In this proposed 
method, data encryption is done in number of steps. Firstly, the 
key is generated by random number generator and by the 
application of genetic algorithm operations. Secondly, the data 
should be diffused by using genetic operations and logical 
operations should be performed between diffused data and the 
key. Finally, comparative study should be done between 
proposed method and cryptography algorithm. It has been 
observed that proposed algorithm is having much better 
results with strong and efficient key but comparative less 
efficient than others. 
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1. INTRODUCTION 

Cryptography is completely based on Encryption and 
Decryption. In the Encryption, the data which is to be sent 
from sender to receiver is converted into unreadable form 
which is called as encrypted form. And that data is send from 
sender to receiver, at the receiver side the data which is in 
encrypted form is converted into original form, which is 
called as decryption. Both the encryption process and 
decryption process requires a key. For the protection of 
important and valuable data, different models of 
cryptography algorithms are designed. Mainly there two 
types of cryptographic algorithms: 

1. SYMMETRIC  CRYPTOGRAPHY 
2. ASYMMETRIC   CRYPTOGRAPHY 

In symmetric cryptography, same key is used in both 
encryption and decryption. This process is mostly used in 
encryption of data due to high performance. In asymmetric 

cryptography the key will differ in encryption and in 
decryption. 

2. METHOD – GENERATION OF GENETIC KEY 

Genetic algorithm is a kind of  algorithms which makes use of 
the mechanics of natural selection and genetics. It is a part of 
Evolutionary Algorithms which are used to solve 
optimization problems with the help of mechanisms like 
crossover, selection and mutation. The process of solving 
optimization problems using Genetic Algorithms. 

      
    Fig. 1. Fitness Function of Genetic Algorithm 

The main idea of Genetic Algorithm is to imitate the 
randomness of the nature of selection process and behavior. 
The natural system make population of individuals able to 
adapt the surrounding. We can say the survival and 
reproduction of the individuals is supported by exclusion of 
less fitted individuals. 

The population is generated in such a way that the individual 
with the highest fitness value is most likely to be replicated 
and unfitted individual is discarded based on threshold set 
by an iterative application of set of stochastic genetic 
operators. Genetic Algorithm performs following operations 
to transform the population to new population based on 
fitness value. 
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3.1 Crossover 

Crossover is a genetic operation which joins two 
chromosomes to form new chromosome. The newly 
generated child chromosome is composed of chromosomes 
from each parent. 

Crossover is classified as single point, two point and uniform 
crossover. In Single Point only one crossover point is 
selected to generate new child. In Two Point crossover two 
crossover points are selected to generate new child. In 
Uniform crossover bits are selected uniformly from each. 

 

Fig. 2 Types of cross overs 

3.2 Mutation 

In mutation after crossover at least one bit in each 
chromosome is changed. This is performed to reflect the 
effect of around in natural genetic process. There are two 
major types of Mutation i.e Flipping of Bits and Boundary 
Mutation. In Flipping of Bits one or more bits are converted 
into 0 to 1 or 1 to 0. In Boundary Mutation randomly upper 
or lower block in swapped in chromosome. 

 

Fig. 3 Mutation 

3.3 Selection 

In selection, chromosomes are chosen from the population 
for generating new population. The selection is based on 
value of fitness. If the value is high then the selection chances 
will be more. Selection is classified as Roulette-wheel 
Selection, Tournament Selection; Truncation Selection. 

 

3.4 Fitness Function 

Fitness function is one of the most important function in 
Genetic algorithm because good fitness is useful for the 
exploration of search space efficiently and bad fitness 
functions are for local optimum solution. Fitness Function 
can be categorized as two types. One is Constant fitness 
function and another one is Mutable fitness function. 

In cryptography, Key Selection is one of the selection 
problem and when we consider the key is selected, the key 
with highest fitness and randomness is selected. The 
applications of Genetic Algorithm are also in heuristic 
problems, which make the Genetic algorithm for key 
generation and data encryption. 

4. RESULTS 

 

After runing the file we will get the above screen as first 
screen and that is called as welcome screen, This screen 
contains two buttons. One is Sender Frame button, another 
one is Reciver Frame button.  
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By clicking the Sender Frame button in the welcome Screen, 
this screen will appear. And the above screen is “ Sender 
Frame Screen”. 

 

In the above result we are Uploading the file by using the 
button Browse, after that by enter the key, click the Generate 
Genetic key button and then  Genetic key will be generated. 
By clicking the Encrypt button we can get the Encrypted 
data. 

 

After encrypting the data. The sender will send the file, then 
the Receiver Frame button should be clicked in the welcome 
frame and the above Screen is “Receiver Frame”. 

 

 

 

After encryption the encrypted data is stored in default file. 
Open Receiver frame and upload the encrypted file by using 
the browse button and then enter the genetic key. Click the 
Decrypt button and then we can get the Plain text. 

5. CONCLUSION 

In this paper, we used the Genetic Key for the encryption of 
data. The genetic key generated helps us in providing the 
privacy along with secrecy. The various techniques such as 
mutation, crossover, fitness functions are used for the 
generation of genetic key. After the genetic key generation 
data is diffused and XOR ed for encryption. In future, we 
wish to enhance this project to all types of files including 
images, video files and other miscellaneous files. And we 
would also increase the efficiency. 
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