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Abstract - Intrusion Detection System is used to inspect the 
network to identify malicious events. However, current 
implementation leads to significant false positives and false 
negatives thus making it unreliable. We propose a 
combination of signature and anomaly-based detection 
models working in tandem to identify malicious activities. This 
paper discuses about signature and anomaly-based IDS 
implementations, and proposes a hybrid IDS with signature 
and heuristic capabilities, which is designed to offer superior 
pattern analysis and anomaly detection thereby reducing 
administrator intervention.  
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1. INTRODUCTION  

 Intrusion Detection System can intelligently monitor the 
network traffic to detect malicious entities trying to gain 
access to the system. However, they have inherent limitations 
when implementing a single detection method which leads to 
false positives and false negatives; this paper proposes a 
combination of signature and anomaly-based models 
working in tandem should be implemented. This paper 
compares existing detection models and proposes a hybrid 
IDS detection engine with heuristic capabilities named 
SPARTAN, which is designed to offer superior pattern 
analysis using LCS algorithm and anomaly detection using the 
BOAT algorithm thereby reducing administrator 
intervention. 

 This paper explores a new method to increase detection 
rates during detection. We have studied existing works to 
explore a solution in which signature and anomaly detection 
are combined to design an efficient detection engine. The 
proposed system can analyze a program to identify its nature 
i.e. malicious or non-malicious. 

2. LIMITATIONS OF SIGNATURE AND ANOMALY BASED 
DETECTION 

A. SIGNATURE BASED DETECTION 

 A Signature-based IDS uses pattern matching techniques 
to inspect the packet against a frequently updated database of 
attack signatures which might constitute an attack. It can 
detect existing attacks. It also conducts deep packet 
inspection looking for malicious patterns in the header and 
payload. Even though this method is effective, there are two 

main limitations, namely inaccurate detection of unknown 
attacks, and deficiencies in pattern analysis. This is due to 
signature-based IDS relying on pattern matching; thus 
variants of the attacks can have a different signature, thereby 
evading detection, leading to false negatives. Secondly, 
implementing a root-cause analysis of the intrusion is reliable 
as it considers the context of the attack as well as its 
characteristics. But, this is a time-consuming process that can 
take days, even months to produce results. Conversely, 
implementing unique-pattern analysis is quick, and simple as 
it involves looking for data that is unique to be an exploit, or 
malicious traffic, without understanding how the 
vulnerability works. 

B. ANOMALY BASED DETECTION 

 An Anomaly-based IDS has some disadvantages in the 
behavioral model generated during the training phase. 
Initially, they compare the current network activity with the 
baseline parameter. Then, if a deviation is observed, the 
administrator is alerted to a possible attack. Although this is 
more effective at detecting unknown attacks, a lot of time is 
wasted during the training phase to create a normal baseline 
threshold. Moreover, every single host must be individually 
trained which is difficult in case of a heterogeneous 
environment. The detection task is inaccurate as a result of 
false positives due to the lack of behavioral information 
generated in the comparison model. 

Finally, this type of IDS may send alert messages asking for 
unnecessary administrator intervention which is often due to 
a lack of information of normal behavior where the IDS 
cannot differentiate legitimate operations from attacks; e.g. if 
a new program is deployed or is updated to a new version, 
the IDS may classify the event as abnormal. 

3. HYBRID INTRUSION DETECTION 

 As discussed in the previous section, since signature and 
anomaly-based IDS have some  limitations, combining them is 
necessary to harden the intrusion detection process so that 
the IDS is capable of detecting both known and unknown 
attacks, taking advantage of both signature accuracy, as well 
as heuristic versatility. 

 An IDS with heuristic capabilities and automatic signature 
generation is proposed. Snort is connected to an Anomaly 
Detection System to detect intrusions, generate rules, and 
update the Snort database. The Snort IDS detects known 
attacks using its signature detection. Then, an engine 
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generates FERs with different levels of thresholds to enable 
unknown attack detection. Hence, the FERs whose threshold 
either mismatches or matches to high frequencies are 
marked as anomalous which are then used to generate 
signatures and update the Snort database. Therefore, this 
implementation offers an efficient IDS with less administrator 
intervention. This method updates the database 
automatically every time a malicious event is detected. 

4. PROPOSED IDS FRAMEWORK 

SPARTAN primarily focuses on improving the 
performance of an IDS by improving detection rate, and 
reducing administrator intervention. It relies on a new model 
for distributed anomaly detection and signature generation 
that adapts to attacks. The approach suggested by Hwang et 
al is considered in generating new signatures. The core 
modules of SPARTAN are signature detection engine, 
anomaly detection engine, and signature generation engine. 
The management interface coordinates communication 
between the administrator, and the detection engines by 
alerting the administrator of any significant attacks. The 
administrator can also configure both the components with it. 

Fig -1: HIDS Taxonomy 

A.  Signature Detection Engine  

 The Signature Detection Engine uses pattern analysis to 
detect attacks. It compares the sniffed data sequences to the 
patterns stored in the signature database. If an attack is 
detected, an alert is sent to the administrator. There is very 
less chance of a false positive because the sequence has to 
match with a malicious signature before being classified as an 
attack. If no attack is detected, the sequence is passed onto 
the anomaly detection engine for further analysis in order to 
define whether it is abnormal behavior or not.  

B. Anomaly Detection Engine 

 The Anomaly Detection Engine performs heuristic 
analysis on the sequences sent by signature detection engine. 
An integrated anomaly database is used to collect behavioral 
data so that a very accurate behavioral model can be 
generated. It uses boat algorithm to update the tree 
incrementally if the training dataset requires dynamic 

modifications. Each client can help to detect anomalies by 
defining normal behavior locally. The administrator decides 
whether a new event is malicious or not. If the sequence is 
not malicious, it is added to the database and the process 
continues to perform its function, otherwise the 
administrator is notified of the malicious event.   

C. Signature Generation Engine  

 In order to reduce the administrator intervention due to 
the excessive alert messages the signature database has to be 
updated regularly.  The proposal suggested by Hwang et al, in 
which the signature generation engine is part of the 
integrated anomaly detection engine instead of being an 
isolated component. SPARTAN’s anomaly detection engine 
performs signature generation only if it detects new 
abnormal events. Therefore, new signatures are generated 
are a result of a false negatives in signature. Thus, next time 
the signature detection engine will detect that sequence 
immediately reducing both the processing time, and the 
administration intervention due to false positives. 

 
Fig -1: Management Console 

5. CONCLUSION 

 Intrusion detection should be a 360 degree defense 
strategy in which no single method or technology or 
technique should be relied upon implicitly. This paper 
attempts to provide an effective solution against common 
security threats.  

Table - 1: EXISTING MODEL VS. PROPOSED MODEL 

       PARAMETERS EXISTING 
MODEL 

PROPOSED 
MODEL 

Correctly Classified Instances 88.60% 92.02% 
Incorrectly Classified 
Instances 11.39% 7.97% 

Mean Absolute Error 11.4% 10.4% 
Root Mean Squared Error 33.76% 27.03% 
Relative Absolute Error 24.74% 22.61% 
True Positive Rate 88.60% 92.02% 
False Positive Rate 17.9% 11.1% 
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Precision 89.1% 92% 
F-Measure 88.3% 91.9% 

  
 One advantage of using the distributed anomaly-based 
IDS, in SPARTAN is the improvement in detection rate due to 
the consideration of heterogeneous environments. The 
anomaly detection model combining host and network 
anomaly-based detection, might increase the cost of 
deployment, but might significantly lower the false positives. 
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