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Abstract - Data security is one of the major concerns in 
Information Technology, particularly in Cloud Computing. 
When it comes to Multi-cloud storage, it is also very important 
to maintain Data Integrity across the cloud servers since they 
may be located anywhere around the globe. One cannot ignore 
the threats to a user’s data on cloud even though cloud 
provides wide range of services like storage capacity, cost 
savings and high speed. Enterprises and businesses use cloud 
services to store their files, but this exposes confidential and 
sensitive file to new risks. The proposed Multi-cloud storage 
provides a secure mechanism for file storage by abstracting 
the process of storing files across multiple servers to the users 
and enhancing the security and privacy of data with a 
trustworthy environment. The user of the cloud need not 
worry about the way data is stored in multi cloud servers or 
about the way it is uploaded or downloaded. The methodology 
adopted ensures the integrity of data in files is maintained 
when the data is retrieved by the user. This paper describes the 
implementation of a secure Multi-cloud storage for files by 
adopting encryption and file splitting concepts to improvise 
the security of file stored. Here, the user’s file is fragmented 
into segments and each segment is loaded into a different 
cloud server. The files parts are encrypted by making use of 
keys unique to each cloud server before being loaded. Double 
encryption is provided when the user first encrypts the file 
before it can be uploaded to the cloud server and the integrity 
is ensured by hashing each file part before encryption. All the 
metadata corresponding to a file’s fragmentation and 
encryption is maintained by a combiner module. The 
suggested model ensures both Data privacy and security, and 
Data Integrity. 
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1. INTRODUCTION  
 
Cloud computing provides on-demand and pay-as-you-go 
availability of system resources in the form of computing 
power and storage. It is a group of networked elements 
providing services which is not managed by the users but 
providers. It saves infrastructure and operational 
expenditures for organizations due to scalable access over 
the internet. 

Security challenges are amongst the largest obstacles when 
adopting a cloud service. The delicacy and sensitivity of the 

user’s information is one of the major reasons why the user 
may hesitate to store this information in the cloud. 
Organizations and Enterprises hesitate to leverage public 
cloud services for storing their sensitive and confidential 
data as some of the clouds store them as plain text on a 
server which may be located anywhere around the globe 
making security a concern. These security concerns develop 
novel ideas and techniques for security approaches. Some 
cloud services provide the ability to encrypt the data that is 
to be stored. This raises a security concern when the user 
has no idea as to who has access to the encryption keys. The 
cloud administrators may use the keys for malicious 
activities. Some of the complex data security challenges 
include sharing the infrastructure of a cloud service model 
with multiple tenants, legal issues and data mobility, 
Compliance and auditing concerns, standards adopted by the 
cloud service providers. Hence, there is a need of a secure 
method for the user to be able to trust the cloud service in 
maintaining their confidential data. 

Multi-cloud storage is the deployment of multiple cloud 
services within a single networked architecture. A typical 
multi-cloud architecture may utilize several public and 
private clouds which in turn eliminate the reliance on a 
single cloud provider. They have the potential to allow 
higher security and performance. In the case of single cloud 
storage, all the data is stored on a single centralized region 
which makes it easily accessible to the attackers. Multi-cloud 
storage is also advantageous in terms of disaster recovery 
and cost saving. The strategy of multi-cloud allows 
organizations to select different clouds services based on 
their advantages over certain tasks than others. Using a 
multi-cloud environment, the cloud service provider can 
handle different aspects of security whereas the 
organizations can define their own security responsibilities 
over the cloud. 

Our proposed system provides a multi-cloud based cloud 
service which adopts a secure method of storing files in the 
cloud servers. It involves splitting, hashing and encryption 
procedures that overall make the storage of files secure 
across multiple servers. The file is split into multiple parts 
and stored in different servers such that a malicious attacker 
never gets complete data even if a cloud server is 
compromised in turn enhancing the trustworthiness of cloud 
services. The security is improved by adopting encryption-
decryption techniques and data integrity as maintained by 
hashing the file segments. 
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This paper is structured as follows. Section II discusses the 
related work on Multi-cloud file storage. Section III discusses 
the proposed methodology for secure file storage. 

 

2. RELATED WORK 
 
Majority of the research was executed on single cloud storage 
services where the entire data is stored on a single location 
leading to security concerns like  data loss, data integrity 
issues, malicious attacks by cloud administrators. A solution 
to these was provided in [1] which adopted multi cloud 
storage to improve the performance. Multi-cloud storage like 
DepSky, RACS is briefed with their benefits and shortcomings 
in the paper. A wide range of security domains such as key 
administration, encryption and identity management are 
discussed in [2]. 

Distributed File System (DFS) are leveraged by many of the 
multi-cloud systems to allocate and store files in a 
distributed network. Popular DFS are considered in [3] and 
[4].  Another method described in [5] explains distributing 
the file data and metadata separately within a single server. 
Cloud security issues and challenges are discussed by NIST 
in their draft of Cloud computing synopsis [6]. A proxy re-
encryption strategy for data and information sharing is 
discussed in [7] where the overall security is lessened due to 
storing the whole file in a single cloud server.  

 

3. PROPOSED METHODOLOGY 
 
The proposed methodology includes a number of modules 
which perform major operations of storing a file into multiple 
cloud servers. Every file undergoes processing before it is 
stored in the file. These are discussed in every step listed in 
this section. 

Step 1: User Login 

This is the module where the user logs in to the system. Every 
user is registered into the system before they can login. 
Registration is done at the organization level which allows 
users belonging to an organization the ability to login.  

Step 2: Upload and Download 

This module provides the user the ability to upload the file to 
be stored in the cloud server and the ability to download the 
file from a cloud server. A primary level of encryption is 
performed here with a key private to the user. This is to 
guarantee that even the cloud gets compromised somehow 
attacker would not know the contents of the file. This 
provides an upper hand to the user. 

A user interface would be provided to the user to view the 
files stored into the cloud and an option to download any file 
that is stored in cloud. There are no restrictions on the type 
and number of files a user can upload.  

Step 3: Combiner Module 

 

Fig -1: Secure Multi-Cloud File Storage Architecture 
 

This is the module which abstracts the processing done on 
the file to the user. This module includes two major 
operations which are performed on the file. 

The first step performed by the combiner module is of file 
splitting. The file selected by the user to be uploaded to 
server is split into a number of parts based on the number of 
servers to store the file parts into. 

Once a file is fragmented into parts, a signature that is, a hash 
is generated for each part of the file.  SHA-256 is the 
algorithm used to generate this hash. A hash is a signature for 
a text which is different from decryption in that it is a one-
way cryptographic operation performed on a text. SHA-256 
creates a unique 256 bit hash for each part of the file. SHA-
256 is one of the strongest hashing functions and has not 
been compromised. 

Hashing provides the following benefits: 

1. Data Integrity verification: The file and its parts’ data 
integrity can be verified with the hash generated for 
each of them. In case a file is tampered, the hash 
calculated will be different from the hash of the file 
generated before it was loaded to cloud thus 
providing information regarding the integrity of 
content of the file. Once all the file parts are merged, 
a hash is generated on the complete file and this 
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hash is compared with the original hash generated 
before the file was stored in the cloud. If the hash 
does not match, it proves that the file has been 
tampered with. 

2. File part order verification: The combiner module 
has information on the order of the files. Once a file 
to be downloaded from the cloud servers, the 
combiner module combines all the fragments of the 
file into one file. The hash generated for this 
combiner file must be same as the original hash to 
verify that the file has been merged in the right 
order 

 
After the files has been split into number of parts, each  part 
of file is encrypted with different key, the key to encrypt that 
particular part of file depends on which server the combiner 
module wants to store that file in, that is a key is unique to a 
sever. These keys are generated by the combiner module and 
assigned to each server. 

Encryption algorithm which has been used to encrypt files is 
Advanced Encryption Standard (AES) algorithm which is 
symmetric encryption algorithm, Advanced Encryption 
Standard (AES) algorithm is basically an iterative approach 
rather than the Feistel cipher. It is particularly designed to 
depend on substitution and permutation network. It includes 
a series of operations, some operations include replacing the 
input bits by specific outputs, these operations are called 
substitutions and other operations involve shuffling bits 
around, these operations are called permutations. 

AES (Advanced Encryption Standard) performs all of its 
computations on bytes instead on bits. AES treats 128 bits of 
a plaintext block as 16 byte block. Number of rounds 
available in the AES is variable and it mainly depends on the 
length of the key that is being used. AES (Advanced 
Encryption Standard) uses 10 rounds if key is 128-bit, 12 
rounds if key is192-bit and 14 rounds for 256-bit keys. Each 
of these rounds uses a different 128-bit round key, which is 
basically calculated from the original AES key. 

The main purpose for choosing AES algorithm for encryption 
is its support for larger keys, and it’s more secure than DES 
(Data Encryption Standard) algorithm, it’s also faster in both 
software and hardware. 

After encrypting all the file parts, combiner module stores the 
parts in respective servers. The advantage of storing it in 
multiple servers is even when the attacker gets hold of 
contents of one server which basically means that one server 
is compromised, attacker will only be in possession of a part 
of file which is in encrypted form. In the worst case scenario 
even if the attacker gets hold of all parts of file, attacker has 
no clue of how to combine all these parts since attacker don’t 
know the contents of the file parts. 

When user wishes to retrieve the file, combiner module 
collects all parts of file from different servers and decrypts all 
parts of file with corresponding server keys on which these 
parts were stored. Once the user retrieves the file, the user 

can decrypt the file with the private key with which it was 
encrypted after uploading the file. 

4. CONCLUSIONS 
 
Many organizations and businesses related to safe storage 
and security will be benefitted by this solution, since the 
problems related to security of files stored in cloud will be 
solved with this approach. It is very risky to put whole file in 
only one cloud server as this increases the possibility of 
attacks and attacker gets hold of entire file contents. So by 
implementing this methodology there is an increase in the 
security of files stored in cloud by storing in different servers 
and encrypting them. It uses multiple cloud storage concepts 
along with the concept of encryption to increase the security 
of contents in cloud, rather than storing entire file on one 
cloud system, it will split the file into number of chunks, hash 
them and encrypt them and store them in different cloud 
servers. This methodology allows the organizations to have 
an upper hand on their files with the two level encryption 
adopted here with an additional advantage of Data Integrity.  

4. FUTURE ENHANCEMENTS 
 
There are various encryption algorithms which impose 
greater security on the files which can be used in this specific 
use case, as encryption is made modular allowing the system 
to be improvised with more advanced encryption algorithms 
developed in the future. The process can be made Highly 
Available (HA) by backing up the contents of each of every 
part in different servers just to make sure that if one server 
fails the user must not lose the content that is stored on that 
particular server. Furthermore, better key management 
strategies can be adopted to manage the keys used for 
encryption. 
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