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Abstract--The Monitoring Patient Health is evolving as a
major problem in today’s world. Patients are facing a
problematic situation of unforeseen demise due to the
specific reason of heart problems and attack which is
because of nonexistence of good medical maintenance to
patients at the needed time. This is for specially monitoring
the old age patients and informing doctors and loved ones.
So we using a project to dodge such sudden death rates by
using Patient Health Monitoring that uses sensor technology.
The main aim of project is to perform event based triggering
to process the patient’s real-time data and compute the data
in patient’s mobile and then data got uploaded to cloud. This
system uses Temperature and heartbeat sensor for tracking
patients health. This system propose the Secured OTP IoT
Environment in Medical Field. The health related data get
uploaded into Mobile node. The outcome of the project
compute the data in patient’s mobile and then data got
uploaded to cloud. Thus, 10T based patient monitoring
system effectively monitor patient’s health status and save
life on time.
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I. INTRODUCTION

In the current trend Internet of Things (IoT) technology is
more useful in healthcare in terms of mobile health and
remote patient monitoring. IoT generates an unprecedented
amount of data that can be processed using cloud computing.
But for real-time remote health monitoring applications, the
delay caused by transferring data to the cloud and back to
the application is unacceptable. So when the health care [oT
devices starts uploading current status of patient from smart
home or hospital to the cloud continuously. The patient’s
mobile will be acting as Fog-node in which it collects the data
and computes the received data and generates events for
abnormal cases. When an event is triggered the cloud sends
alert to doctor, ambulance and relatives based on the
threshold of event occurred. All data transmission occurring
in-between Cloud Server and Patient’ Mobile is encrypted
using One Time Pad security mechanism.

The problems existing in the current system are as follows:

® Due to continuous monitoring of IoT devices even
the Fog Servers got accumulated with bulk of junk
files.

® Processing the data in Edge Servers or Fog Servers
takes very long time which makes slow alerts.

) " Cloud
“Computing

Fog Computing

Edge Computing

Fig.1.Fog Based IoT
II. EXISTING SYSTEM

IoT based remote monitoring systems have been suggested
by various researchers due to their high efficiency in
delivering intensive time-sensitive information to the clients.
In existing system the IoT devices will keep observe the data
from various resources and send data to the respective
fognode or edge node for computation of health data. Then
the computed values will be transferred to the cloud Server.
Based on the abnormal condition the Cloud will send
intimation to the clients.

III. PROPOSED SYSTEM

The Secured OTP IOT Environment in Medical Field is
proposed. Here the patient’s android mobile device will be
acting as the edge server for doing computing with the
receiving data from health monitoring devices. The health
related data get uploaded into Mobile node. In Mobile Edge
Layer, edge level computing is performed based on the
threshold values the health status of respective patient is
analyzed. If the status is getting abnormal then the Mobile
Edge layer sends the health data with One time pad security
to the Cloud. Then the emergency message will be sent to
Hospital Ambulance, Doctor and relatives based on the type
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of event triggered. Mobile computing promotes high efficient
output because maximum computation is done edge level
which makes the cloud process as light weight. Thus it
implements the computation in patient’s mobile device with
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MODULE DESCRIPTION

User Authentication in Web-portal

one-time-pad security.

IV. ARCHITECTURE
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Fig.2.Architecture
V.SYSTEM REQUIREMENTS
HARDWARE REQUIREMENTS
» Laptop-1
* Hard Disk: 20GB & Above
* RAM: 4GB & Above
*  Processor: Pentium IV & Above
» Mobile phone-2
Android: Jelly-Bean & Above
SOFTWARE REQUIREMENTS
» Windows 7 operating system and above
> JDK1.8

» Android Studio

In this module we have developed a web portal -
Hospital Web application. Using this application new
patients has to register their details and the data will be
stored in hospital Server. Likewise a hospital Admin
sign-in will be there they can add new doctors and
specific specialist to which the doctors belong to. All
these information will be saved into hospital server’s
database.

II. Patient’s Mobile Application and Appointment

The patient communicates with this system by
registering his/her information at first instance by
answering questions related to health history and
personal details. After registration, a unique
identification number is provided to the patient by the
cloud server. To perform the classification, cloud layer
provides the patient identification (PID) and attribute
sets related to health history of the patients. The current
application scenario works in event triggered mode. In
this mode, the requisite real-time sampled data is stored
at the mobile nodes. The mobile edge layer willconduct a
data handling. Patients can request appointment to their
respective Doctors from mobile application or web
application.
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Fig.3.Wireless Sensor Networks
1L Mobile Computing

The health data from various fog-nodes from respective
areas will be processed in Mobile layer. Based on the
previous health dataset the computation will be processed.
Data from different categories will be analyzed here. Health
related data from previous history got collected from the
Health dataset, Environment related data like air quality,
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noise level around the place where patient is, Behavior
related data like whether the patient is having fits, vomiting,
hyper tension, fainting etc. These kinds of data get analyzed
in this layer. After computing, the end result will be sent to
the one-time-pad.

IV. Event Based Triggering

When the mobile device performs computation periodically
when the values got reached above the threshold value then
it will detect that patient is in emergency state and has
abnormal condition. So spontaneously the mobile node will
send the abnormal data to the Cloud in encrypted format and
here the Event is triggered by the cloud server. The
Emergency alert to the Doctors, medical team, ambulance,
relatives, etc. Thus the alert will be sent to respective mobile
users.

VII. RESULT

We propose the Secured OTP IOT Environment in Medical
Field. Here the patient’s android mobile device will be acting
as the edge server for doing computing with the receiving
data from health monitoring devices. The health related data
get uploaded into Mobile node. In Mobile Edge Layer, edge
level computing is performed based on the threshold values
the health status of respective patient is analyzed. If the
status is getting abnormal then the Mobile Edge layer sends
the health data with One time pad security to the Cloud.
Then the emergency message will be sent to Hospital
Ambulance, Doctor and relatives based on the type of event
triggered. Mobile computing promotes high efficient output
because maximum computation is done edge level which
makes the cloud process as light weight. We going to
implement the computation in patient’s mobile device with
one-time-pad security.

VIII. CONCLUSION

Thus to perform event based triggering to process the
patient’s real-time data and compute the data in patient’s
mobile and then data got uploaded to cloud.
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