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Abstract - Our proposed system claim to detect power theft
in real time along the location of theft. The system will have an
online database which store all the data related to the
distribution system along with the time and data. This data
include power dispatched voltage consumed at a pole and the
serial no of the electrical pole. The voltage value will be
plotted against time. The pole number gives us with the
location of the theft of power; we will compare the sending end
and receiving end voltage levels, see demand of load if the
difference is more than permitted value then close check must
be scheduled to look into abrupt rise of power demand. The
System consists of Microcontroller based monitoring system
with receiver measurement instrument to collect data from
the consumer side.
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1. INTRODUCTION

The internet of things is about connecting the unconnected
things. [t allows for thing to accessible from the internet that
historically has not been. The internet of things is able to
improve quality of life for everyone by taking advantage of
these connected thing and data produced. The billions of
m2m connection make possible in everything on IOT. The
process element leverages the connection between data
thing and people to deliver the right information. To right
thing or person, at the right time, it is these billions of
connection thatadd value. Distribution Transformers have a
long life if they are operated under appraised conditions.
However, their life is essentially decreased if they are
overloaded, resulting in unexpected failures and loss of
supply to an expansive number of customers hence affecting
system unwavering quality. Overloading and ineffective
cooling of transformers are the major significant reasons for
failure in distribution transformers.

1.1 Internet of Things (10T)

The Internet of Things (IoT) is an environment in which
objects, animals or people are provided with unique
identifiers and the ability to transfer data over a network
without requiring human-to-human or human-to-computer
interaction. IoT has evolved from the convergence of

wireless technologies, micro-electromechanical systems
(MEMS) and the Internet. The concept may also be referred
to as the Internet of Everything.

A thing, in the Internet of Things, can be a person with a
heart monitor Implant, a farm animal with a biochip
transponder, an automobile that has built-in sensors to alert
the driver when tire pressure is low -- or any other natural
or man-made object that can be assigned an IP address and
provided with the ability to transfer data over a network.

IoT board designed to meet a variety of online application
needs with distinct advantages that enable the embedded
system designer to easily, quickly and seamlessly add
internet connectivity to their applications.

The module’s UART update feature and webpage control
make them perfect for online wireless applications such as
biomedical monitoring, environmental sensors, and data’s
from portable battery operated wireless sensor network
devices. Lumisense. [oT board featured with SIM900 GPRS
modem to activate internet connection also equipped with a
controller to process all input UART data’s to GPRS based
online data.

Below, it is provided a glossary defining the Internet of
Things:

e Internet of Things: A network of internet
connected objects able to collect and exchange data using
embedded sensors.

e Internet of Things device: Any stand-alone
internet-connected device that can be monitored and/or
controlled from a remote location.

o Internet of Things ecosystem: All the components
that enable businesses, governments, and consumers to
connect to their loT devices, including remotes, dashboards,
networks, gateways, analytics, data storage, and security.

e Entity: Includes businesses, governments, and
consumers.

e Physical layer: The hardware that makes an loT
device, including sensors and networking gear.

o Network layer: Responsible for transmitting the
data collected by the physical layer to different devices.
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o Application layer: This includes the protocols and
interfaces that devices use to identify and communicate with
each other.

e Remotes: Enable entities that utilize loT devices to
connect with and control them using a dashboard, such as a
mobile application. They include smart phones, tablets, PCs,
smart watches, connected TVs, and nontraditional remotes.

e Dashboard: Displays information about the IoT
ecosystem to users and enables them to control their IoT
ecosystem. It is generally housed on a remote.

¢ Analytics: Software systems that analyze the data
generated by IoT devices. The analysis can be used for a

variety of scenarios, such as predictive maintenance. .

Data storage: Where data from IoT devices is stored.

o Networks: The internet communication layer that
enables the entity to communicate with their device, and
sometimes enables devices to communicate with each other.

2. WORKING PRINCIPLE

There are various types of electrical power theft, including
Tapping a line or bypassing the energy meter. Accordingtoa
study/[citation needed] , 80% of worldwide theft occurs in
private dwellings and 20% on commercial and industrial
premises.

The various types of electrical power theft include:

2.1 Direct Hooking from Line

What's known as "Cable Hooking" is the most used method.
80% of global power theft is by direct tapping from the line.
The consumer taps into a power line from a point ahead of
the energy meter. This energy consumption is unmeasured
and procured with or without switches.

2.2 Bypassing the Energy Meter

In this method, the input terminal and output terminal of
the energy meter is short-circuited, preventing the energy
from registration in the energy meter.

2.3 Injecting Foreign Element into the Energy
Meter

Meters are manipulated via a remote by installing a circuit
inside the meter so that the meter can be slowed down at
any time. This kind of modification can evade external
inspection attempts because the meter is always correct
unless the remote is turned on.

2.4 Physical Obstruction

This type of tampering is done to electromechanical meters
with a rotating element. Foreign material is placed inside
the meter to obstruct the free movement of the disc. A
slower rotating disk signals less energy consumption.

2.5 ESD Attack on Electronic Meter

This type of tampering is done on electronic meter to make
it either latent damage or permanent damage. Detection can
be done correctly in high end meters only. The three phase
parameter i.e. voltage of overhead line will get continuously
sensed using phase voltage sense section. Once the fault
takes place in overhead line, voltage and current values
deviates from their nominal ranges. The faults like all series
& shunt faults get detected & classified here. During
occurrence of any series voltage get sensed and respective
signals are given to microcontroller. Relay is connected for
detecting fault in fault display section. Relay is operated by
micro-controller and switched after the occurrence of faulty
condition. Microcontroller programing is done on the basis
of characteristics conditions of overhead line voltages on
occurrence of fault. The type of fault gets analyzed by
microcontroller. If the fault gets occurred wireless
technology GSM (global system for mobile communication)
is used to send SMS to a responsible person on mobile. Type
of fault will display on fault display section. Simultaneously
fault will clear. The fault clearing system uses various
protection devices such as relays and circuit breakers to
detect and clear the fault. The three phase voltage sensed is
continuously given to microcontroller. The implemented
system completely meets the demand of low cost by using
the microcontroller and mobile communication technology
with the aim to detect the abnormality and fault occurred in
the overhead electric line.

Fig-1: Circuit Diagram
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This unit consists of transformer, rectifier, filter and
regulator. A.C. voltage typically 230V rms is connected to a
transformer which steps that AC voltage down to the level to
the desired AC voltage. This resulting DC voltage usually has
some ripple or AC voltage variations. A regulator circuit can
use this DC input to provide DC voltage that not only has
much ripple voltage but also remains the same DC value
even the DC voltage varies somewhat, or the load connected
to the output DC voltages changes. Liquid crystals are
organic (carbon) compounds, which exhibit both solid and
liquid properties. The message will be given to the
interfacing media according to coding system. An LCD
interfacing program is also in built in microcontroller. If any
abnormalities occur it will be displayed on LCD. Once the
circuit is tripped it must be reset for further use using
reset button. In either case, the microcontroller is
programmed so as to show the status of the output on
the LCD interfaced to it.
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Fig -2: Block Diagram
3. CONCLUSION

An Electrical Power Theft Location Using lot
for transformer was designed, implemented and tested.
It is quite useful as compared to manual monitoring
and also it is reliable as it is not possible to monitor
always the load voltage and load current manually. A
server module can be added to this system to
periodically receive and store transformer parameters
information about all the power transformers in a
database application. After receiving message on any
abnormality we can take immediate action to prevent
any catastrophic failures of power transformers.
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