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Abstract - The enterprise infrastructure nowadays has a 
very complex structure of different physical, virtual and cloud 
elements. One of them is the Data warehouse. Although data 
warehouses can hold a large amount of data, it cannot 
accommodate the entire company’s data. In Data lake, all the 
data of any enterprise is stored at a single location. This new 
concept of Data lake, will make data operations even easier. 
The data operations could be pertaining to ingestion of data, 
removal of data, etc. To manage and monitor these data 
operations, we have IT Operations. When these IT operations 
are clubbed with artificial intelligence and machine learning, 
it automates the task of the IT operations. This could even help 
in predicting huge road blocks for any applications that’s 
running in the enterprise. By levering this technique, 
enterprises could automate and enhance their business 
services. Amalgamating data lake and AIOps (AI for IT 
Operations), the enterprise will have all the data in a place 
and this data monitored by AI based IT operations.  
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1. INTRODUCTION 
 
The data warehouses are a well-designed system. The data 
model of the warehouse is carefully designed according to 
the usage of the application that has to be deployed. After the 
warehouse is up and running, the data is loaded. Thousands 
of users can access the data in the warehouse simultaneously 
for performing various tasks like reporting or analytics. The 
data present in the warehouse supports only batch 
workloads. 

Data warehouses were created to combine information from 
various different data sources so that evaluation and 
analytics of the application could be visible for everyone. 
This would result in a single form of the application. Any 
changes or improvisations for the application could be done 
by the accessible end users and it would reflect everywhere. 
This was one of the major advantages of data warehouse. 

Though data warehouse concept was a huge success for 
siloed data, it had several road blocks. The inter-
communication between two data warehouses could cause 
overload on the performance. Enterprises target in meeting 
the SLA’s and a faster response of the application is common 
in most of them. So, when the application wants to access 
data from a different warehouse or any data that doesn’t fall 
into the same warehouse, the warehouse has to 

communicate externally. The response time for this could 
vary based on the condition of the external devices. 

The IT infrastructure of any enterprise has different kinds of 
data flowing into its system. In data warehouses, the data 
that is going to flow will be specified and only that particular 
data flows through. So, when the data warehouse encounters 
a data which is not compatible with its environment, it has to 
be converted and then utilized for the required jobs. This 
could also result in an overhead for the warehouse, causing a 
delay in response time. 

The data today is divided into structured, semi-structured, 
and unstructured data. Accommodating all these different 
data into one single warehouse define the Data Lake. It is a 
place to accumulate every type of data in its instinctive 
format with no constraints on account size or file. It offers 
huge data quantity to increase analytic performance and 
innate integration. Data Lake is similar to a large container 
which is very similar to real lake and rivers. Just alike a lake, 
you have multiple streams coming in, a data lake has 
structured data, unstructured data, machine to machine, logs 
moving through in real-time. The Data Lake designates data 
and is a cost-effective way to store all data of an organization 
for post processing.[1]. Research Analyst can concentrate on 
finding meaning patterns in data and not data itself. Unlike a 
hierarchal Data warehouse where data is stored in Files and 
Folder, Data lake is having a flat architecture. Every element 
in a Data Lake is given a unique identifier and is tagged with 
a set of metadata information. 

The enterprise looks for a smooth functioning of their 
application from the consumer’s end. Since all the data is 
consolidated at a place, the applications running in the 
environment can access any data and the response time 
would also reduce. 

Enterprises have noticed these capabilities of Data Lake and 
are investing in making a data lake for themselves. This 
could help in giving a greater visibility, network and 
operation infrastructure of the whole system. 

The data lake should be managed and monitored to prevent 
it from any anomalies or any deadlock that could shut down 
the application.[2]. The IT operations look into this 
monitoring and managing the data facilities. The method that 
most of the companies follow is IT Operations Analytics 
(ITOA). ITOA involves analyzing and monitoring of data that 
is already in the data lake. It diagnoses the data when after 
the data is received and gives suggestions for the 
improvement.  
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 ITOA is designed for only some specific kind of data. For 
example, when there are spark jobs running and there is 
ITOA tool to look into these jobs and provide the monitoring 
services, this same tool cannot be used for the data that is 
coming from Hive or Kafka. AIOps on the other hand has an 
upper edge over such conditions. 

AIOps expands on ITOA in three primary ways: 
1) Ingesting more kinds of data 
2) Processing real-time data as well as historical data 
3) Introducing machine learning to help analyse growing 
data sets. 

 

2. DATA WAREHOUSE AND DATA LAKE 
 
The Table 1 shows the comparison of data warehouse and 
data lake.[3]. The key points that come in choosing one 
technology are structure, process, users, and overall agility of 
the model to be unique. When these requirements are known, 
then selecting of the technology would be more profitable for 
the enterprise.  

Gartner had stated that by 2023, 30% of the enterprises 
would opt for data lakes. This shows how data lake is 
emerging in the industry due to its advantages.[4] 

3. IT OPERATIONS IN ENTERPRISES  
 
There are four basic stages that are involved in IT operations 
monitoring. They are shown in the Figure 1. Depending on 
the enterprise capability of monitoring its operations, it 
follows different stages. 
 

 
Fig -1: Stages of IT Operations 

 
• Descriptive IT: The data that is pulled into the Data 

Lake is taken into consideration for analysis. The 
statistics that is prepared by the existing data helps 
in monitoring any application. 

• Anomaly detection and diagnostics: If any process 
shows a pattern that leads to an anomaly, the 
administrator takes care of that before it reaches an 
unstoppable stage. 
 

 
 
 

Table -1: Comparison of Data Warehouse and Data Lake 
 

• Proactive operations: The tool itself is given the 
privilege to identify any anomaly patterns in the 
environment and declare what action has to be 
taken against it. 

• Avoiding high-severity outages: Certain anomalies 
cannot be sited by an administrator. Training the 
tool in such a way that will help us identify such 
anomalies will help the applications run smoothly. 

Criteria Data Warehouse Data Lake 

Type of Work 

Loads 

Concurrent users 

(approx. 1000’s). 

Interactive Analytics 

Load Management 

Capabilities. 

Batch processing 

Batch processing. 

Improvising the 

capabilities based of 

users based on the 

data present 

Schema Schema is well defined 

before the data is 

stored. It’s called 

Schema on write; 

where the data is 

identified and the 

model is made. 

Offers performance, 

security and 

integration of the data 

that it holds. When the 

type of data is known 

then the work has to be 

put in advance.  

Schema is defined after 

the data is entered. It’s 

called Schema on read; 

the data has to be 

identified by the code 

to access the data. 

There is extreme 

agility and ease of data 

capture. The work is 

required at the end of 

the data storing. There 

is no restriction for the 

use of any particular 

data type. 

Scale At moderate cost, it can 

scale large data 

volumes 

At very low cost, it can 

scale extremely large 

volume 

Data Accessing  Supports SQL and 

standard BI tool, which 

are used for reporting 

and analytics 

Programs created by 

the architects to access 

data, similar to SQL 

systems. 

Query Standard SQL Based programming 

done by the developer 

Advantages Fast response time 

within the same 

warehouse. 

Consistent 

performance. 

Ease of accessing the 

data. 

Secure data. 

Build once, use many 

Unmatchable 

scalability. 

Parallelization of 

programming 

languages 

Supports Pig and 

HiveQL. 

Can store very huge 

volumes of data  

Data Cleansed data Raw data 

Access Seeks Scans 

Complexity Complex joins Complex processing 

Cost/Efficiency Efficient use of CPU/IO 

Higher cost 

Low cost storage and 

processing 
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4. IT OPERATIONS ANALYTICS (ITOA) 
 
IT operations analytics (ITOA) is like AIOps platforms. Data 
is aggregated by ITOA tools from various sources and big 
data analytics is applied to extract the insights. This sort of 
analytics that was present before AIOps. This kind of 
analytics was used by the IT operations teams in various 
organizations, Gartner describes several applications of 
ITOA systems:  

• Root Cause Analysis: All the models, structures and 
pattern of the IT infrastructure or the specific 
application can be monitored which can help the 
users figure out the root causes of the overall 
system behaviour pathologies. 

• Proactive Control of Service Performance and 
Availability: Predicts the impact of the states, which 
were formed by the system. 

• Problem Assignment: Gives a way of determining 
the solution or, gives inferences to the most 
appropriate person or the team in the company to 
resolve the problem. 

• Service Impact Analysis: The relative impact of any 
of the root causes that has already taken place is 
figured out. This would help in devoting the 
resources to correct the fault in least time and cost 
effectively. 

• Complement Best-of-breed Technology: All the 
models, structures and pattern of the IT 
infrastructure or the specific application can be 
monitored are used correct or extend the results of 
the various discovery-oriented tools to improvise 
fidelity of information used in the tasks. (e.g., 
service dependency maps, application runtime 
topologies, network topologies). 

• Real time application behaviour learning: Based on 
user pattern and the company’s infrastructure, it 
tries to learn and correlate the behaviour of the 
applications like application patterns, create metrics 
of such correlated patterns and use it for future 
analysis. 

• Dynamically Baselines Threshold: Based on user 
pattern and the company’s infrastructure, it tries to 
learn and correlate the behaviour of the 
infrastructure on various application user patterns 
and determines the Optimal behaviour of the 
infrastructure and technological components and 
changes them accordingly without manual 
intervention.[5] 
 

5. AIOPS INSIGHTS 
 
5.1 Key Components of AIOps 
 

 Monitoring Ecosystem: The physical and virtual 
storage of any enterprise should have a greater 
extent of visibility and accessibility. This is provided 
by AIOps. Monitoring these tools are crucial for 

smooth functioning, high service quality and 
performance. 

 Engagement System: While monitoring the data, 
there can be a creation of extraneous noise. This 
component decreases the noise and gives service 
level insights about this to the assigned people in 
real-time. The operations team should look into 
such breaks happen. The problem is detected well 
before by applying machine learning and pre-
emptive measures are taken. 

 System of Record: Managing trouble tickets, service 
requests and stores this information for future 
references. This also can be improvised when 
unknown relations are found out. 

 System of Automation: The resolution scripts are 
automatically pre-empted.  

 Data Lake: It is a repository for all the diagnostics, 
ad-hoc reporting and business dashboards. 

5.2 AIOps Platform Benefits 
 

 Gives a deeper visibility into the business, IT, 
network and operations infrastructure.  

 The analysis and diagnostics of the issues is all 
automated. 

 For the performance check of the infrastructure, 
alerts and notifications are provided. 

 Automated behaviour prediction is done while the 
monitoring the data. 

 Recommendations are provided by looking into the 
real-time and historical data.  

5.3 Next Generation Solution for IT Operations 
 
The complexity in the databases of every enterprise will 
keep on increasing day after day and the human capability to 
identify the flaws will remain the same. Therefore, the IT 
operations have to leverage AIOps platform to monitor and 
manage their data. The aim of the AIOps vendors, like 
Datadog, Splunk, Dynatrace, AccelData, etc, should address 
the IT complexity and high performance demands of the 
enterprises. These vendors help in decreasing the response 
time and efficient use of infrastructure 
resources.[6][7][8][9]. 

The proactive monitoring helps to identify and act upon it 

immediately. The demand for this type of monitoring is 

increasing. A survey states that 74% of the IT professionals 

want proactive monitoring and analytics, but 42% of them 

are still using monitoring tools reactively to find and resolve 

technical issues. [10] 

6. ENTERPRISE AIOPS PLATFORM 

The enterprise architecture of the data lake which 

implements AIOps can be as shown in the proposed Figure 2. 
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The different raw data that are coming through network 

agents, API’s, streaming and ETL are stored in the data lake. 

This together we can term as a data collection. This data 

collection is accessible by the applications running in the 

data lake. On this data, historical and real-time processing 

are done. This historic and real-time data is accessed by the 

AIOps tool for pattern discovery, anomaly detection or for 

some causality. An UI can be made such a way that the 

presentation of data is interpretable for the user. This UI can 

be alienated as per the business applications, DevOps and 

Operations of the underlying data lake.  

Privacy plays a major factor for any enterprise. The only 

accessible way is through the applications of the enterprise 

and hence these applications should have the limited access. 

This layer authenticates the user and allows the usage of the 

applications. The applications consume as well as provide 

data to the data lake. The data ingestion through the 

application should be managed and then taken as an input to 

the data lake. 

This is a proposed architecture of an enterprise level data 

lake with AIOps for managing and monitoring the data in it. 

 

Fig -2: Data Lake Architecture for an Enterprise 
 

7. CONCLUSION 

The reactive performance monitoring will create stressful 

war room situations and damage the company’s brand. If 

there is a road block to run any application due to lack of 

resources or some other root cause, the enterprise has to 

engage other developers from different teams to analyse and 

fix the problems. This would halt the developments of the 

company. 

Adoption of AIOps into data lake of the enterprise will help 
in various ways like, intelligent alerting to indicate an 

emerging issue, automated root cause analysis and business 
impact assessment, and automated remediation for common 
issues. IT leaders have given an opinion on having proactive 
approach towards monitoring of the applications. AIOps will 
prevent any kind of failure of applications running in the 
data lake. This proactive method of tackling the anomalies 
will help in reducing the response time thus making the user 
experience more pleasant. 
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