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1. INTRODUCTION 
 

The expression ‘Hacker’ has the double use in Computer 

business today. Initially, the term was characterized as:   

A hacker is a person who uses computer, organizing or 

other aptitudes to overcome a specialized issue.  

   

The term hacker may allude to anybody with specialized 

abilities, but it frequently alludes to an individual who uses 

his or her capacities to pick up unauthorized get to 

frameworks or systems in arrange to commit wrongdoings. 

A hacker may, for case, take data to harmed individuals 

through character burglary, harm or bring down 

frameworks and regularly, hold those frameworks prisoner 

to gather emancipate.   

 

A hacker is "An individual who appreciates learning the 

subtleties of Computer frameworks and how to extend their 

capacities instead of most clients of PCs, who like to learn 

just the least sum vital. One who programs eagerly or who 

appreciates programming as opposed to simply guessing 

about programming".   

 

The term hacker has traditionally been a divisive one, every 

now and then being used as a term of admiration for a 

character who well-known shows a high degree of skill, as 

well as creativity in his or her approach to technical 

problems. However, the term is more normally 

implemented to a person who makes use of this ability for 

illegal or unethical purposes.  [1] 

 

2. WHAT IS ETHICAL HACKING? 
 

Ethical hacking refers back to the act of locating 

weaknesses and vulnerabilities of pc and records systems 

by duplicating the purpose and moves of malicious 

hackers. Ethical hacking is also known as penetration 

testing, intrusion testing, or crimson teaming. By 

engaging in penetration tests, an ethical hacker looks to 

answer the following four basic questions. 

 

 What data/locations/systems can an attacker gain 

access?   

 What can an attacker see on the target?   

 What can an attacker do with available information?   

 Does all of us on the target device observe the 

attempts?   

 

An ethical hacker operates with the expertise and 

permission of the organization for which they're seeking 

to defend. In some cases, the corporation will neglect to 

inform their facts security team of the activities in an 

effort to be accomplished with the aid of an ethical hacker 

in an attempt to check the effectiveness of the 

information security team. This is called a double-blind 

environment. In order to operate effectively and legally, 

an ethical hacker need to be informed of the belongings 

that have to be protected, potential chance sources, and 

the extent to which the corporation will assist an ethical 

hacker's efforts. 

 

3. HISTORY OF ETHICAL HACKING? 

 
In 1939: The 'bombe' will become the world's first ethical 

hacking machine. It was utilized by the British to assist 
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decipher encrypted German messages during World War 

II.      [3] 
 

In 1960: Computer "penetration" is first discussed by 

way of leading experts, with point out of deliberate tests 

by professionals.   
 

In 1971: “Tiger Teams” come to be a set of technical 

professionals selected for their experience, strength and 

imagination. One of the first teams became assigned to 

tune down viable sources of failure in a spacecraft 

subsystem.   

 

In 1974: The U.S. Air Force conducts one of the first 

ethical hacks, a protection assessment of the Multics 

operating machine.   

 

In 1984: U.S. Navy Commander Richard Marcinko builds 

and leads a team of Navy Seals whose goal is to check 

naval bases’ vulnerability to terrorism.   

 

In 1985: First difficulty of Phrack is published - an e-zine 

written with the aid of and for hackers.   

 

In 1986: The Computer Fraud and Abuse Act cracks 

down on computer crimes. Certain ethical hacking 

methodologies are now considered illegal without a 

contractual agreement between ethical hacker and 

clients.   

 

In 1992: The movie “Sneakers,” about a fictional tiger 

team in San Francisco that will become entwined in 

international intrigue, is released.   

 

In 1995: Daniel Farmer and Wietse Venema launch 

SATAN (Security Administrator Tool for Analyzing 

Networks), a device to help device administrators locate 

and document networking related security problems.   

 

In 1995: IBM’s John Patrick coined the term “Ethical 

Hacking. 

 

4. WHO ARE ETHICAL HACKERS? 

 
An Ethical Hacker is a skilled expert who has splendid 

technical knowledge and capabilities and knows a way to 

pick out and make the most vulnerabilities in target 

systems. He works with the permission of the owners of 

systems. An ethical Hacker must comply with the 

regulations of the goal organization or proprietor and the 

regulation of the land and their goal is to evaluate the 

security posture of a goal organization/system. 

 

5. TOOLS OF ETHICAL HACKING? 
 

Robotization has left its engraving on each industry out 

there, and the domain of ethical hacking is the same. With 

the beginning of different tools in the ethical hacking 

industry, it has been changed. Ethical hacking tools help 

in data gathering, making indirect accesses and payloads, 

breaking passwords and a variety of different exercises. 

In this article, we'll be examining the main 5 ethical 

hacking tools: [2] 

 
a) Acunetix 

 
Acunetix is a computerized web application security 

testing and ethical hacking tool. It is utilized to review 

your web applications by checking for vulnerabilities 

like SQL Injection, cross-website scripting, and other 

exploitable vulnerabilities. When all is said in done, 

Acunetix examines any site or web application that is 

open by means of an internet browser and utilizations 

the HTTP/HTTPS convention.   

  

Acunetix offers a solid and extraordinary answer for 

breaking down off-the-rack and custom web applications 

including those using JavaScript, AJAX and Web 2.0 web 

applications. Acunetix has a propelled crawler that can 

discover practically any document. This is significant 

since what isn't found can't be checked. 

 

b) Nmap   

 
Nmap, short for Network Mapper, is a surveillance 

device that is broadly utilized by moral hackers to 

assemble data about an objective Nmap. Nmap is cross-

stage and deals with Mac, Linux, and Windows. It has 

increased massive notoriety in the hacking network 

because of its usability and amazing looking and 

examining capacities. 

 

Utilizing Nmap you can do:   

 

 Review gadget security.   

 System mapping and list.   

 Discover vulnerabilities inside any system.  
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 Dispatch enormous DNS inquiries against areas and 

subdomains. 

 

c) Metasploit 
 

Metasploit is an open-source pen-testing structure 

written in Ruby. It goes about as an open asset for 

inquiring about security vulnerabilities and creating 

code. This permits a system executive to break into his 

own system to recognize security dangers. It is likewise 

one of only a handful hardly any moral hacking 

apparatuses utilized by novice hackers to rehearse their 

aptitudes. It additionally permits you to recreate sites for 

phishing and other social designing purposes. The 

structure incorporates a lot of security devices that can 

be utilized to:   
 

 Avoid location frameworks.   

 Run security weakness checks.  

 Execute remote attack.  

 Count systems and hosts. 

 

d) Wireshark   

 
Wireshark is a free open-source programming that 

permits you to break down system traffic continuously. 

Because of its sniffing innovation, Wireshark is broadly 

known for its capacity to distinguish security issues in 

any system, just as for its viability in taking care of 

general systems administration issues. While sniffing the 

system, you're ready to catch and read brings about 

comprehensible arrangement, which makes it simpler to 

recognize potential issues, (for example, low dormancy), 

dangers and vulnerabilities.    

 

Principle highlights:    

 
 Spares examination for disconnected assessment. 

 Bundle program.  

 Ground-breaking GUI. 

 Rich VoIP examination. 

 Examines and decompresses gzip documents. 

 Peruses other catch documents positions including 

Sniffer Pro, Tcpdump, Microsoft arrange screen, 

Cisco Secure IDS IPlog, and so on. 

 Fares results to XML, PostScript, CSV, or plain 

content.    

 

Wireshark underpins up to 2000 distinctive system 

conventions, and is accessible on all major working 

frameworks including:    

 

 Linux    

 Windows    

 Macintosh OS X 

 

e) Nikto 

Nikto is another top choice, notable as a feature of the 

Kali Linux Distribution. Other famous Linux 

conveyances, for example, Fedora previously accompany 

Nikto accessible in their product stores too. This security 

apparatus is utilized to examine web servers and 

perform various kinds of tests against the predefined 

remote host. It is perfect and straightforward order line 

interface makes it extremely simple to dispatch any 

powerlessness testing against your objective. 

Nikto's principle highlights include:    

 Recognizes default establishment documents on any 

working framework.   

 Distinguishes obsolete programming applications.   

 Mix with Metasploit Framework.    

 Run cross-site scripting helplessness tests.   

 Execute word reference based savage power attack.    

 

6. VULNERABILITY 

 
The vulnerabilities is a shortcoming which can be 

abused by a risk entertainer, for example, an aggressor, 

to perform unapproved activities inside a PC framework. 

To abuse a helplessness, an aggressor must have at any 

rate one appropriate apparatus or method that can 

associate with a framework shortcoming. In this edge, 

vulnerabilities are otherwise called the attack surface.   

 

Vulnerabilities the executives is the recurrent act of 

distinguishing, arranging, remediating, and alleviating 

vulnerabilities. This training for the most part alludes to 

programming vulnerabilities in registering frameworks.   

 

A security chance is regularly mistakenly named a 

weakness. The utilization of weakness with a similar 

importance of hazard can prompt disarray. The hazard is 

the capability of a noteworthy effect coming about 

because of the endeavor of a weakness. At that point 
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there are vulnerabilities without hazard: for instance 

when the influenced resource has no worth. A weakness 

with at least one known occurrences of working and 

completely actualized attack is delegated an exploitable 

helplessness—a powerlessness for which an adventure 

exists. The window of vulnerabilities is the time from 

when the security opening was presented or showed in 

sent programming, to when access was evacuated, a 

security fix was accessible/conveyed, or the aggressor 

was impaired.   

 

Security bug (security imperfection) is a smaller idea: 

there are vulnerabilities that are not identified with 

programming: equipment, site, faculty vulnerabilities are 

instances of vulnerabilities that are not programming 

security bugs. 
 

7. INTRODUCTION TO CYBER ATTACKS. 

 
A Cyber Attack is any sort of hostile activity that 

objectives PC data frameworks, foundations, PC systems 

or PC gadgets, utilizing different techniques to take, 

modify or decimate information or data frameworks.  [4] 

 

In this section I’ll describe the 2 most common Cyber 

Attack types:  

 

1. Denial-of-service (DoS) and distributed denial-of-

service (DDoS) attacks.  

 

2. Man-in-the-middle (MitM) attack. 

 

1. Denial-of-service (DoS) and distributed 

denial-of-service (DDoS) attacks. 

 
 A Denial-of-service (DoS) attack overpowers a 

framework's assets with the goal that it can't react to 

support demands. A DDoS attack is likewise an attack 

on framework's assets, however it is propelled from an 

enormous number of other host machines that are 

tainted by vindictive programming constrained by the 

assailant.  

 

Not at all like attack that are intended to empower 

doesn’t the aggressor to pick up or increment get to, 

(DoS) give direct advantages to assailants. For some of 

them, it's sufficient to have the fulfillment of 

administration refusal. Be that as it may, on the off 

chance that the attacked asset has a place with a 

business contender, at that point the advantage to the 

aggressor might be sufficiently genuine. Another 

motivation behind a DoS attack can be to take a 

framework disconnected with the goal that an alternate 

sort of attack can be propelled. One regular model is 

meeting capturing, which I'll depict later.   

 

There are various kinds of DoS and DDoS attack; the 

most well-known are TCP SYN flood attack, tear attack, 

smurf attack, ping-of-death attack and botnets. 

 

a) TCP SYN flood attack 

 
In this attack, an aggressor abuses the utilization of the 

cradle space during a Transmission Control Protocol 

(TCP) meeting introduction handshake. The aggressor's 

gadget floods the objective framework's little in-

process line with association demands, however it 

doesn't react when the objective framework answers to 

those solicitations. This makes the objective framework 

break while hanging tight for the reaction from the 

assailant's gadget, which makes the framework crash or 

become unusable when the association line tops off. 

 
There are a couple of countermeasures to a TCP 

SYN flood attack:  

 

Spot servers behind a firewall designed to stop inbound 

SYN parcels.   

 

Increment the size of the association line and reduction 

the break on open associations. 

 

b)  Tear attack 
 

This attack causes the length and fracture 

counterbalance fields in successive Internet Protocol 

(IP) parcels to cover each other on the attacked have; 

the attacked framework endeavors to remake bundles 

during the procedure however comes up short. The 

objective framework at that point gets befuddled and 

crashes.   

    

On the off chance that clients don't have patches to 

ensure against this DoS attack, cripple SMBv2 and 

square ports 139 and 445.  
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c) Smurf attack   
 

This attack includes utilizing IP mocking and the ICMP 

to immerse an objective system with traffic. This attack 

technique utilizes ICMP reverberation demands focused 

at communicate IP addresses. These ICMP demands 

begin from a mock "casualty" address. For example, if 

the planned casualty address is 10.0.0.10, the assailant 

would parody an ICMP reverberation demand from 

10.0.0.10 to the communicate address 10.255.255.255. 

This solicitation would go to all IPs in the range, with all 

the reactions returning to 10.0.0.10, overpowering the 

system. This procedure is repeatable, and can be 

mechanized to produce enormous measures of system 

blockage.   

 

To shield your gadgets from this attack, you have to 

debilitate IP-coordinated communicates at the 

switches. This will forestall the ICMP reverberation 

communicate demand at the system gadgets. Another 

choice is arrange the end frameworks to shield them 

from reacting to ICMP parcels from communicate 

addresses. 

 
d)  Ping of death attack 

 
This sort of attack utilizes IP parcels to 'ping an 

objective framework with an IP size over the limit of 

65,535 bytes. IP parcels of this size are not permitted, 

so aggressor parts the IP bundle. When the objective 

framework reassembles the bundle, it can encounter 

cradle floods and different accidents.      

  

Ping of death attacks can be hindered by utilizing a 

firewall that will check divided IP parcels for most 

extreme size. 

 

e) Botnets 

Botnets are the huge number of frameworks tainted 

with malware under hacker control so as to complete 

DDoS attacks. These bots or zombie frameworks are 

utilized to do attacks against the objective frameworks, 

regularly overpowering the objective framework's data 

transmission and handling capacities. These DDoS 

attacks are hard to follow in light of the fact that 

botnets are situated in contrasting geographic areas.   

 

Botnets can be relieved by:   

RFC3704 sifting, which will deny traffic from mock 

locations and help guarantee that traffic is recognizable 

to its right source organize. For instance, RFC3704 

separating will drop parcels from bogon list addresses.   

Dark gap separating, which drops bothersome traffic 

before it enters a secured organize. At the point when a 

DDoS attack is distinguished, the BGP (Border Gateway 

Protocol) host ought to send directing updates to ISP 

switches with the goal that they course all traffic 

making a beeline for casualty servers to a null0 

interface at the following bounce. 

8. Man-in-the-center (MitM) attack 

A MitM attack happens when a hacker embeds itself 

between the correspondences of a client and a server. 

Here are some basic sorts of man-in-thecenter attacks:  

a)  Session Hijacking:  

In this kind of MitM attack, an aggressor commandeers 

a meeting between a confided in client and system 

server. The attacking PC    

Substitutes its IP address for the believed client while 

the server proceeds with the meeting, trusting it is 

speaking with the client. For example, the attack may 

unfurl this way:   

 A client interfaces with a server.   

 The aggressor's PC deals with the client.   

 The aggressor's PC separates the client from the 

server.   

 The aggressor's PC replaces the client's IP address 

with its own IP address. 

 Parodies the client's grouping numbers.   

 The assailant's PC proceeds with exchange with the 

server and the server trusts it is as yet speaking with 

the client.    

 

b) IP Spoofing:   

IP Spoofing is utilized by an assailant to persuade a 

framework that it is speaking with a known, confided in 

element and furnish the aggressor with access to the 

framework. The assailant sends a parcel with the IP 

source address of a known, confided in have rather than 

its own IP source address to an objective host. The 
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objective host may acknowledge the parcel and follow 

up on it.   

9. 10 Ways to Prevent Cyber Attacks.   

1. Train employees in digital security standards.    

2. Introduce, use and consistently update antivirus and 

antispyware programming on each PC utilized in your 

business.    

 3. Utilize a firewall for your Internet association.     

 4. Download and introduce programming refreshes for 

your working frameworks and applications as they 

become accessible.     

5. Make reinforcement duplicates of significant business 

information and data.   

 6. Control physical access to your PCs and system 

segments.     

7. Secure your Wi-Fi systems. On the off chance that you 

have a Wi-Fi organize for your working environment 

ensure it is secure and covered up.    

8. Require singular client represents every 

representative.     

9. Breaking point representative access to information 

and data and limit power to introduce programming.    

10. Consistently change passwords. 

10.  Conclusions 

In the preceding sections we saw the methodology of 

hacking, why should we aware of hacking and some tools 

which a hacker may use. 

Now we can see what we can do against hacking or to 

protect ourselves from hacking.  

The first thing we should do is to keep ourselves updated 

about those software’s using for official and reliable 

sources.  

Educate the employees and the users against black hat 

hacking.  
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