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Abstract - Digital communication has become an essential part of the infrastructure in the present world and it has
witnessed a noticeable and continuous development in a lot of applications during the last few decades. Cryptography distorts
the original message itself whereas steganography hides the existence of the message. In the present scenario, any
communication of internet and networks application requires security as it is a very much crucial part of a network. In our
research, we aim to develop an algorithm or a technique which includes the benefits of both cryptography and steganography
in order to provide a better result. It incorporates one of the most secure algorithms known as Advanced Encryption standard
(AES) which is our main encrypting tool. The resulting encrypted message is converted into a three dimensional array which is
then embedded into the image for additional security by using the concept known as bit plane slicing. The thing that makes
our proposed model different than the various conventional cryptographic techniques is that it gives two layers of security for
secret data or the data which is to be transferred, which fully satisfies the basic key factors of information security system
which includes: Confidentiality, Authenticity, Integrity and Non - Repudiation.
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1. INTRODUCTION

In today's age, the concept of data transmission from one side to the other by conventional means has been changed
thanks to the Internet and communication technologies, resulting in improved protection of information being transmitted
over the Internet, as sensitive data must always be transmitted safely over the Internet while preserving confidentiality,
integrity and availability. Digital communication has now become an integral part of the network. A large number of
applications relying on the Internet and communication is vital to be kept secret. Cryptography and steganography are
commonly available methods for data protection. Cryptography requires translating a text of a document into an illegible
cypher. On the other side, steganography is a digital media that covers technology. Compared to cryptography, a message
or authenticated code is inserted into a digital host before it is sent over the network and therefore there is no established
life. It deals with developing and analyzing protocols which prevent malicious third parties from retrieving information
being shared between two entities thereby following the assorted aspects of knowledge security. Secure Communication is
the sharing of data or message between two parties which cannot be acquired by any other source. Cryptosystem uses one
algorithm for encryption and another for data hiding and also involves private key generation for data
encryption/decryption. These all processes are embedded in one protocol and programmed in software which works on
operating systems. This paper focuses on the effectiveness of integrating cryptography and steganography methods to
improve the security of information over an open channel.

1.1 Materials Required

At one hand, there are different programming languages one can choose for developing security algorithms and on the
other hand, there are various cryptographic techniques available for the same. Choosing the right one will make the
implementation of algorithms simple and secure. In our project, we didn’t use any hardware components.

A. Software Requirements

e JavaScript: JavaScript is an easy-to-use programming language. It can enhance the dynamics and interactive features of
your page by enabling you to perform calculations, check forms, add special effects, create security passwords, and more.

e Crypto.JS: Crypto.JS is an expanding collection (library) of standard and safe cryptographic algorithms enforced using
best practices and patterns in JavaScript. They are fast, and their interface is compatible and convenient.

e Plotly.js: Plotly.js is an excellent library for JavaScript applications that make use of graphs and charts. Plotly.js allows
web graphs of interactive, publishing quality.
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1.2 Methodology
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To better understand the working of the algorithm, we split it into two parts as follows ;

A. Encryption process :

The data or the message which is to be sent secretly is first encrypted with the help of a known algorithm
called Advanced Encryption Standard (AES).

The reason for choosing AES for our current project is that AES is a fast, secure form of encryption and it is a
widely used algorithm that keeps eyes out of our data. Various versions of the AES algorithm are available at
present such as 128, 192 and 256 bit depending on the key size. We have used the 192-bit version. Encryption
is done with key k1.

As a result of the AES, we get the encrypted text. Next, we are dealing with the array part for which the text
or the ASCII form of encrypted text needs to be converted into binary form in order to store data in a 3D array.

Once the data is placed in a 3D array the positioning, the data gives us the key 2 which will be shared with
the intended recipient and used during the decryption process. Data padding is done for the rest of the values in
the array.

Next, comes one of the most important parts of the project which is steganography. The planes of the 3D
array are embedded on the image planes with the help of a technique called bit plane slicing.

Bit plane slicing is a way to represent an image with one or more bits of the byte used for each pixel. MSB of
the byte carries visually most significant data and this significance reduces as we move from the MSB to LSB. So
we can replace the last two to three planes of the image without knowing either one.

This gives us a stego image where our secret message is hidden which can be sent to the intended recipient.

B. Decryption process:

Once the intended recipient gets the stego image, he/she uses the key k2 which is generated during the
encryption process to obtain the encrypted text hidden into the image.

The important point to notice here is that the key k2 used on the 3D array is only related to the desired
encrypted data present into the array and only retrieves desired AES encrypted data thus reducing the overall
decryption time. The obtained data is then converted to the ASCII form.

As AES is a symmetric key algorithm, the key k1 which is used during the encryption of the text is also used
for the decryption of the text.
The recipient decrypts the text and he/she gets the message from the sender.
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° The steganography makes the message or data imperceptible to the attacker and even if the attacker detects
the transmission of data or message the cryptography will secure the data with encryption.

1.3 Implementation

To understand how to encrypt data in a three-dimensional space, one can visualize the data being segregated into its
very raw form, that is, 1’s and 0’s. This data is placed into a cube with cells. Each cell can only contain either a one or a
zero. So the first part of the process remains conversion into binary format. Once that has been achieved, we can start
inserting the numbers into an empty three-dimensional matrix in a randomized format. The size of the cube (total
number of cells) has to be larger than the input data. Ideally, the bigger the size of the cube, the better is the strength
of the encryption. That consumes a lot of processing power and hence, this formula is used for deciding the size of the
cube for general computing systems.

Cube side size = ceiling (cube root (binary message length))+5

The encrypted data is then applied on the back of an image whose size should be larger than that of the cube. The
sender sends the key and image to the recipient. The key contains both the aes password and the key for the 3D
algorithm.

Decryption process on the recipient side relies on the image and the key. The encrypted data is extracted from the
image and decryption algorithm is applied to it to receive the original text back.

2. OBSERVATION

For Encryption: For Decryption:
MESSAGE SIZE (IN CHARACTERS) MESSAGE SIZE (IN CHARACTERS)

e 100 200 300 400 500 CUBE SIZE | 100 200 300 400 500
13 52ms | 61ms 79ms | 104ms | 95ms 3 08ms | 07ms | O7ms | 13ms | 08ms
14 7ams | 72ms | 107ms | 14.1ms 15ms 14 04ms | 06ms 1ms 0.8ms 2ms
15 89ms | 86ms 132ms | 182ms | 199ms 16 07ms | 1ms 0.8ms 0.8ms 2ms
20 19ms 183ms | 207ms | 37.8ms 47.8ms 20 09ms | 16ms 14ms 0.7ms 2.1ms
30 4T ms 57.4ms 838ms | 1081ms | 132.3ms 30 26ms | 19ms 23ms 21ms 2ms
40 952ms | 1201ms 1889ms | 256.3ms 3106 ms 40 49ms 5ms 48ms 126 ms 63 ms
50 1697ms | 2485ms | 3674ms | 48265ms | T724ms 50 281ms | 263ms | 233ms | 388ms | 358ms
60 2802ms | 5145ms 646.9 ms 8339 ms 12196 ms 60 481ms | 562ms 36.3ms 356 ms 843 ms
70 452 1ms | 8187 ms 10042 ms | 1326.9 ms | 2060.2 ms 70 481ms | 523 ms 55.4 ms B7.4ms 80.8ms
80 6327ms | 1137.7ms | 1499.3ms | 2212.3ms | 29195ms 80 658ms | 672ms | 724ms | 906ms 78 ms
90 8013 ms | 14823 ms | 21936 ms | 3107.5ms | 3621.5ms 90 978ms | 1027 ms 111 ms 97 4ms 1363 ms
100 1047 ms | 1974ms | 29195ms | 45327 ms | 48542 ms 100 1358ms | 129ms | 1353ms | 1005ms | 1427 ms

Table 1 : Time for Encryption for password size of 30 characters Table 2 : Time for Decryption for password size of 30 characters

(Note: All the observations are recorded in a Lenovo device called Ideapad 330-15IKB. These observations can vary from
device to device depending on the specifications, processing speed and capacity of the device)

3. RESULTS

The speed of the encryption and decryption for the above algorithm varies from device to device. It depends upon the
various specifications of the device such as the computational speed, capacity, processor and many more. During the
encryption process, the formation of 3D cube takes place with the help of intended encrypted messages bits and padded
bits whereas during decryption only the intended message from the cube is retrieved. This in turn, reduces the time
required for the decryption which can be seen from the above observation table. Thus the overall time period required for
the algorithm is reduced making the algorithm faster.
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Encryption time (in millseconds) Encryption time ds) Decryption time (in milliseconds)

Cube Size Cube Size

3: Encryption and Decryption time for character size 300 4: Encryption and Decryption time for character
size 400

CHARACTER SIZE 500

Encryption time (in millseconds) Dec time (in miliseconds)

5: Encryption and Decryption time for character size 500
4. CONCLUSIONS

Most of the security algorithms available today are fast but they are not secure enough, resulting in a data breach; only
some of them are secure. In such cases, ‘3D cryptography’ plays an important role by providing a better option, resulting in
a combination of both security and faster speed. ‘3D Cryptography’ which helps in employing steganography with ease,
providing two layers of security making it more secure. The retrieval of messages is much faster as well. Therefore ‘3D
cryptography’ has a wide variety of applications which includes military use, digital signature, authentication, time
stamping, etc.
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