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Abstract— Smart cities are the future of human civilization. 
The World is approaching towards AI orientation where 
every other domain will have the involvement of Artificial 
intelligence. It is not too far, when most of the human work is 
going to be replaced by AI. IT Giants like Tesla, Google are 
working on AI since very long to help them making the cities 
smart. Another aspect which ensue with the evolution of AI is 
the security domain which is a major concern. The 
imagination of majority of AI driven Instruments in the 
wrong hand pose a catastrophic danger. In future, smart 
cities will largely depend on technologies namely Cloud, IoT, 
VANET, MANET. 

These technologies are existing in this world for a long span of 
time uncovering all the possible vulnerabilities and breaches 
to the white as well as dark world. Responsible Disclosure of 
these vulnerabilities are done only by human which might 
steer to some of the vulnerabilities being undiscovered. 

This paper will unearth the methodologies to discover most 
of the known vulnerabilities with zero-day vulnerability and 
threats using Artificial Intelligence. This paper will also 
enlighten most of the possible threats to a smart city. A model 
is proposed in the paper for a general approach of securing 
the world from new and upcoming threats in the future. 

Keywords—Artificial Intelligence, Cyber attacks, IoT, 
VANET, MANET, Cloud, Vulnerability, threat. 

I. INTRODUCTION 

As for the definition, Smart city is the community of 
urban people where different categories of IoT devices, 
sensors, and devices are used to collect different types of 
data from these devices to get insight of all these data 
eventually benefit the humankind. All these resources 
are managed by these sensors, giving more explicit and 
valuable information for automatic traffic light control 
system, water management system etc. Countries are 
stepping it up a notch to make their city’s framework 
smart. Most of these smart city’s framework including 
the resources, governance, people, education, health are 
managed through information and Communication 
Technology (ICT). A smart city means smarter growth. 

 

A. IoT 

Internet of Things (IoT) is the major yet emerging 
technology used in smart cities. As a saying, with great 
technology comes the greater threats, most part of the 
smart cities will work on IoT technologies which will 
make it prone to the attacks. IoT devices also gave 
contribution in Human-machine interaction. One of the 
important technologies used is RFID (Radio Frequency 
Identification System) which is susceptible Tag cloning 
attack. IoT devices are also prone to bot attack. Even 
though with the latest technologies, Plethora of IoT 
devices can become vulnerable by bot attack by the 
cyber attackers as well. 

B. Biometrics 

Biometrics is the automatic recognition of a person’s 
trait based on some of the parameters namely facial 
traits, expressions etc. Biometrics plays an important 
role in system security. It equally secure many variable 
in the field of health, education, utility, patrol and 
security. Cyber attacks like Biometric spoofing and data 
breach are lethal to human resources. 

C. Smart Grid 

Most of the resource and infrastructure management in 
a smart city is done by Smart grid. All this is done by the 
communication instruments of sensors and IoT devices in 
real time. Failure to any of the management instrument 
leads to disconnection of various sensors and resources. 
Some of the major reason for failure are:- 

 Threat to Data Integrity: False data injection 
from the sensors and devices may lead to theft 
of data integrity. 

 Threat to Devices: Most of the IoT devices are 
prone to physical damage. 

 Threat to Network availability: Most prominent 
attack to networks is Denial of Service (DOS). 

As increment in the technologies bring increment in the 
Cyber threats, Smart cities can be of great benefit to the 
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mankind as well as a major catastrophe if misused. 
Cyber threat, a vulnerability that might be exploited to 
cause people or a community unknown and potential 
harm, are the most effective and threatening danger to 
smart cities which can cause severe harm to the people 
and resources. Many of the vulnerabilities have very high 
severity according to Common Vulnerability and 
Exposure (CVE). As Ethical hackers and researchers 
constantly finding the potential vulnerabilities and loop 
holes In the technologies used in smart cities or going to 
be there in future, Black Hat hackers and cyber attackers 
are continuously trying to breach the security. After all, 
there are humans who are finding bugs and 
vulnerabilities in the technologies like Cloud, IoT, 
VANET, MANET which in future are going to sustain a 
major part in the smart cities. Ethical hackers may find 
99% of the vulnerabilities but may not be able to find 
every trivial bug which can be of great importance as far 
as hacker’s perspective. Those 1% threats which might 
get avoided by the researchers can be of utmost 
importance as attacker point of view to exploit and use it 
against the people, their resources and might shutdown 
all the system in the smart cities. 

Artificial intelligence, here can be of great use here as AI 
can work more efficiently and can produce more bugs 
and vulnerabilities than a human mind can discover. 
Based on all the historical data, training of the system 
will produce all the possible bugs and vulnerabilities of 
the technologies based on the historical data. Machine 
learning, can be applied here as Predictive analytics with 
the concept of AI will be useful to achieve the desired 
goal. 

Technologies on one side helps human civilization to 
evolve but on the other posses greater threats if 
compromised. Increment in cyber attacks is mainly the 
repercussion of new technologies. Every day is the 
witness of new technology which no same as the older 
one. Now nearly every resource is available to the dark 
world, to exploit even the latest technologies which exist 
with the greatest security. The attackers nowadays also 
have the knowledge to how to dodge even the most 
secure machine well equipped with the firewalls and 
anti-viruses. For instance, anti- viruses and firewall 
maintain a database of different attacking signatures to 
prevent the cyber attack such as a .dll or any other file 
with different extensions, but attacks are performing 
vector attacks which might be attached with any 
document or PowerPoint which a firewall or anti-virus 
can’t detect. 

Many security proving companies are now enabling 
sandbox security in their Client’s environment to protect 
them from a potential cyber attack. A sandbox technique 
is more or less like a honeypot where a virtual 
environment is provided at the end- user to test any 

type of malicious code. It also prevents majorly from a 
ransomware attack where only the pseudo files present 
in the virtual environment are encrypted and the 
original files on the machine are safe. Regardless of 
proving all the majors to prevent the security attacks, 
Zero-day Vulnerability is still a headache as security 
point of view. 

It is true that Artificial Intelligence has helped different 
machines equipped with latest technologies to be 
secured but as mentioned earlier these methods are also 
not hidden from the attackers. Now many resources 
such as anonymous servers, VPN, Onion Routing 
browsers for anonymity such as TOR are available for 
the attackers as well. Using AI, before attacking any 
particular machine, they analyze using AI on the upper 
hand, whether they are attacking a virtual environment 
or the original machine. So, to tackle such attacks, 
Artificial Intelligence Can be used as a mitigation for 
such attacks. By Using Predictive Analytics, Artificial 
Intelligence can be a major panacea for these emerging 
cyber attacks against emerging technologies in the 
different aspects of IT industry. 

As under the predictive analytics, based on the 
transitional data and previous attacks, prediction of 
attacks in the future will be encountered before 
happening. Predictive analytics by measuring different 
relationship among different factors to analyze and 
provide weightage to different aspects. Predictive 
Analytics using Artificial Intelligence is going to increase 
the accuracy for the Prediction. This Paper would likely 
propose a model to implement the Predictive Analytics 
on the coming cyber attacks. 

II. PRESENT SCENARIO 

Today Renounced IT Giants like Tesla, Google, Microsoft 
are working with their heart and soul to apply Artificial 
Intelligence algorithms and equations in future 
deploying technologies namely cloud, VANET, 
smartphone technologies, RFID, biometrics etc but have 
not found any achievement so far. But ethical hackers 
and researchers are the only prime source to discover 
vulnerabilities and bugs in IoT devices, algorithms, 
websites and web applications. This might lead to 
revealing most of the threats but most of them are either 
been discovered by attackers already or the solution is 
already existing using which many attackers are able to 
perform highly aggressive attacks on the resources of 
smart cities causing them high mutilation of both 
resources and people. 

There are possibly infinite number of possible cyber 
threats to the resources, websites, web applications that 
you can think of. A table is mentioned below to analyze 
maximum cyber threats to a smart city, their resources 
which can jeopardize the security of the resources. 
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TABLE I: Various types of threats to smart city 

Cyber Threats Security Affecting Areas Description 

Denial Of service Medium WEB services, 
weather sirens 

Legitimate requests are denied due to high 
traffic generated by false requests, botnet. 

Man in The Middle 
Attack 

Medium, high Traffic lights, train 
control system 

The attacker acts as the mediator between 
sender and receiver. 

Side Channel Attack Medium Communication 
networks 

Attacks by extracting the integrated 
information from physical parameters rather 
than executing direct attack. Useful in 
communication attack. 

Spoofing Medium Surveillance cameras Acting as a disguise by responding to the 
legitimate request. It helps in gaining access to 
security cameras. 

Botnets Medium DOS, DDOS Small malicious codes that act to the command 
by the attacker. Major help in DOS and DDOS. 

Zero day attack Medium, high Every area of smart 
city can be affected 

An attack which has not been discovered till 
date and does not contain any log or database. 
Prime concern to smart cities. 

Tag cloning Medium Communication 
networking 

Copy of genuine EPC tag to hazzle the radio 
frequency Identification (RFID). Hampers the 
communication signals. 

 

III. PROPOSED SOLUTION 

The model which will have analytical approach will work 
in five phases to be implemented over any machine or to 
prepare for a cyber attack. This model will contain different 
levels of implementations. 

 

A. Signature Dictionary 

Different cyber attacks such as botnet attack on IoT 
devices or Ransomware attack on a particular host , all 
have different signatures by which these attacks are 
identified. The malicious programs might contain some 
specific keywords arranged in specific manner which 
might identify them as malicious program. Different 
techniques are used by the attacker to bypass the 
firewall such as malicious code will not appear malicious 

sniffing Medium Power grid, IoT 
devices 

Capturing and analysing data packets using 
potential packet analyser to jeopardize the 
security. 

Distributed Denial of 
service (DDOS) 

High Water supplies, 
power grid 

Similar to DOS but uses bots stored on different 
systems to attack a service. 

trojan High Automated vehicle 
system, traffic lights 

Malicious code which is attached with a 
potential software and executed in the 
background under the control of the attacker. 

Payload in the 
functional code 

High Vehicle system, 
communication 
system, IoT 

Small malicious code written in the functional 
code for smart cities technologies that lead to 
improper functionality of the program or 
application. 

Session hijacking Medium, high IoT devices, 
automated vehicles 

Any connection which seems genuine but was 
conducted by the attacker himself. Great risks 
to the automated systems. 

Social Engineering Medium, high Every possible 
Technology 

Reconnaissance done in order to gain security 
information by social means. 

SQL injection High Data breach, cloud Injecting SQL queries to retrieve sensitive data 
from the databases. 

Poor encryption Medium, high Data stealing, data 
breach 

Encrypted data transfer may be revealed if 
poor or obsolete encryption technique is used 
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to the firewall or anti viruses as the signature are being 
changed but works in the same malicious way. 

So, a dictionary which contains all the previous data 
which has malicious keywords along with the similar code 

which can be used to bypass the security is made in the 
first phase of this model. The dictionary is able to detect 
keywords which can be used maliciously such as @echo, 
[/script], alert(0), SQL injections such as “;1=1 also with 
all the possible nearest 

 

 

keywords which might come under the category of malicious code. Such programs are kept and send with the report to 
the authority for examination. 

B. Database 

Security companies maintain the record of every attack 
and known malicious codes with them. They maintain a 
database which contain all the information about the threat 
such as the origin, creator, first time use, attacker info, 
threat ID, Severity rate etc which helps them categorize the 
new and coming threats. As there is information present in 
CVE(Common Vulnerability and Exposures) about every 
threat and cyber attack known, under this model a 
vulnerability database is maintained where all the required 
resources for the model are present such as the signature 
dictionaries, Pseudo data for testing, virtual labs etc. 
Whenever any attack happens, the information will be send 
to the database, it will match the signature with the 
signature present in the dictionaries. Afterwards, the code 
or program will be run in the virtual environment on the 
virtual data to detect any unusual behaviour. If the program 
performs unusual behaviour, the code will not be executed 
on the real machine and the signature will be added to the 
signature dictionary 

C. Behavioral Analysis 

A cyber attack might not in the beginning seem as an 
attack, as the attacker plans and do reconnaissance for a 
long span of time before placing an attack. Unless 
sometimes, the whole attack is executed successfully then 
the victim came to know. So in the third phase of the 
model which is most important phase of the model, the 
machine is properly analysed and observed for even a 
slightest change in the environment of the machine. The 
machine if encountered any change will report the 
change which might be a cyber attack. This feature of the 
model will encounter the attack even before happening. 
This will reduce the chance for a potential cyber attack 
which have a devastating affect on the resources of 
smart cities. Further phases will highlight more on the 
technical and statistical approach of the model. 
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D. Statistical Approach 

Different security techniques are used today for securing 
both real time and run time environment. Such techniques 
based on different algorithms which helps in implementing 
the technique on the data as well. To predict a cyber attack 
many technique such as sandboxing are used by security 
experts to prevent it. According to data, we can predict the 
attacks based on different aspects such as solution to 
security technique, dictionary maintenance. The model is 
helpful for securing the machines based on previous 
attacks. 

E. Accuracy 

By all the data collected in the vulnerability database of 
this model, the accuracy will also escalate. This model 
initially maintain the dictionary with all the known data and 
new data will automatically be stored on the servers which 
helps in gaining the accuracy. Moreover, This model will 
gather information from different database which increase 
it accuracy significantly. The power of this model is its 
increasing accuracy by the time. 

F. Future Scope 

This model is accurate for securing almost any technology 
or technology coming in future. Future cyber attacks are 
going to be more sophisticated than in present but this 
model in general will sustain then also. Some amendments 
in the future can be done in this model to add more points. 
This model can work with different frameworks of security 
providing reliable secure environment. This approach in 
the future might help in the development of other models 
which will contribute in the security from the attacks in 
future. Many new ways for the cyber attacker will also 
emerge ahead. 

IV. Conclusions and Recommendations 

Based on different phases proposed in the above model, it 
can be concluded that primarily Cyber attacks are the part 
of Technical world which we cannot deny but it can surely 
be encountered using different security measures. It can be 
stopped before happening using above model. This model 
is basically recommended to be used along with different 
algorithms to escalate the security of the machines as well 
as the technology. In future, the smart cities which will 
surely adopt many new and emerging technologies can use 
the model based on the analytical approach to secure the 
resources of the smart city and the people. In future, this 
model can also be simplified and added with new 
approaches to enhance the upcoming technologies and 
resources. 
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