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ABSTRACT : Individual wealth, financial position, and health data is highly secret, and a particular system is needed to protect 
these details.  The appropriate input from authorized users is essential for the advancement of research and development. 
Even if it is in the best interests of both parties, getting sensitive information from people is extremely difficult because of 
concerns about their privacy. For high-quality research, getting real-time data from actual consumers is a necessity. When 
personal information is at stake, participants in a collaborative computation are reluctant to answer questions truthfully. The 
goal of secure multi-party computations is to work together to solve a variety of problems. Multiple perspectives are needed, 
but each one is concerned with the quality of their own contribution. All participants can keep private information about 
individuals or organisations safe from other participants as well as computing authorities in a secure sum problem that is 
currently being worked on (TTP). This research presents procedures that enhance the security, confidentiality, and anonymity 
of collaborative computations. 

1. INTRODUCTION 

Data availability has grown exponentially over the 
previous few decades, raising a slew of legal and privacy 
issues. As the use of cyberspace and its applications in e-
commerce and social networking grows, adequate data 
preservation is vital. This scenario necessitates the 
development of numerous algorithms, which have been 
documented in the literature. Various online applications 
face increasing hurdles in terms of protecting user privacy 
and security. 

Security and confidentiality are sometimes viewed as one 
and the same, yet they are in fact distinct concepts. 
Basically, security means that access to data is restricted 
and protected from unauthorised access. Confidentiality is 
ensured. Confidentiality cannot be guaranteed without 
adequate security. Confidentiality is concerned with 
ensuring that only authorized individuals have access to 
sensitive personal data and preventing hostile participants 
from accessing and calculating it. 

There is a massive amount of information available online 
because of the rise in digitalization. This is a serious issue 
that warrants attention on the part of policymakers and 
business leaders alike. One of the most pressing concerns 
in collaborative computation is ensuring that information 
and identities remain private and anonymous. Control 
over the information is lost once it is shared, and it might 
be exploited or utilized against the party's interests by an 
unauthorised third party. Those outcomes that can only be 
gleaned from the result and what each participant has 
contributed are known as "secure" or "confidential." 

1.1 NEED OF CONFIDENTIALITY AND SECURITY  

The amount of data flowing in and out of the system has 
surpassed the point of no return because to digitization. 
For an unspecified period of time, these data are stored in 
repositories. Health, money, and/or business may all be 
impacted by this data. Because firms have a variety of 
reasons to secure their customers' private information, 
this issue is relevant. For example, a person may choose to 
keep his genetic health record private because releasing it 
could lead to social neglect. 

Emotional or personal outages may occur if this material is 
made available online in plain language. As a result, the 
data must be kept private and safe. 

1.2 MULTI-PARTY COMPUTATION ENVIRONMENT  

Various parties on a network want to perform the same 
operation on the same function in multiparty 
computations. A PDA, a laptop, a desktop, or any other 
input device that is linked to the network could be one of 
these parties. An example of a network is a system that 
processes input from multiple files, an intranet that links 
systems, or the global internet. 

1.3 SECURE MULTI-PARTY COMPUTATIONS 

For example, with SMC, multiple parties can collaborate on 
the same private data while still ensuring the 
confidentiality of their information. SMC adds a new level 
of cooperative computation for the benefit of everybody 
involved. Using SMC (Dorothy, 1979; Sheikh, 2010a), 
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participants' personal inputs are protected from disclosure 
by multiple individuals working together to perform 
computations on the secret data they provide. Individual 
data secrecy and safe collaborative computation are 
becoming increasingly important in an age of increased 
sociability, increased Internet use, and a massive increase 
in wired transactions. Collaboration in computations for 
mutual benefit is usually requested, but there is also 
concern about the privacy of individual input. It's because 
there's less trust in participating and computing entities. 

2. LITERATURE REVIEW 

P.Yoganandhini, 2020, Secure multiparty computation 
(SMC) based concerns are addressed in this work. Using 
data from three different food stores, the computation is 
carried out. Under Association Rule Mining, rules are 
generated using the FP-Tree technique to ensure 
anonymity (ARM). SMC's most critical criteria are 
confidentiality and accuracy. The items that aren't 
necessary in privacy requirements aren't taught. To put it 
another way, the parties will only be able to learn from the 
product. To ensure correctness, each party must receive 
the same output. Secure auctions employing SMC are used 
in this study, and frequent item sets are generated for 
association rule mining. Prior space complexity and 
subsequent time complexity are two of the most common 
FP-growth shortfalls." In order to improve the algorithms' 
performance, it was necessary to combine the FP-tree 
structure of the FP-growth algorithm and the Apriori 
algorithm. There is no continuous generation of the 
conditional and sub-conditional patterns in APFT. 

Dankar FK, 2018, In the past, researchers would remove 
any identifying information, such as names and ID cards, 
before sharing their data with one other. However, this 
practise is no longer necessary. However, recent studies 
have shown that previously considered anonymous clinical 
data can be used to identify the names of research 
participants. Those with Alzheimer's or schizophrenia 
(and their blood relatives) can benefit from DNA 
sequencing because the genome is unique to each person 
and can be used to predict future health issues (such as 
Alzheimer's or schizophrenia). Job opportunities and 
social isolation could be at risk because of this information. 

Ishai Y, 2018, The SMC protocols, despite the 
mathematical proofs that have been developed, are still 
not extensively utilised. This may be due to a lack of 
understanding of their capabilities, the complexity of their 
solutions, the need for coordination among the various 
sites, or the fact that they are not efficient in all situations. 
SMC protocols' inefficiency is one of their most glaring 
flaws. Inefficient SMC processes are a direct result of 

communication breakdowns. Most SMC research focuses 
on reducing the quantity of messages exchanged between 
the various parties and, as a result, reducing the 
performance difference between secure and non-secure 
protocol implementations.  

In 2014, Dwork, C., published a paper titled, "Analysis of 
the Just like data types and integrity constraints for our 
database are defined during schema definition, so are the 
cryptographic safeguards provided by Jana administrators. 
The SQL aggregation operators, such as SUM and COUNT, 
can have differential privacy imposed on them if they want 
it. After query answers have been provided, this provides 
some level of data security. It is Jana's differential privacy 
protection algorithms that use secret sharing algorithms to 
compute and apply query results that are never "in the 
clear." 

Mazloom, S. 2017, New methods of computing distributed 
noise that are compatible with SPDZ or other secret-
shared computations have been sought out by Jana in 
order to protect query results while maintaining 
differential privacy. Additionally, Rebecca Wright and 
Anand Sarwate at Rutgers are currently improving their 
methods in order to further their research. Dov Gordon at 
George Mason University has developed a more efficient 
data access mechanism as a result of Jana's desire to 
improve secure computing performance. 

3. RESEARCH PROBLEM AND METHODOLOGY 

SMC ideal model is taken into consideration in this study 
because it always has a TTP that can be trusted by both 
parties. Computation and dissemination of results to all 
parties are tasks assigned to the TTP. Consequently, SMC 
solutions are designed to address these challenges without 
revealing the personal information of the people involved. 
It is possible to limit eventual privacy loss by adopting 
distributed randomization algorithms that preserve 
individual's personal data while still utilizing packetizing 
and pseudo-randomization. 

3.1 MOTIVATION 

Collaborative computation has been made possible by 
digitization since so many individuals are now connected 
to the internet, allowing them to undertake joint 
computations for mutual gain. This group of people could 
be mutually or somewhat trusted, or they could be rivals 
or adversaries. Problem solved if both parties trust each 
other, but difficult to undertake collaborative computation 
if just one party does. When working on sensitive 
information in groups, there is a general sense of 
trepidation among the participants. 
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As networking, cloud computing, and big data become 
more prevalent, there is an enormous difficulty in 
preserving picabytes of data generated each day from a 
wide range of sources while ensuring the privacy of the 
individuals involved. Privacy regulations apply to this data, 
thus it must be guarded against unauthorised access. 
There has been a conscious deficiency throughout this 
procedure that a few participants purposely provide 
incorrect data, resulting in an inaccurate result. To address 
these issues, the researcher came up with a series of 
models. 

3.2 PROBLEM DEFINITION  

Computational techniques for preserving privacy using 
secure multi-party computation protocols" is the research 
problem statement to meet the stated motivation. Assume 
there are "n" private parties, "m" anonymizers, and "DB" 
or "f(x1, x2... xn)" TTP with the database or computing 
function. There is no additional information given to other 
entities participating in computations when TTP performs 
a database query 'Q' traversing tables in the database and 
returns the result. Collaborative computation 
environments are depicted in Figure 3.1. 

 

Figure 3.1: Computational Environment Model for Group Collaboration 

3.3 OBJECTIVES OF RESEARCH 

The objectives of this research work are executed in 
following manner:   

Determine whether or not SMC is necessary or 
required. 

 To create a multi-layered SMC architecture. 
 Computational methods for protecting privacy 

are to be designed and developed. 

 Anonymizers and TTP can't see the real data. 
 Real-world testing of the above modules. 
 To ensure that the module works properly 

before and after it is implemented. 

3.4 RESEARCH METHODOLOGY 

Figure 3.2 depicts the research methodology used. 
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Figure 3.2: Research Methodology 

Research methodology and empirical methods are 
discussed in this section. There is an outline of the planned 
study's scope and limitations in this document. Analyzing 
current approaches like mismatched circuits, oblivious 
transfers, trusted hardware tokens, linear branching and 
neuronal networks, linear regression, and game theory is 
ongoing. To address the shortcomings of past methods, 
new research is carried out in order to develop better 
protocols. Anonymizers, party sizes, and other quantitative 
variables are all part of this study's design. 

Input: Using a local network or the internet, one can 
provide input for collaborative computation as an 
individual party. 

Pseudo-Randomization: In the proposed secure sum 
protocols, pseudo-random numbers are generated 
dynamically and inserted into plain data packets to protect 
an individual's sensitive information. A single pseudo-
random number is used in the first protocol (JCRA), 
whereas many pseudo-random numbers are used in the 
second protocol (DRSS) in order to enhance data secrecy. 

Encryption: One of the proposed protocols (JCAE) uses a 
packetization-based encryption approach to provide data 
confidentiality and security. An Asymmetric algorithm is 
used for experimentation. 

Packetization: To ensure privacy, pseudorandomization 
and encryption are employed. The packetization process is 
used to safeguard communications from an attack. Despite 
the attacker receiving a packet from a particular party, the 
chances of getting all of that party's packets are extremely 
low due to packetization. 

Develop a theoretical framework: Once the input type, 
pseudorandomization, encryption, and packetization 
techniques are selected, a layered architecture is used to 
build the theoretical basis for computation. Data can be 
sent from one layer to the next via a predefined function in 
each one of these layers. Following the validation of all 
packets received by the computing authority (TTP) at the 
topmost layer, the result of collaborative computations is 
broadcasted. 

Data Sources: Data can be gathered in two ways. Use a 
randomization function to generate data locally or across a 
network of users. The results of previous studies were 
usefully analysed. 

Performance Analysis: Data is gathered from all parties 
and then the algorithm is run based on the algorithm that 
was chosen. When evaluating the performance, various 
scenarios, such as a malicious party, an honest or semi-



                  International Research Journal of Engineering and Technology (IRJET)             e-ISSN: 2395-0056 

                      Volume: 08 Issue: 12 | Dec 2021                         www.irjet.net                                                                       p-ISSN: 2395-0072 

 

© 2021, IRJET       |       Impact Factor value: 7.529       |       ISO 9001:2008 Certified Journal       |     Page 959 

honest party, and the turnaround time, are taken into 
account. 

4. RESULTS AND ANALYSIS 

The complexity of the protocols given is proportional to 
the number of persons involved in collaborative 
computations. C++ and a crypto C++ library are also used 
to simulate and analyse the protocol. As a client, we used a 
1.66 GHz Intel core2 duo processor T5450 with 2 GB of 
RAM to compute the average run time. An input 32-bit 
positive integer is used to generate a pseudo-random 
number using the random function from [0-999] secure 
sum protocols called 'r'. 

Web services are used to run the simulation in a 
networked environment. The parties involved in 

collaborative computations are the focus of our protocols' 
complexity. C# and the.NET library are used to simulate 
and analyse the protocol's performance. Intel Core i7 
2.70GHz and 16GB RAM are used in this web server 
system. Microsoft's Internet Information Server (IIS) 
version 7.5 is used to host web services and WCF services. 
Firefox Mozilla 35.0 and Google Chrome 40.0 are the 
current web browsers. For the secure sum protocols JCRA 
and DRSS, the input data has a length of 32 bits, and r is 
generated using the Random class from the.NET library 
with a range of [0-999]. Asymmetric 128-bit keys are 
generated at registration time in JCAE using RSA (as well 
as the class from the.NET library, 
RSACrytpoServiceProvider)
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Figure 4.1: Screen shot of JCRA execution for increasing anonymizers. 
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Figure 4.2: Screen shot of JCRA execution for same number of parties, packets and anonymizers 

Fig. 4.1 and 4.2 show a screen shot of the procedure JCRA 
being executed. Using ASP.NET web services and WCF, 
web models of the protocols JCRA, DRSS, and JCAE were 
built to test the research hypothesis (Windows 
Communication Foundation). 

WebMethod 

public int [] PreparePartyDataRandomly(string 
strPartyName, int[] nPartyData, int nPacket, int 
nRandNum) 

 { 

// based on the nPartyData, add the randon number 
passed and divide into packet and then return string array 
of numbers seperated by comma 

int len = nPartyData.Length; 

int nRandBit = nRandNum / len; 

int nRandLeftOver = nRandNum % len; 

List li = new List(); 

foreach (int nData in nPartyData) 

{ 

if (li.Count == 0) 

li.Add(nData + nRandBit + nRandLeftOver); 

else 

li.Add(nData + nRandBit ); 

} 

int [] nRandomizePartyData = li.ToArray(); 

return nRandomizePartyData; 
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}

 

 

Figure 4.3: Screen Shot of registration with TTP, protocol parameters are generated. 
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Figure 4.4: Screen shot of get the computation result. 

CONCLUSION 

Confidential access to data collected, used, stored, or 
otherwise protected as confidential is referred to as a 

"confidentiality leak." Confidentiality losses can be both 
personal and financial, depending on the nature of the 
breach. The asymmetric encryption techniques 
methodology used in this study opened up new avenues of 
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research in multi-party computation. In the future, this 
work could be expanded to include more complex 
functionality in a variety of simulation setups. Techniques 
for protecting privacy during secure multi-party 
computations were designed and developed as part of this 
research. In the first place, a secure sum protocol called 
JCRA was designed, and the parameters that affect the 
security and confidentiality of individual participants were 
presented. Then, the protocol was evaluated for 
computation complexity, confidentiality, and security for 
some problem.   
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