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Abstract - In this paper, we have a tendency to illustrate the 
event of Network Attack Detection not to mention cubic 
centimetre technology. thanks to the advancement of net over 
years, the amount of attacks over net has additionally 
exaggerated. a robust intrusion detection system (IDS) is 
needed to confirm the safety and safety of the network. a 
completely unique supervised machine learning system is 
developed to classify network traffic whether or not it causes 
hurt or benign. to seek out the most effective model 
considering detection success rate, combination of supervised 
learning algorithmic program and have choice technique are 
utilized in this technique. it's found that artificial neural 
network (ANN) supported machine learning with wrapper 
feature choice exceed support vector machine (SVM) technique 
whereas classifying network traffic. to extend the 
performance, NSL-KDD dataset is employed to classify 
network traffic victimization SVM and ANN supervised 
machine learning techniques. Comparative study shows that 
the projected model is economical than the other existing 
models with relevancy intrusion detection success rate. 

Key Words:  Network attack detection, Machine 
Learning, Artificial Intelligence, Artificial Neural 
Network, SVM 

1. INTRODUCTION 
 
With the fast development of network technology, network 
users square measure stern higher and better speed and 
quality of network services. Therefore, it's become one in all 
the challenges within the field of network operation and 
maintenance management to manage and management 
numerous network business traffic through effective 
technical means that, notice intrusion in network, distinguish 
completely different services, offer completely different 
quality assurance, and meet users' business desires. 
Currently With the massive quantity of information and 
knowledge, web has variety of challenges to form it stable 
and secure system. the' security may be ensured through 
change of firewall and software system, dynamic mechanisms 
may also be exploited. Intrusion detection system is one in all 
dynamic mechanisms beside net-work analysers et al. 
Intrusion detection determines specific goal of police 
investigation attacks. Intrusion monitors processes prevailing 
during a ADPS or network and analyses them to detect any 
deviation or any quite abnormalities, that square measure 

violations of pc security policies. With the wide spreading 
usages of web and will increase in access to on-line contents, 
crime is additionally happening at associate increasing rate. 
Intrusion detection is that the commencement to stop 
security attack. therefore, the protection solutions like 
Firewall, Intrusion Detection System (IDS), Unified Threat 
Modelling (UTM) and Intrusion hindrance System (IPS) have 
gotten abundant attention in studies. IDS detects attacks from 
a spread of systems and network sources by assembling info 
then analyses the data for potential security breaches. The 
network primarily based IDS analyses the info packets that 
travel over a network and this analysis square measure 
administrated in 2 ways in which. until these days anomaly { 
primarily based} detection is much behind than the detection 
that works supported signature and therefore anomaly based 
detection still remains a significant space for analysis. The 
challenges with anomaly primarily based intrusion detection 
square measure that it has to handle novel attack that there's 
no previous information to spot the anomaly. therefore, the 
system somehow has to have the intelligence to segregate 
that traffic is harmless and that one is malicious or abnormal 
and for that machine learning techniques square measure 
being explored by the researchers over the previous couple of 
years. IDS but isn't a solution to any or all security connected 
issues. for instance, IDS cannot compensate weak 
identification and authentication mechanisms or if there's a 
weakness within the network protocols. Studying the sphere 
of intrusion detection initial started in 1980 and also the 
initial such model was revealed in 1987. For the previous 
couple of decades, the' large business investments and 
substantial analysis were done, intrusion detection 
technology remains immature and therefore not effective. 
whereas network IDS that works supported signature have 
seen business success and widespread adoption by the 
technology primarily based organization throughout the 
world, anomaly primarily based network IDS haven't gained 
success within the same scale. because of that reason within 
the field of IDS, presently anomaly primarily based detection 
could be a major focus space of analysis and development. 
And before planning to any wide scale readying of anomaly 
primarily based intrusion detection system, key problems 
stay to be resolved. however, the literature these days is 
restricted once it involves compare on however intrusion 
detection performs once victimization supervised machine 
learning techniques. to guard target systems and networks 
against malicious activities anomaly-based network IDS could 
be a valuable technology. Despite the range of anomaly-based 
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network intrusion detection techniques delineated within the 
literature in recent years, anomaly detection functionalities 
enabled security tools square measure simply commencing to 
seem, and a few vital issues stay to be resolved. many 
anomalies primarily based techniques are projected together 
with regression toward the mean, Support Vector Machines 
(SVM), Genetic rule, Gaussian mixture model, k-nearest 
neighbors rule, Naive Thomas Bayes classifier, call Tree. 
Among them the foremost wide used learning rule is SVM 
because it has already established itself on differing types of 
downside. One major issue on anomaly primarily based 
notion is the' of these projected techniques will detect novel 
attacks however all of them suffer a high warning rate 
generally. The cause behind is that the complexness of 
generating profiles of sensible traditional behaviour by 
learning from the coaching knowledge sets. these days 
Artificial Neural Network (ANN) square measure typically 
trained by the rear propagation rule, that had been around 
since 1970 because the reverse mode of automatic 
differentiation. The major challenges in evaluating 
performance of network IDS is that the inaccessibility of a 
comprehensive network primarily based knowledge set. Most 
of the projected anomaly primarily based techniques found 
within the literature were evaluated victimization KDD CUP 
ninety-nine dataset. during this project we have a tendency to 
used SVM and ANN –two machine learning techniques, on 
NSLKDD that could be a well-liked benchmark dataset for 
network intrusion. The promise and also the contribution 
machine learning did until these days square measure 
fascinating. There square measure several world applications 
we have a tendency to square measure victimization these 
days offered by machine learning. It appears that machine 
learning can rule the globe in returning days. therefore, we 
have a tendency to came out into a hypothesis that the 
challenge of distinguishing new attacks or zero day attacks 
facing by the technology enabled organizations these days 
may be overcome victimization machine learning techniques. 
Here we have a tendency to developed a supervised machine 
learning model which will classify unseen network traffic 
supported what's learnt from the seen traffic. we have a 
tendency to used each SVM and ANN learning rule to seek out 
the most effective classifier with higher accuracy and success 
rate. 

1.1 Aim of the Project 
 

The aim of IDS is to monitor the processes prevailing in a 
network and to analyse them for signs of any possible 
deviations. Some studies have been done in this field but a 
deep and exhaustive work has still not been done. In this 
project, we are using machine learning technique, Artificial 
Neural Network (ANN)  is used for feature selection and 
SVM is used for classifying the network traffic. 

 

 

 

 

2. EXISTING SYSTEM 

Intrusion detection systems have become a standard 

component of network security infrastructure now-a-days. 

So far, several IDS's have been proposed. And they all have 

their own limitations. But there has been not enough 

significant works to put them all together. In existing system 

no any machine learning algorithm are used for intrusion 

detection. 

Disadvantages of existing system 

1. Lack of classification it not works properly. 

2. No machine learning methods are used. 

3. Less accuracy of existing system. 

Irjet Template sample paragraph .Define abbreviations and 
acronyms the first time they are used in the text, even after 
they have been defined in the abstract. Abbreviations such as 
IEEE, SI, MKS, CGS, sc, dc, and rms do not have to be defined. 
Do not use abbreviations in the title or heads unless they are 
unavoidable. 

3. PROPOSED SYSTEM 

The system proposed is composed of feature selection and 
learning algorithm. Feature selection component are 
responsible to extract most relevant features or attributes to 
identify the instance to a particular group or class. 

 The learning algorithm component builds the necessary 
intelligence or knowledge using the result found from the 
feature selection component.  

Using the training dataset, the model gets trained and 
builds its intelligence. Then the learned intelligences are 
applied to the testing dataset to measure the accuracy of 
home much the model correctly classified on unseen data.  

4. METHEDOLOGY 
 

There are various methods for handling the implementation 
and the consequent conversion from the old system to the new 
computerized system. 
 
The most secure method for conversion from the old system to 
the new system is to run both the systems in parallel. In this 
new method, a person may operate in the manual older 
processing system as well as start operating the new 
computerized system. This method offers highsecurity and 
protection because even if there is a flaw in the computerized 
system, we can depend upon the manual system. However, the 
cost for maintaining these two systems in parallel is very high. 
This outweighs its benefits. 
 
Another common method is a direct cut over from the existing 
manual system to the computerized system. The change may 
be within a week or within a day. There are no parallel 
activities. However, there is no remedy in case of a problem. 
This strategy requires careful planning and implementation. 
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fig -1: Network Connection 

 
1. Denial-of-Service(DoS) 

 
A Denial-of-Service (DoS) attack is associate attack meant to 
wash up a machine or network by making it inaccessible to its 
users. Denial-of-service attacks accomplish this by flooding the 
target with traffic, or exploit it information that triggers. In 
every the cases, the Denial-of-service attack deprives legitimate 
users of the service or resource they expected. This attack is 
often targeted on high-profile organizations like banking, 
commerce, government and trade organizations. though this 
attack do not usually cause loss of any information but can 
price a victim a wonderful deal of it slow and money to handle. 
There ar two general ways that of DoS attack : Flooding 
services or blinking services. Flooding happens once system 
receives AN excessive quantity of traffic for the server to buffer, 
inflicting them to forestall then stop. variety of the popular 
flood attacks ar Buffer overflow attacks, ICMP flood, SYN flood. 
DoS attack simply exploit vulnerabilities to crash. 

 

 
 

fig -1: DOS Attack 

 
   2. Man-in-the-Middle (MITM) 

Man-in-the-middle attacks are a common type of 

cybersecurity attack that allows attackers to secretly listen 

to the communication between two targets. The attack takes 

place between two communicating hosts, allowing the 

attackers to "listen" to a conversation they should not be 

able to listen, hence the name "man-in-the-middle" 

 

 
 

fig - 2: MIM Attack 
 

3. Buffer overflow (BO) 

Buffers are memory storage regions that briefly hold 

knowledge whereas it's being transferred from one 

location to a different. A buffer overflow (or buffer 

overrun) happens once the degree of information exceeds 

the storage capability of the memory buffer. As a result, the 

program trying to put in writing the information to the 

buffer overwrites adjacent memory locations. For example, 

a buffer for log-in credentials is also designed to expect 

username and password inputs of eight bytes, thus if a 

dealing involves associate input of ten bytes (that is, two 

bytes over expected), the program could write the surplus 

knowledge past the buffer boundary. Buffer overflows will 

have an effect on all kinds of computer code. They usually 

result from misshapen inputs or failure to allot enough 

area for the buffer. If the dealing overwrites viable code, it 

will cause the program to behave erratically and generate 

incorrect results, operation errors, or crashes. 

 

A. Python 

Python is an object-oriented, high-level programing language 

with dynamic semantics. Its high-level inbuilt data 

structures, combined with dynamic typing and dynamic 

binding, make it very alluring for Rapid Application 

Development, also as to be used as a scripting or glue 

language to connect existing components together. It is 

simple, easy to find out syntax emphasizes readability and it 

reduces the value of program maintenance. Python supports 

modules and packages, which inspires program standard 

and code reuse. This language interpreter and thus the 

extensive standard library are available in source or binary 

form for free of charge of charge for all major platforms, and 

should be freely distributed. 
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B. Anaconda 

It is a free and open-source distribution of the Python and R 

programming languages for data science and machine 

learning related applications (large-scale data processing, 

predictive analytics, scientific computing), that aims to 

simplify package management and deployment. Package 

versions are managed by the package management system 

anaconda. The Anaconda distribution is used by over 6 

million users, and it includes more than 250 popular data 

science packages suitable for Windows, Linux, and MacOS. 

 

C. Artificial Neural Network (ANN) 

An artificial somatic cell network (ANN) might even be a 
process model supported the structure and functions of 
biological neural networks. data that flows through the 
network affects the structure of the ANN as a result of a 
neural network changes - or learns, throughout the 
simplest way - supported that input and output. ANNs 
square measure thought-about as nonlinear applied math 
information modeling tools wherever the complicated 
relationships between inputs and outputs square 
measure shapely or patterns square measure found. ANN 
is to boot brought up as a neural network.  
 
An ANN has many blessings however one amongst the 
foremost recognized of these is that the undeniable fact 
that it will really learn from perceptive information sets. 
throughout this manner, ANN is employed as a random 
operate approximation tool. These types of tools facilitate 
estimate the foremost efficient and ideal ways for 
inbound at solutions whereas shaping computing 
functions or distributions. ANN takes information 
samples rather than entire information sets to achieve 
solutions, that saves each time and cash. ANNs square 
measure thought-about fairly easy mathematical models 
to strengthen existing information analysis technologies. 
ANNs have 3 layers that square measure interconnected. 
the first layer consists of input neurons. Those neurons 
send information on to the second layer, that in turn 
sends the output neurons to the third layer.  

 
5. RESULT 
 
In this section, the simulation is performed to validate the 
performance of the proposed algorithm. In the first phase, 
the experiment is conducted and analyzed that whether the 
proposed machine learning algorithm is able to differentiate 
between normal and anomaly behavior or not. The 
percentage of detection accuracy, false positive, false 
negative and time have been evaluated for the proposed 
method. 
 
From the dataset, 10,000 samples are selected randomly 
which contains some normal and anomaly samples. 80% of 
the number of samples are used for training and rest of them 

are used for testing the algorithm. Then if any abnormal 
activity happens it detect the activity and also detect the 
types of the attack using ANN and SVM algorithm with good 
accuracy. 
 

 
 
   fig -1: Packet Capturing 
 

 
 
       fig -1: Captured packets 
 

 
 

fig -1: Source code  
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fig -1: Application page 

 

 
 

fig -1: Login Page 

 

 
 

fig -1: Prediction Page 

 

 
 

fig -1: Output after attack performed 

 

 
 

fig -1: Result displayed 
 

6. CONCLUSIONS 
 

In this project, we have presented different machine learning 

models using different machine learning algorithms and 

different feature selection methods to find a best model. The 

analysis of the result shows that the model built using ANN 

and wrapper feature selection outperformed and all other 

models in classifying network traffic correctly with detection 

rate of 94.02%. We believe that these findings will 

contribute to research further in the domain of building a 

detection system that can detect known attacks as well as 

novel attacks. This attack detection system exist today can 

only detect known attacks, detecting new attacks or zero day 

attack still remains a research topic due to the high false 

positive rate of the existing systems. 
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