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Abstract - Wireless Sensor Networks (WSNs) are self-
configuring, interconnected sensor nodes that communicate 
and gather data without the use of wires. It is made up of a 
large number of inexpensive sensors. However, due to the low 
computing capacity and energy capacities of Wireless Sensor 
Networks, maintaining protection is extremely difficult. 
Because of these features, the network is vulnerable to a 
variety of attacks, including the Sinkhole attack. Sinkhole 
Attacks are carried out by either hacking a network node or 
using a fake node. This paper employs a novel technique to 
protect WSN from Sinkhole Attack. We can also use LEACH 
protocol to secure a Wireless sensors network from non-
sinkhole attacks such as Sybil attack, wormhole attack, and so 
on by examining the graphical results of LEACH protocol. We 
will use the LEACH protocol in both sinkhole and non-sinkhole 
attacks in this article. This will be used to evaluate the 
efficiency of the LEACH Protocol. The easiest way to evaluate 
output is to use a graphical representation. The security 
priorities, risks, attacks, and constraints associated with 
Wireless Sensors Networks are also discussed in this paper. 
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1. INTRODUCTION  
 
Wireless Sensor Network (WSN) is a collection of various 
small sensors. These Sensors garner information about a 
particular environment. These sensing devices are also 
known as nodes. Wireless Sensor Network (WSN) is used in 
various areas such as military activities, to keep the track of 
their enemy and this information is very helpful for 
authorities [1]. Sensor nodes are used to detect physical or 
environmental conditions, such as temperature, sound, 
pressure, etc. Due to the necessity for low energy 
consumption and least cost, Wireless Sensor Network is the 
best solution. Wireless Sensor Network (WSN) is nothing but 
simply a collection of nodes and it performs certain 
important functions such as monitoring, sensing, capturing, 
processing and controlling [2]. Now-a-days Wireless Sensor 
Network is also used in various fields such as in health care 
system, precision agriculture, defense system, 
environmental monitoring etc.  The aim of this paper is to 
study existing solutions used to detect sinkhole attack.  The 
noxious hub attempts to manage the traffic from different 
hubs towards itself. This not just draws in every one of the 

hubs close to the sinkhole yet in addition every single hub 
nearer to the base station. The Sinkhole can then effectively 
change the information. Remote sensors are inclined to 
different assaults, for example, Selective Forwarding, Sybil 
Attack, Sinkhole assault and so on [5]. Wireless Sensor 
Network has no centralized control but it is a self organized 
[6]. Sinkhole attack can be commenced from within the 
network as well as from outside. Firstly, the attackers may 
utilize a vexed hub to start the interruption and also the 
trespasser may shape an immediate way to the base station 
through it enticing different hubs to send their traffic   
through it. In Sinkhole assault insider attack, an interloper 
bargains a hub inside the organization and starts an attack. 
At that point the trade off hub attempt to draw in all the 
rush hour gridlock from neighbor hubs dependent on the 
steering metric that utilized in directing convention. At the 
point when gatecrasher gets achievement in this, it will 
initiate an attack. Remote sensor network has numerous to 
one correspondence where every hub send information to 
base station, makes this WSN inclined to sinkhole attack. 
[3]. Wireless remote sensor networks are fundamentally 
utilized in unstable conditions where security is the 
essential concern and these organizations are helpless 
against assault. For a huge scope network it is absurd to 
expect to notice every single hub. At the point when the 
security is upset this organization quickly reaction back with 
a message which needs an unexpected consideration [4]. 

Following are the various security principles of wireless sensor 

network [4]: 

 Confidentiality: The data should be kept private 
and not accessible to unauthorized user.  

 
 Authentication: It ensures the identity of the node 

with which it is communicating. 
 

 Integrity: It verifies the correctness of the data.  
 

 Availability: The service should be approachable 
all the time.  

 
 Non-repudiation:  A node cannot deny sending a 

message which it has previously sent. 
 

 Authorization: It ensures that only verified user 
can use the resources. 
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Table I : WIRELESS SENSOR NETWORK ATTACK ON    

DIFFERENT LAYERS [4]. 

Layers Attacks 

Transport Layer Flooding,de-synchronization 

Network Layer Black Hole, Sybil Attack 

Data Link Layer Collision, Exhaustion 

Physical Layer Jamming 

 

2. SINKHOLE ATTACK 

Sinkholes attacks operate by making a compromised node 

appear particularly appealing to nearby nodes in terms of 

the routing algorithm. An adversary might, for example, 

spoof or replay an advertisement for a very high-quality 

route to a Base Station. End-to-end acknowledgements 

containing reliability or latency information can be used by 

certain protocols to verify route consistency. In this scenario, 

a laptop-class adversary with a strong transmitter may 

provide a high-quality route by transmitting with enough 

power to reach the Base Station in a single hop or by 

employing a wormhole attack. It causes the network's output 

to deteriorate over time. It's a black hole assault with a twist 

[4]. The many-to-one nature of WSNs is the primary cause of 

Sinkhole attacks. All of the sensor nodes want to 

communicate with the base station directly. In the WSN, 

there is no node synchronization and no global id 

assignment for sensor nodes. Furthermore, due to memory 

limitations, node information for the entire network cannot 

be stored in each node. WSNs are vulnerable to external 

threats because of these factors. Because of the broadcasting 

existence of WSNs, sinkhole attacks occur. During connection 

creation, the sensor nodes send Router request and Route 

reply messages to each other. When a node wants to send a 

message to a sink, it sends path discovery request messages 

to its neighbors. When the neighbor node receives the 

request from the sender node, it determines which route to 

the base station is the shortest [14]. The figure 1 depicts a 

diagrammatic view of a sinkhole that attracts all nearby 

traffic to the malicious node, with the path through the 

malicious node being the most effective. As a result of all of 

the surrounding nodes sending data packets to the malicious 

nodes, a sinkhole forms in the middle. As seen in the 

diagram, the malicious node drops traffic from the source 

node [4]. 

 

Fig-1: Sinkhole Attack 

3. PROBLEM STATEMENT 
 
This paper conducts a systematic review of the security 

classification literature. In this paper, we'll look at a variety 

of wireless sensor network problems. Sinkhole attack, Sybil 

attack, and Wormhole attack are three major problems that 

we are attempting to solve. We can solve these problems by 

applying, but the main issue is efficiency, which we must 

boost in this job. Wireless sensor networks are commonly 

used networks, but when their output deteriorates, it poses a 

significant security risk [3]. 

4. LEACH PROTOCOL 
 
Wireless sensor networks operate in a resource-constrained 

setting, necessitating mechanisms that use fewer resources. 

The Low-Energy Adaptive Clustering Hierarchy protocol is a 

clustering-based protocol with low resource consumption. 

The protocol's working phase is split into two phases: setup 

and steady-state. Clusters are created during the set-up 

process by selecting cluster heads. The cluster head is 

chosen from among the cluster members with the highest 

likelihood and energy level. The member nodes send data to 

their Cluster head in their assigned slot during the steady-

state period. The Cluster Head collects data from the 

member nodes and transmits it to the Base Station (BS). 

Many routing attacks, such as sinkhole, wormhole, sybil, and 

selective forwarding, are vulnerable to the LEACH protocol, 

and there are few solutions to address the protocol's security 

threats. To protect the clustered network, a lightweight 

mechanism is needed [7]. 
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Fig -2: LEACH Protocol 
 

5. RESEARCH METHODOLOGY 
The different steps of proposed algorithm are given below: 

1. Network Deployment:-  In this the sensors node 
can sense the environment and collect information 
about the vulnerabilities and pass to the base 
station. 
 

2.  Distribution of key:- It requires a software for the 
detection of malicious node which affect the 
performance of technique for the detection of 
malicious node. 

 
3. Detection of malicious node:- The base station is 

ready to give its ID however the malignant hub can't 
give its recognizable proof. The keys which are 
distributed in a network is a concept of Armstrong 
number. It is a unique 16 digit number which is 
generated from color combination. This number is 
hard to crack and unique identification of each node 
is concentrated with the key to form final key. 

 
4. Isolation of malicious node:- To remove malicious 

node completely multiple routing path is used at 
ends. By this we can easily correct malicious node 
and protect our network. 

 
6. FUTURE WORK 

In our future work, we can expect the calculation rose 

ceaselessly and widely, where there are as yet numerous 

issues existing. In the mean time, we will improve the re-

enactment all the more outwardly. By analyzing the 

graphical results of LEACH protocol we can also use LEACH 

protocol to protect a Wireless sensors network from non 

sinkhole attacks such as Sybil attack, wormhole attack etc. 

 

 

7. CONCLUSIONS 
 
 This paper recommended an examination to distinguish a 

sinkhole assault in remote sensor organization. Remote 

sensor networks are the climate where security assumes a 

significant part in the presentation of the organization. 

Sinkhole attack decays the organization execution by 

dropping the bundles and lessens the productivity of filter 

convention. The proposed SSLEACH calculation is utilized for 

interruption discovery and adds greater security to the Filter 

convention to ensure the organization with least energy 

utilization, calculation and most extreme parcel conveyance 

proportion than the current S-Drain and MS-Filter plans. The 

proposed calculation can recognize an assault in an 

organization if hop count=1 to BS. 
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