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Abstract - Intrusion detection is a major research topic in 
the fight against external attacks on business and personal 
networks. A Network Intrusion Detection System (NIDS) 
software that keeps track of network and system activity. A 
network intrusion detection system (NIDS) is responsible for 
detecting malicious activity and unauthorized access to 
computers. The aim of designing NIDS is to protect the 
integrity and confidentiality of data. Internet security is a 
critical concern, so the goal of designing NIDS is to protect 
data integrity and confidentiality. The high volume, variety, 
and speed of data produced in the network has made 
conventional data analysis techniques for detecting attacks 
extremely difficult. This project will use a variety of machine 
learning algorithms, such as Artificial Neural Networks, Multi-
class Logistic Regression and Logistic Regression to solve the 
problems. The algorithms will be correlated and contrasted. 
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1. INTRODUCTION 
 
Intrusion detection systems are typically integrated into 
other security systems or applications and are designed to 
safeguard information systems. Firewalls and anti-malware 
tools alone are insufficient to safeguard an entire network. 
They serve as a minor component of a larger security 
scheme. The use of a full-fledged IDS as part of your 
protection framework is critical, because it's designed to 
function through your entire network in a variety of ways. 
An IDS uses its intelligence with the help of trends acquired 
with the help of algorithms and thus decide when an attack 
is taking place. Knowing the reach of an attack is also 
important for deciding your response and obligations to 
stakeholders who rely on your systems' protection. A 
Network Intrusion Detection System (NIDS) is typically 
installed or positioned at strategic points in the network to 
protect traffic from attack. It's usually applied to whole 
subnets, and it tries to fit any traffic going through with a 
database of documented attacks. It observes network traffic 
passing through the points on the network where it is 
installed in a passive manner. They can be relatively simple 
to secure and make intruders difficult to detect. This means 
that an intruder cannot realize the potential attack that is 
being detected by the NIDS. Since network-based intrusion 

detection systems analyze a large amount of network traffic, 
their accuracy can be poor. This means they can miss an 
attack or fail to detect anything in encrypted traffic on 
occasion. They can need more manual intervention from an 
administrator in some cases to ensure they're configured 
correctly. 
 

2. LITERATURE SURVEY 
 
2.1 Clustering approach based on k means for 
Intrusion Detection System over Big data 
 
On large datasets, the traditional K-means algorithm is 
inefficient. Peng et al. [1] proposed an improved K-means 
detection method with mini batch to increase detection 
efficiency. They began by preprocessing data from the 
KDD99 dataset. The nominal features were converted to 
numerical forms, and the max-min approach was used to 
normalize each dimension of the features. The principal 
components analysis (PCA) algorithm was then used to 
reduce the dimensions. Finally, they used the K-means 
algorithm to cluster the samples, but they made two 
improvements to K-means. (1) To avoid being trapped in a 
local optimum, they altered the initialization process. (2) 
They used the mini-batch technique to cut down on the time 
it took to complete a task. The proposed method 
outperformed the standard K-means in terms of accuracy 
and performance. 

 
2.2 Intrusion detection in enterprise systems by 
combining and clustering diverse monitor data 
 
In this paper, Bohara et al. [2] proposed an unsupervised 
learning detection system. They used the VAST 2011 Mini 
Challenge 2 dataset to perform experiments and extract 
features from the host and network logs. They chose features 
based on the Pearson correlation coefficient because each 
function has different influences. The logs were then 
clustered using the K-means and DBSCAN algorithms. 
Clusters were linked to irregular behaviors by testing the 
salient cluster characteristics. Finally, they manually 
examined the irregular clusters to assess the attack forms. 
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2.3 Using Artificial Neural Networks in intrusion 
detection systems to computer networks 
 
According to L. P. Dias,[3], the ever-increasing usage of 
computer networks has prompted some questions about 
availability, vulnerability, and security. Intrusion Detection 
Systems (IDS) are widely used by network administrators 
because they are considered important in maintaining 
network security. One potential drawback is that such 
systems are typically based on signature systems, making 
them highly reliant on modified databases and therefore 
ineffective against novel attacks (unknown attacks). This 
paper proposes an IDS scheme based on an artificial neural 
network (ANN) and the KDDCUP'99 dataset. Experimental 
results clearly show that the proposed system can reach an 
overall accuracy of 99.9% regarding the classification of 
predefined classes of Intrusion attacks which is a very 
satisfactory result when compared to traditional methods. 
 

2.4 Network Intrusion Detection System Using 
Attack Behavior Classification 
 
Al-Jarrah, O.; Dept. of Computer. Eng., et al. [4] By embedding 
the temporal actions of the attacks into a TDNN neural 
network structure, they were able to increase the 
recognition rate of network attacks using an intelligent 
device. Packet capture engine, preprocessor, pattern 
recognition, classification, and monitoring and warning 
module are the five modules that make up the proposed 
framework. Using a packet capture engine, this device 
captures packets in real time and sends them to a 
preprocessing stage through two pipes. The preprocessing 
stage extracts relevant features for port scan and host sweep 
attacks, stores them in a TDNN's tapped rows, and generates 
outputs that reflect potential attack behaviors in a 
predetermined number of packets. The pattern recognition 
neural networks use these outputs to identify the 23 attacks 
classified by the classifier network and generate attack 
alerts. The systems are evaluated in terms of recognition 
capability and throughput using DARPA data sets. The device 
detects all forms of attacks much faster than rule-based 
systems like SNORT, according to test results. 
 

3. SYSTEM METHODOLOGY 
 
The aim of the proposed system is to provide a statistical 
analysis of the network packets. The representation of each 
packet becomes simpler as the models serves different 
purposes. The frontend receives the results of each model. In 
terms of representation and accuracy, this system delivers a 
better result. 

 
Figure - 1: System Architecture 

 

3.1 NSL-KDD Dataset 
 
NSL-KDD is an updated version of KDD cup99 data set. To 
overcome the shortcomings of the KDD99 dataset, the NSL-
KDD was proposed. The records in the NSL-KDD Datasets 
were carefully selected based on the KDD99. The main 
advantage of NSL-KDD is that it removes duplicate and 
redundant records. Therefore, the experiments can be 
implemented on the whole dataset, and also from the 
different papers which are consistent and comparable. In the 
proposed system, the goal is to provide a statistical analysis 
of the packets in the network. The NSL-KDD training dataset 
is passed onto the aggregator. The function of the aggregator 
is to bridge the gap between dataset and prediction models. 
Each packet is passed into all 3 models. This dataset has 4 
attack categories- U2R, R2L, DOS and Probe Attack. This 
dataset produces high accuracy because of its 41 features. 
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Table - 1: Features of NSL-KDD Dataset 

 

Dataset Number of Records 

NSL-KDD Training Dataset 125937 

NSL-KDD Testing Dataset 22544 

Table - 2: Training and Testing Dataset 
 

3.2 Aggregator 
 
The aggregator's job is to bridge the gap between the dataset 
and the prediction models. The aggregator receives the NSL-
KDD training dataset or testing dataset. Each packet is sent 
to each of the three models. Aggregator is basically 
responsible to get the data, carry out the required process 
and then return it again to the output model for displaying 
the results. The data flow is simplified by Aggregator, making 
the project easier to debug. 
 

3.3 Artificial Neural Network 
 
Artificial Neural Network (ANN) mimics the way a human 
brain works. ANN undergoes a training phase where it learns 
to detect patterns in data visually, aurally or textually. 
During this supervised phase, the network compares its 
actual output produced with what it was meant to produce 
the desired output. Using the values gathered from the 
training phase, testing phase is carried out. 

Artificial Neural Network gives out the exact attack type of 
the packet if it is abnormal. ANN succeeds to produce an 
accuracy of above 99% due to its thousands of neurons 
working together. ANN is used as the primary classification 
of attacks for the program. 
 

3.4 Logistic Regression 
 
Logistic Regression is statistical and its basic form uses a 
logistic function to model a binary dependent variable. In 
regression analysis Logistic Regression is estimating the 
parameters of a logistic model that is a form of binary 

regression and gives the output as 0 or 1(pass/fail). In the 
logistic model, the logarithm of odds for the value 1 is a 
linear combination of one or more independent variables. 
The independent variables can each be a binary variable or a 
continuous variable. Logistic regression model informs 
whether a packet is normal or abnormal with an accuracy of 
approximately 75%. 
 

3.5 Multi-class Logistic Regression 
 
Multi-class or Multinomial classification is the problem of 
classifying more than two classes on the given instance. 
Logistic regression gives output only in 0 and 1, that means 
it carries out binary classification. In multi-class logistic 
regression, we have more than two classes. 
Multi-class Logistic Regression classifies if the packet is 
normal or gives out the specific attack type if abnormal. This 
model gives an accuracy of approximately 63%. 
 

4. REQUIREMENT ANALYSIS 
 
The implementation details are given in this section. 
 

4.1 Hardware 
 

Processor Intel i7-8750H 

HDD 1 TB 

RAM 8 GB 

Table - 3: Hardware specification 
 

4.2 Software 
 

Operating System Kali Linux 

Programming Language NodeJS, JavaScript, HTML 

Table - 4: Software specification 
 

4.3 Dataset 
 
Datasets are taken from NSL-KDD Training Dataset and NSL-
KDD Testing Dataset. There is no duplication of records in 
NSL-KDD hence it contains definite set of records.  
 

5. RESULT 
 
In this project paper, we have worked upon different 
algorithms and obtained the statistical data for displaying 
the final result. Our project successfully displayed the type of 
attack and distinguished between a normal packet and that 
of the intrusion packet. We have used different technologies 
like NodeJS, Html and CSS to get the desired output. 
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Figure - 2: Logistic Regression Output 

 

 
Figure - 3: Multi-class Logistic Regression Output 

 

 
Figure - 4: Artificial Neural Network Output 

 

 
Figure - 5: GUI 

6. CONCLUSION 
 
The analysis of various recommendation techniques is 
presented in this paper. We may conclude that using a 
hybrid approach can have better accuracy and output 
outcomes than using different strategies such as Artificial 
Neural Network, Logistic Regression and Multi-class Logistic 
Regression. This paper presents a comparison of the 
different techniques listed above. Assigning different models 
to classify different terms helps to simplify the output. The 
functionality of each model is decided according to the 
output it provides and the accuracy it has. This project helps 
to understand the behavior of the packets and simulates a 
live network.  Considering the future scope of this project, it 
can be made live by capturing some real-time packets in the 
network and detecting new attacks with some advanced 
algorithm techniques. 
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