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Abstract - Now a day’s cloud computing has become a trend 
it is being used in areas like industry, military, education etc. 
to store larger quantities of data. But, due of insufficient 
awareness and proper security measures, cloud users suffer 
because of the security vulnerabilities exposed by the cloud 
storage. The cloud user and Cloud Storage Provider (CSP) 
should establish appropriate techniques and follow best 
practices to overcome the security issues proactively. In this 
paper various types of cloud storage are proposed like object 
storage, file storage and block storage. Also the different 
types of risks in cloud storage have been discussed. This 
paper will help cloud providers to know that Security of the 
cloud is a major challenge which has to be addressed. 
 
Index Terms - Cloud service provider(CSP), object storage, 

block storage, file storage. 

 

I. INTRODUCTION 

 
In the today’s world, data security has become one of the 
most important term for any application. In our day to day 
life we are using different IOT devices like smart home 
devices and electronic devices like smart phones, laptops etc. 
which are using our data. The data which can be used for the 
development and achievement in a business it has become an 
unprotected business asset. Hence data security must be a 
priority and it needs to be secured from unapproved access 
to ensure the privacy of data and save it from prevent it 
being altered or revealed. The security can be violated in 
different manners, for example system failure, theft, 
inappropriate usage or illegal access. Every time a person 
uses internet the data security is being compromised. 
Therefore, to enhance the security of data there are different 
methods like using strong encryption and decryption for 
storing and retrieving our data. Use of features like Two 
Factor Authentication should be promoted among audience. 

 
II. RELATED WORKS 

 
In [1], author proposed a paper on cloud storage facilities 
about how cloud computing is expanding its reach among 
people. The authors have focused on structured and 
unstructured cloud storage types. He has discussed about the 
issues across cloud vendors. In [2], author proposed paper 
on overview of data storage in cloud. They have explained 
the architecture of cloud storage, its various layers and its 
key issues like data duplication and data organization. They 
have further explained cloud storage trends like appliances 
and storage projections. In [3], the authors proposed a 
survey on cloud storage. The authors have proposed various 
cloud security services. The authors have explained various 
goals for cloud storage like data confidentiality, data 
integrity and availability. They have explained reliability and 
availability are the major cloud services. In [4], authors 
proposed a survey paper on cloud computing security. The 
authors have explained types of cloud public cloud, private 
cloud and hybrid cloud. Paper has explained types of cloud 
storage services and various risks of cloud computing. 

 
III. TYPES OF CLOUD STORAGE  

Cloud storage is a cloud computing model that stores data on 
the Internet through a cloud computing provider who 
manages and operates data storage as a service. It’s 
transferred when demanded with just-in-time capacity and 
costs, and removes purchasing and handling your own data 
storage infrastructure. This gives you agility, global scale and 
durability, with “anytime, anywhere” data access. 
 
Basically there are three types of cloud data storage: object 

storage, file storage, and block storage. 
 
Object Storage - Applications built in the cloud tend to take 

advantage of object storage's broad scalability and metadata 

characteristics. Object storage solutions 

https://aws.amazon.com/what-is-cloud-object-storage/
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like Amazon Simple Storage Service (S3) are perfect 
for making modern applications from basics that 
require scale and flexibility, and can also be used to 
import current data stores for analytics, backup, or 
archive. 

 
File Storage - Few applications need to acquire 
shared files and need a file system. This type of 
storage is often assisted with a Network Attached 
Storage (NAS) server. File storage solutions like 
Amazon Elastic File System (EFS) are best for use 
cases including large content store houses, 
development environments, media stores, or user 
home directories. 

 
Block Storage - Other enterprise applications like 
databases or ERP systems need committed, low 
latency storage for every host which is similar to 
direct-attached storage (DAS) or a Storage Area 
Network (SAN). Block-based cloud storage solutions 
like Amazon Elastic Block Store (EBS) are equipped 
with a virtual server and offer the ultra low latency 
needed for high performance workloads. 

 
IV. SECURITY RISK IN CLOUD STORAGE 

 

A. Data privacy 
No one wants to anyone else to access their data without 
their consent. In cloud the data is stored somewhere else, 
which might not be possible to know how closed off it is. In 
order to make sure no one access the data the server where 
it is stored needs to be maintained. Hence when a person is 
sending some sensitive data to cloud he needs to be aware 
that he might be losing privacy controls. 

 

B. Lack of control 
By relying on a third party to store data, it removes lot of 
responsibility from one’s shoulders. However, this is, partly 
good partly bad. On one side person doesn’t has to manage 
his data while on other side someone else is doing it for you. 
If anything infects your storage provider, like a malware, it 
will risk your data privacy. You will have to rely on the third 
party to solve the issue otherwise the attacker might exploit 
your data. 

 

C. Shared servers  
Cloud-based storage systems also use servers to store data, 
but no one can physically access it. Cloud storage providers 
don’t use separate servers for every user; the space is shared 
among the customers when needed. A persons may be 
unknowingly putting his data at risk if some other person too 
is using the same server and loads any malicious information. 

 
D. Lack of backup services 
One of the major drawback of storage systems is that there is 
no automatic backup functionality. They expect the users to 
keep backups of data they store on cloud. This issue is not 
same for every storage provider – some automatically 
provide backups of user’s data. However, the providers who 
don’t provide backups also don’t guarantee you a senerafety 
at the time of sudden data loss. 

 

E. Data leakage 
Main work of secure data storage is to make sure no outsider 
can access your data. Another task is to make sure the 
important data isn’t sent to any outsider (unless user sends 
it himself). Data leakage can expose business-critical or 
private data to external sources. 

 

F. Rogue devices 
The devices that access your data are also possible sources of 
danger. Shadow IT is another factor; any device that a 
worker doesn’t register but still uses to access your data can 
release bad news. 

 

G. APIs and storage gateways 
Some businesses use cloud storage APIs or storage gateways to 

help users transfer their data on cloud. These tools act bridge 

between the user and the storage provider. They may help your 

workers access and manage the data on your cloud, but an 

insecure API or gateway might cause a lot of damage to your 

data. If you want to use a storage API or gateway, you should 

choose one that has good and required security features. 
 

VI. CONCLUSION 
 
Cloud computing provides compute, storage and application 
services among others to users over the Internet. The Cloud 
is used for various activities but leading among them are 
computation and storage. Since a cloud infrastructure is a 
distributed system, storage facilities may be designed like 
the distributed file system. This paper discussed about 
various types of cloud storage and the security risks related 
to cloud. Now a days with increase in growth of clout people 
are getting more concerned about the security of data so the 
balance has to maintained. The cloud storage systems are 
increasing tremendously and in coming future all the 
shortcomings and risks will be over. 
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