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Abstract - Transferring the data securely over any medium 
needs to concentrate on the three important principles of 
information which are Confidentiality, Authenticity, and 
Integrity. A high level of security can be achieved with various 
algorithms based on various cryptographic principles. 
Cryptography can be defined as a technique that develops 
ciphertext, based on specific algorithms that make the data 
unreadable unless decrypted by algorithms that are 
predefined by the sender. A rail fence cipher is a form of 
transposition cipher which is also referred to as a zig-zag 
cipher. It comes under symmetric key algorithms where the 
same key is used for both encryption and decryption. In this 
paper, the author modified the traditional rail fence cipher 
and fixed the key size as two. The Hybrid Block-Swap Rail 
Fence Algorithm gives the best randomness in the cipher. The 
key used in this technique is 64-bit random alpha-numeric 
characters. In the proposed method, the plain text is divided 
into blocks and each block consists of four characters, and the 
characters in the block are represented as 2*2 matrix 
representation. The position of the characters in every block is 
swapped internally. Then rail fence technique is applied along 
with an Exclusive-OR (XOR) operation is performed between 
the generated result after swapping with the random 64-bit 
key. The ciphertext generated in the traditional rail fence will 
be in the range of the plain text only. The limitation of the 
formation of the ciphertext overcame with the proposed 
technique. Every character of the ciphertext generated using 
this proposed algorithm will be in the range of 0 – 127 ASCII 
values. 
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1. INTRODUCTION  
 

From the last few decades, the usage of the internet has 
evolved drastically. Everything became digital like shopping, 
money transfer from bank accounts, using social media 
accounts, ticket booking, etc., where whatever the data i.e., 
stored or requested is not in the same form as given, it is 
encrypted because to provide security and it is an automated 
process [1, 2]. So, this made security a basic need for digital 
data transmission. Since communication has become a part 
of life for all age groups, because of this massive data is 
traveling day-by-day over the world, through the internet [2, 
3]. The security of data became an important aspect during 
the transmission of data over any digital mode [3]. It 
becomes vulnerable to unauthorized access by hackers or 
illegitimate users. The receiver should obtain the 

information which maintains its confidentiality, integrity, 
and authenticity [4, 1, 2]. 

• Confidentiality means information that is transferred 
should be only accessed by authorized users. 

• Integrity means information i.e., transferred should be 
complete and should not be altered by the 
hackers/attackers. 

• Authenticity ensures that only the authorized users can 
involve in communication. 

 Cryptography provides the technique to maintain all 
the three characteristics that are mentioned above in data 
transmission [5, 3]. The technique involves converting plain 
text into an unreadable format using mathematical 
applications and in addition, the technique can also convert 
any unreadable data into the readable format without 
knowing the sender information [6, 4].  

2. RAIL FENCE CIPHER  
 

Rail Fence Cipher is a cryptographic algorithm that comes 
under the transposition kind of cipher, and it is also known as 
zig-zag cipher [1]. The mechanism in this algorithm is that it 
jumbles up the position of the characters of the message. 
Every character of the plain text is arranged diagonally from 
top to bottom. Once the bottom rail is reached the characters 
are arranged from bottom to top with a sharp edge at the 
bottom. This pattern is repeated until every character of the 
plain text gets written on the rails. After arranging the 
characters in this way, the characters are read from left to 
right from each rail one by one, starting from the topmost 
rails. For instance, if we want to encrypt the message 
"COMPUTER SCIENCE DEPARTMENT" with 5 rails, then this 
text must be arranged in the order as shown in fig. 1. The 
selection of the number of rails used in this technique is 
known as the key. The same number of rails is used in both 
encryption and decryption. 

 

Fig. 1 Encryption of message though rail fence cipher 
  
 After the arrangement, the characters are read line by line 
from left to right to get the ciphertext. It is evident from fig. 1, 
the encrypted message formed is ‘C--
EORSEDMNMECCETTPTINPRUEA’. It is to be noted that if the 
number of rails is greater than the number of characters in 
the message, then no encryption mechanism occurs. If the 
number of rails is lesser then the characters of the ciphertext 
are placed closer to their actual position, which would make 
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it easier for the attackers to guess the plain text, hence the 
number of rails should be chosen accordingly. One of the 
problems with rail fence cipher is that it would be easier if 
the cryptanalyst identifies the encryption method and then 
the cipher would be broken easily. Further, with the trial-
and-error method, the key would be found easily [7]. Another 
problem with the rail fence cipher is that it is not strong. This 
means that the number of possible solutions is so small that a 
cryptanalyst can try them all by hand. This makes the rail 
fence cipher easy to break as we must test all the possible 
divisors up to half the length of the text [8]. Therefore, a new 
hybrid method is proposed using a rail fence cipher called the 
substitution block-swap rail fence cipher to increase its 
security. 
 
3. RAIL FENCE 

The algorithm requires two inputs from the user the first 
input is the plain text, and the second input is the no of rails 
(key) used to encrypt and decrypt the message and the 
ciphertext, respectively. The key value must be greater than 
or equal to two. This feature makes the proposed algorithm 
popular in the transformation of plain text or messages in a 
wiser way. Every character of the plain text is arranged 
diagonally from top to bottom on each rail once you reach the 
bottom rail and the characters are arranged from bottom to 
top with a sharp edge at the bottom. This pattern is repeated 
until every character of the plain text gets written on the rails 
[9, 1, 5]. For instance, the key is 2 and the plain text is 
‘PRODDATUR’ it will be represented as shown in fig. 2. 

 

Fig 2 division of plain text using rails 

The representation of plain text shown in the above fig 2 
is in a zig-zag pattern so that is `why it is called a zig-zag 
cipher [1, 6]. The encrypted text or ciphertext is reading the 
characters from left to right and in a top-down manner one 
rail at a time till the completion of all rails [3]. With the 
increase in the number of rails, the difficulty of breaking the 
cipher also increases. So, it is suggested to use a greater 
number of rails for encrypting the plain text as the same 
number of rails is used for the decryption mechanism [10]. 

 

Fig. 3. calculation of the position of the next character in 
the rail fence ciphertext. 

The position of the next character in the ciphertext 
depends on the total number of rails, current rail number, 

and even or odd character in that corresponding rail [5]. It is 
observed from fig. 3 that a slight variation in finding the 
position of the next character in the first and last rail as all 
the characters are placed at equidistant in these two rails 
when compared to other rails [4]. It is observed that sharp 
edges are encountered in the first and last rail so, they differ 
from the other rails. 
First and Last Rail: 
The position of the next char is: (total rails – 1) * 2 
Eg:  
 If the position of the present character is at 7th in the 

first rail the total number of rails is 4 then the position 
of the next character is:  7+(4-1) * 2 = 7+3*2 = 7+6 = 13 

 The next character of the ciphertext occurs at position 
number: 13 

Eg:  
 If the position of the present character is at 4th in the last 

rail the total number of rails is 4 then the position of the 
next character is:  4+(4-1) * 2 = 4+3*2 = 4+6 = 10 

 The next character of the ciphertext occurs at position 
number: 10 

Remaining rails (other than first & Last):  
If the next character even counts, then: 
Position of next character = (total rails - 
current_rail_num) *2 
Eg:  
 If the present character is the 1st character in rail 3 at 

position: 3 
 Total number of rails is: 4 then the position of next 

character is:  3+(4-3) * 2 = 3+1*2 = 3+2 = 5 
 The next character of the ciphertext occurs at position 

number: 5 
If the next character is odd count, then: 
Position of next character=(current_rail_num - 1) *2 
Eg:  
 If the present character is the 2nd character in rail 3 at 

position: 5 
 Total number of rails is: 4 then the position of next 

character is:  5+(3-1) * 2 = 5+2*2 = 5+4 = 9 
 The next character of the ciphertext occurs at position 

number: 9 
Similarly, all the characters of the plain text are to be 

processed to generate the ciphertext. Only one character is 
to be processed at a time. The Ciphertext formed after 
processing all the characters of the Plain text (SANDEEP 
REDDY) and the produced key (number of rails=4) is ‘SPYAE 
DNERDDE’. 

4. A HYBRID BLOCK-SWAP RAIL FENCE ALGORITHM 

The proposed Hybrid Block-Swap Rail Fence Algorithm is 
an extension of the Rail Fence Algorithm. In this method, the 
rail Fence algorithm along with Exclusive-OR (XOR) 
operation is performed with the key and internal swapping in 
blocks. If the length of plain text is not an integral multiple of 
32-bits, then padding for plain text is required. The padding is 
done with the character ‘Z’ because the usage of this 
character would be less when compared with the other 
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characters  [1, 6]. The length of the plain text after padding 
must be an exact multiple of 32-bits. The hybrid algorithm is 
explained with an example containing two rails. Considering 
four characters from which two characters are chosen from 
each rail in sequential order as one block. Exchanging the 
mean position characters and extreme position characters 
respectively only one block is chosen at a time and then 
performing the rail fence technique with the resulting plain 
text i.e., formed after swapping the characters, then each 
character of the text is converted to its respective 8-bit binary 
number (considering the ASCII value for each character) then 
a 64-bit random binary number is generated, and it is to be 
considered as the key value. An exclusive OR operation is 
performed between the text and the key if the length of the 
plaintext higher the key is repeated same in the Vigenère 
cipher until every character has a pair with the key the 
formed text is ciphertext. The cipher text generated using this 
proposed will be in the range of 0 to 127 ASCII characters. To 
obtain this result MODULAR DIVISION (mod 128) operation 
is performed with the resulted text. The reverse process to 
this is the process of decryption [11, 5]. 

Steps Involved in Encryption 

1. The first step is calculating the length of plain text, if it 
is not an integral multiple of 32-bits then padding is 
required. 

2. Arrange the plain text into two rows, adding one 
character to each row, respectively. Divide these rows 
into blocks. Each block consists of 4 characters, 2 from 
each row. 

3. Now, swap extremes of the block (1st& 4th character) 
and means of the block (2nd and 3rd character) 
respectively in all the blocks. 

4. In this step, apply the rail fence algorithm to the text 
and generate the resultant text. 

5. Now, generate a 64-bit random key value. Convert the 
resultant text to its respective ASCII value and then to 
an 8-bit binary value for each character. 

6. Perform Exclusive OR operation with the resultant text 
and key value. Convert the result back to ASCII value 
apply mod 128 and then to characters accordingly. 

7. The resulted text after all the operations is the 
ciphertext. 

8. The reverse of the encryption process is the decryption 
process. 

Example for Encryption Process 

1. Let the plain text is SANDEEP REDDY.  
The length of plain text is 13.  
As 13 is not an integral multiple of 4 so padding is done.  
The next nearest multiple of 4 is 16. 
No of padding bits= 16-13= 3. 
So, it requires 3 additional bits for padding. 
The new plain text is SANDEEP REDDYZZZ. 

2. Dividing into blocks 

 
3. Swapping the characters. 

 
After Swapping 

 
4. Now perform Rail Fence and the resulted text is DA 

EDEZZNSPEDRZY. 
5. Let the randomly generated 64-bit key value 

is00100010 01011110 01000000 00111011 01001001 
00111000 01011110 00111001 and text in 8-bit binary 
value is 01000100 01000001 00100000 01000101 
01000100 01000101 01011010 01011010 01001110 
01010011 01010000 01000101 01000100 01010010 
01011010 01011001. 

6. After X-OR is performed the result is 01100110 
00011111 01100000 01111110 00001101 01111101 
00000100 01100011 01101100 00001010 00010000 
01111110 00001010 01101010 00000100 01100000. 

7. The ciphertext is  

 

Steps Involved in Decryption 

1.  Both the encrypted text and key-value are received 
at the recipient end. 

2. Convert every character of the encrypted text and 
key to ASCII value and then to an 8-bit binary value. 

3. Now, perform Exclusive-OR operation with the 
encrypted text and key and convert this to ASCII 
values and then to characters. 

4. Now, perform the decryption technique of the rail 
fence algorithm for the text resulted above. 

5. Now divide the resulted text into blocks, where each 
block consists of 4 characters in a sequential 
manner. 

6. Now, swap extremes of the block (1st& 4th 
character) and means of the block (2nd and 3rd 
character) respectively in all the blocks. 

7. The resulted text after internal swapping is the 
decrypted text 

Example for Decryption Process 

1. The encrypted text is 
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and the key is"^@;I8^9 

2. The 8-bit binary value of encrypted text is 
01100110 00011111 01100000 01111110 
00001101 01111101 00000100 01100011 
01101100 00001010 00010000 01111110 
00001010 01101010 00000100 01100000 and 
transferred 64-bit key value is 00100010 01011110 
01000000 00111011 01001001 00111000 
01011110 00111001 

3. The text resulted after Exclusive OR of key-value 
with ciphertext is 01000100 01000001 00100000 
01000101 01000100 01000101 01011010 
01011010 01001110 01010011 01010000 
01000101 01000100 01010010 01011010 
01011001 and the text is DA EDEZZNSPEDRZY 

4. The resulted text after the rail fence decryption is 
DNAS PEEDDERZZZY. 

5. Divide the text into blocks. 

 
6. Now, swap extremes of the block (1st & 4th 

character) and means of the block (2nd and 3rd 
character) respectively in all the blocks. 

 
 
After Swapping 

 
7. The resulted text after internal swapping is the 

decrypted text i.e., SANDEEP REDDYZZZ. 

5. CONCLUSION 
 
Sending the data securely is an important task nowadays. 

The existing rail fence algorithm alone is not secure, as the 
plain text used, and the ciphertext formed using this 
algorithm starts with the same character. If this is identified 
by an attacker, then there is a chance of finding the key using 
a brute force attack. The process of decryption could be 
solved quickly by hand. Moreover, it is quicker if solved by 
using a computer. The way to increase the security level, this 
algorithm must be combined with another technique along 
with divide the table into blocks and swap the positions of 
the characters in their respective blocks. The ciphertext 

generated in the traditional rail fence algorithm will be in the 
range of plain text only. A hybrid algorithm is proposed to 
overcome the said limitations of the existing rail fence 
algorithm. Every character of the ciphertext generated using 
this proposed algorithm will be in the range of 0 – 127 ASCII 
values. The key generated in the proposed algorithm is a 
Random 64bit, this is additional security. 
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